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Enhancing Kleptographic Backdoors in Hash-Based Deterministic Random Bit Generators
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Donya Sadat Rezaeishad and Hossein Bahramgiri
Dual-Layered Quantum-Secure Concealing: Steganography over Quantum Key Distribution
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A Secure and Verifiable Secret Sharing Scheme Using Neural Steganography and Hash Based
Authentication
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Precision

Zahra Ghoraeian, Mohammad-Reza Sadeghi, and Samaneh Mashhadi
Time-Based Steganography in Text
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Sina Fattahi Ardakani and Maedeh Mosharraf
Decentralized Plagiarism Detection System for Open Textual Educational Resources based on
Blockchain Technology

Seyede Marzieh Sadat Madani, Hamid Mala, and Mehrad Jaberi
An Efficient ECC-Based Multi-Server Authentication Scheme for 5G Environment without
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Nima Atashin, Behrouz Tork Ladani, and Mohammadreza Sharbaf
Learning to Locate: GNN-Powered Vulnerability Path Discovery in Open Source Code

Arman Moradi, Mehran Alidoost Nia, and Reza Ebrahimi Atani
A Multi-Objective Reinforcement Learning Framework for Security Enhancement in
Autonomous Vehicles

Mohammad Reza Mirbagheri, Seyed Mohammad Mahdi Mirkamali, Zahra Motoshaker Arani, Ali
Javeri, Amir Mahdi Sadeghzadeh Mesgar, and Rasool Jalili
EPT Benchmark: Evaluation of Persian Trustworthiness in Large Language Models
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Backdoor Defense via Aggregation of Outsourced Models using Multi-Stage Knowledge
Distillation
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Keyhan Mohammadi, Ehsan Kozegar, and Reza Ebrahimi Atani
HashLearner: A Secure Decentralized Learning Framework Based on HashGraph
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Sajjad Rezaei and Ali Fanian
Static Malware Detection in Windows Executables Using Deep Neural Networks

Sepehr Mehregan, Mahdi Tamjidi, Amir Hossein Rahimi, Ava Razavi, Sadegh Eskandari, and
Seyed Amir Hossein Tabatabaei
GP-FACL.: A Dataset of FAIse Claim Descriptions and Functionalities of Google Play Apps

Mostafa Shabani and Tala Tafazzoli
Lateral Movement Attack Detection using Variational Autoencoders
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Cybersecurity and Al: A Symbiotic Relationship?
Bart Preneel, University of Leuven, Belgium

Abstract

In today's digital economy, where data breaches plague industry and government alike, the fusion of
Cybersecurity and Artificial Intelligence (Al) has emerged as a potent defense strategy. This talk explores
the relationship between Al and cybersecurity, covering both its promises and perils. Al has revolutionized
cybersecurity, enabling advanced capabilities such as the detection of malware, vulnerabilities and fraud.
Yet, as Al empowers defenders, it also strengthens attackers. The dark side of Al reveals a landscape where
malicious actors harness Al for spear phishing, automated cyberattacks, misinformation, and deepfakes.
Moreover, Al itself becomes a target, as shown by adversarial machine learning and model poisoning
attacks. Finally, there are concerns about Al creating a dystopia. The talk further explores technologies such
as attribution (watermarking) and computing on encrypted data that can play a role in mitigating some of
these risks. Overall, there is a need for a multidisciplinary approach encompassing technology, regulation,
and ethics to effectively address the challenges presented by the intricate relationship between Al,
cybersecurity and privacy.

Biography:

Prof. Bart Preneel, a full professor at KU Leuven, leads the renowned COSIC research group. His expertise
lies in applied cryptography, cybersecurity, and privacy. Prof. Preneel has delivered over 150 invited talks
across 50 countries and received prestigious awards such as the RSA Award for Excellence in Mathematics
(2014), the ESORICS Outstanding Research Award (2017) and Belgian ICT Personality of the Year (2025).
He served as president of IACR (International Association for Cryptologic Research) and is also a fellow
of the IACR. In 2024 he was elected member of the Royal Academy of Art and Sciences Belgium and he
received the title of honorary professor at Shandong University. He frequently consults for industry and
government about cybersecurity and privacy technologies and he has testified multiple times for the Belgian
and European Parliaments. Prof. Preneel founded the mobile authentication startup nextAuth and holds
roles in Approach Belgium, Tioga Capital Partners, and Nym Technologies. Actively engaged in
cybersecurity policy, he has contributed to ENISA as an Advisory Group member from 2012 to 2025.
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The migration to post-quantum cryptography
Peter Schwabe, Radboud University

Abstract
With the first batch of NIST PQC standards published in 2024, the migration of our cryptographic
infrastructure to post-quantum schemes has received a massive boost. We all already use post-quantum
cryptography every day, typically without even noticing that we do. In my talk | will look back at how we
got where we are now in terms of PQC deployment, what to expect in the near future, and what challenges
are still to be tackled to migrate all systems in time before a large-scale quantum computer breaks factoring-
based and discrete-log-based asymmetric cryptography.

Biography

Peter Schwabe is scientific director at MPI-SP and professor at Radboud University. He graduated from
RWTH Aachen University in computer science in 2006 and received a Ph.D. from the Faculty of
Mathematics and Computer Science of Eindhoven University of Technology in 2011. He then worked as a
postdoctoral researcher at the Institute for Information Science and the Research Center for Information
Technology Innovation of Academia Sinica, Taiwan and at National Taiwan University. His research area
is cryptographic engineering; in particular, the security and performance of cryptographic software. He
published more than 80 articles in journals and at international conferences presenting, for example, fast
software for a variety of cryptographic primitives including AES, hash functions, elliptic-curve
cryptography, and cryptographic pairings. He has also published articles on fast cryptanalysis, in particular
attacks on the discrete-logarithm problem. In recent years he has focused in particular on post-quantum
cryptography. He co-authored the "NewHope" and "NTRU-HRSS" lattice-based key-encapsulation
schemes which were used in post-quantum TLS experiments by Google and he is co-submitter of seven
proposals to the NIST post-quantum crypto project, all of which made it to the second round, five of which
made it to the third round, and 3 of which were selected after round 3 for standardization. In 2021, he co-
founded the Formosa-Crypto project, an effort by multiple research groups to build (post-quantum)
cryptographic software with formal proofs of functional correctness and security.
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Automating Cryptanalysis: Automated Reasoning and Structural Links Between Attacks
Hosein Hadipour, Peter Schwabe, University Bochum, Germany

Biography

Hosein Hadipour is a postdoctoral researcher at Ruhr University Bochum, specializing in the cryptanalysis
of symmetric-key primitives. He received his Ph.D. in computer science with distinction from Graz
University of Technology in 2024. Prior to that, he studied mathematics and electronic engineering at K.
N. Toosi University (earning two bachelor's degrees) and completed a master’s degree in pure mathematics
at the University of Tehran. His work has appeared in leading venues such as CRYPTO, EUROCRYPT,
FSE/ToSC, and CHES.
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Biography

Solmaz Salimi recently completed a postdoctoral fellowship with the Software and System Security (S3)
group at EURECOM, collaborating with Aurélien Francillon on system-level security for advanced
embedded devices. Her work centers on static and dynamic program analysis to harden complex software,
with a focus on inter-layer communication and the interfaces between firmware, hardware, and operating
systems. She earned her Ph.D. at Sharif University of Technology under Mehdi Kharrazi and was a visiting
researcher with EPFL’s HexHive group led by Mathias Payer, contributing to regression bug detection for
the Linux kernel and software fuzzing. Beyond research, she co-founded and has organized ASIS CTF
(since 2012), co-organizes CryptoCTF (since 2019), and co-organized Parcham CTF (2020) with S4Lab at
Sharif.
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An LSTM-DBSCAN Approach for Interpretable Insider Threat Detection via
Behavioral Anomaly Analysis

Mohammad Mohammadi!, Moein Bannaye Zahmati?, and Morteza Noferestit
'Bozorgmehr University of Qaenat, Qaen, South Khorasan, Iran

Abstract: Insider threats pose a significant cybersecurity risk, as authorized users can exploit legitimate access to
compromise sensitive systems and data. This paper proposes an integrated behavioral anomaly detection approach to
address three critical challenges in Al-driven insider threat detection: lack of interpretability, misleading evaluation
metrics, and misalignment with operational taxonomies. Our approach employs a three-stage pipeline: (1) an LSTM
autoencoder to detect temporal anomalies in login patterns, (2) DBSCAN clustering to identify suspicious file access
and device usage during anomalous sessions, and (3) DBSCAN-based URL analysis to uncover exfiltration patterns.
By correlating temporal, spatial, and web-based behavioral indicators, the framework generates actionable MITRE-
mapped threat chains including T1078, T1005, T1204.002, T1567.002 that bridge the gap between academic models
and Security Operations Center (SOC) workflows. Evaluated on the CERT r6.2 dataset, our approach detects the data
exfiltration scenario, offering interpretable alerts and operational efficiency.
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Genetic Algorithms in Action: Adversarial Attacks on Machine Learning-Based XSS

Detection Systems
Mohammadreza Safi' and Mohammad Ali Hadavi!
!Malek Ashtar University of Technology, Iran

Abstract: Cross-Site Scripting (XSS) remains a critical web application vulnerability, consistently ranking among the
OWASP Top 10 security risks. Although machine learning and deep learning techniques have improved XSS
detection, these models are susceptible to adversarial attacks-carefully crafted inputs designed to evade detection. This
paper proposes a novel adversarial attack framework that leverages Genetic Algorithms (GAs) to automatically
generate adversarial XSS payloads targeting machine learning-based detection systems. The framework is designed
for high transferability, enabling adversarial samples to bypass a variety of detection models, even those with differing
architectures. By employing genetic operators such as selection, crossover, and mutation, the method systematically
optimizes payloads to maximize evasion rates while maintaining syntactic validity. Experimental results demonstrate
that the generated adversarial samples consistently evade multiple state-of-the-art detection models, revealing
significant vulnerabilities in current XSS defenses. This work underscores the urgent need for more robust machine
learning-based security solutions and provides a foundation for developing improved defenses against adaptive
adversarial threats.
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Automating Cryptanalysis: Automated Reasoning and Structural Links Between Attacks
s glgae O Sy
Integral Attack on CHILOW Akram Khalesi and Zahra Ahmadian

Marzieh Vahid Dastjerdi, Majid Rahimi,
Iman Mirzaali Mazandarani, and Sadegh
Sadeghi

Javad Alizadeh and Bahman Madadi

Evaluating CNF/SMT Encodings for SAT-Based Differential
Cryptanalysis of Lightweight Ciphers

Differential and Linear Cryptanalysis of Reduced-Round
GFRX-64 Using Neural Distinguishers and SAT/SMT-Based
Technique

Fast Exhaustive Search on AIM2 Arka Debnath and Mohammad Mahzoun
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Integral Attack on CHILOW
Akram Khalesi?, Zahra Ahmadian?
!Reasearch Center for Development of Advanced Technologies, Iran-2Shahid Beheshti University, Iran

Abstract: CHILOW is a family of tweakable block ciphers introduced at Eurocrypt 2025, designed to prioritize
decryption speed over encryption speed. This is achieved through a low-latency nonlinear layer of degree two within
the round function and a minimal number of rounds. As a result, CHILOW presents an appealing target for attacks
that exploit its algebraic properties. These characteristics, along with the strict query limitations imposed by the
designers, motivate our investigation into CHILOW's security against integral attacks leveraging the division property.
We have identified several integral distinguishers, which vary in data complexity and the number of balanced output
bits. Specifically, for CHILOW-(32+t), we derived a 4-round distinguisher with 15 constant bits in the input, in which
all the 32 output bits are balanced. However, the longest integral distinguisher that complies with query limitations
extends up to 3 rounds. For CHILOW-40, integral distinguishers up to 5 rounds are detected; however, only those
spanning 3 rounds meet the query constraints.

Evaluating CNF/SMT Encodings for SAT-Based Differential Cryptanalysis of Lightweight

Ciphers
Marzieh Vahid Dastjerdi*?, Majid Rahimi?, Iman Mirzaali Mazandarani®, and Sadegh Sadeghi®
YInstitute for Advanced Studies in Basic Sciences (IASBS), Iran-?Research Center for Development of Advanced
Technologies, Tehran, Iran-3Shahid Rajaee Teacher Training University, Iran

Abstract: This study evaluates three encoding methods for automated differential cryptanalysis: (1) SMT
formulations (using CVC), (2) standard CNF, and (3) size-optimized CNF (via Logic Friday). We assess these using
four SAT/SMT solver types: single-core (CryptoMiniSat-v5, CaDiCalL), multi-core (Treengeling), and massively
parallel Mallob-novel to cryptanalysis. Encoding-solver combinations are tested on seven lightweight block ciphers
representing distinct design philosophies: SPECK-32 and CHAM-64 (ARX structure), SIMON-32 (AND-RX
structure), PRESENT, GIFT-128, and MIDORI-64 (4-bit S-box in SPN structure), and LBLOCK (Feistel structure).
For each cipher, SAT/SMT instances targeting specific rounds/differential weights were generated, with wall-clock
solving time, parallel efficiency, and modeling effort measured. Our results establish criteria for optimal encoding-
solver pairings that strike a balance between modeling simplicity and computational performance. Crucially, Mallob
emerges as the state-of-the-art framework for large-scale automated differential cryptanalysis.

Differential and Linear Cryptanalysis of Reduced-Round GFRX-64 Using Neural

Distinguishers and SAT/SMT-Based Technique
Javad Alizadeh! and Bahman Madadi?
YImam Hossein University, Iran

Abstract: In 2023, Zhang et al. introduced the lightweight block cipher family GFRX-b/k, based on SIMON. The
designers referenced the cryptanalysis conducted on the SIMON-32 and claimed that the GFRX-64/128, with higher
than 19 and 13 rounds, is resistant to differential and linear cryptanalysis, respectively. In this paper, we examine the
differential and linear cryptanalysis of GFRX-64/96 and GFRX-64/128.We first introduce baseline neural
distinguishers for up to 7 rounds of the GFRX-64/96. Subsequently, we extend a 6-round neural distinguisher by
adding 2 rounds to perform a key recovery attack, achieving an 8-round key rank analysis through a deep learning-
based approach. Furthermore, we conduct an automated cryptanalysis of GFRX-64 using a SAT/SMT-based
framework, identifying an 11-round differential distinguisher with a probability of \math (2~{-62}), a 14-round linear
distinguisher with a correlation of \math(2"{-31}), and a 17-round linear hull with a correlation of \math(2"{-31.61}).
These results indicate that reducing the differential and linear cryptanalysis of the GFRX block cipher to the
differential and linear cryptanalysis of the SIMON block cipher cannot yield accurate results or bounds. To the best
of our knowledge, this work represents the first third-party cryptanalysis of the GFRX block cipher, offering new
insights into its security.
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Fast Exhaustive Search on AIM2
Arka Debnath! and Mohammad Mahzoun?
KU Leuven, Belgium- 2Eindhoven University of Technology, Netherlands

Abstract: This paper describes a fast exhaustive search preimage attack on AIM2, an improved version of the one-
way function AIM, proposed to address algebraic vulnerabilities found in its predecessor. Our attack transforms the
polynomial system describing AIM2 over \(\mathbb{F}_ {2"*{\lambda}}\) to a boolean polynomial system over
\(\mathbb{F}_{2}\), allowing for an exhaustive search by guessing input bits and solving a resulting linear system.
Solving the whole system is not necessary for most incorrect guesses, and use of gray code helps optimizing the
iteration over all the possible guesses. Our results show that the complexity of exhaustive search on AIM2, especially
AIM2-1 and AIM2-111 is lower than previously estimated, though still higher than that of AES.
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Securing Deep Learning Hardware: A Survey of Side- Zahra Mohammadi, Mona Hashemi, and
Channel Vulnerabilities and Countermeasures Siamak Mohammadi

Marzieh Morshedzadeh, Rayhaneh

Defending CNNs Against Power Side-channel Attacks: A Hajimohammadali, and Ali Jahanian

Residue Number System Solution

Information Leakage Mitigation to Protect the Convolutional Farid Rajabzadeh and Ali Jahanian
Neural Networks Against the Remote Side-Channel Analysis
Enhancing Kleptographic Backdoors in Hash-Based Sepehr Jafari and Raziyeh Salarifard

Deterministic Random Bit Generators

Vahid Soleimani Hesari, Hadi Soleimany,
Linked Ineffective Fault Analysis on DES Cipher Ali Asghar Beigizad, and Hamed
Ramzanipour
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Securing Deep Learning Hardware: A Survey of Side-Channel Vulnerabilities and
Countermeasures

Zahra Mohammadi!, Mona Hashemi!, and Siamak Mohammadi?
L University of Tehran, Iran

Abstract: As deep learning models are increasingly deployed in critical sectors such as healthcare, finance,
and security, ensuring their protection against emerging threats has become crucial. Among these threats,
side-channel attacks(SCAs) represent a particular challenge since they can extract sensitive information
such as model architectures, parameters, and even user inputs without requiring direct access to the model.
By leveraging the physical and micro-architectural properties of the hardware, attackers can compromise
systems. This survey begins by classifying leakage sources and attacker objectives, then analyzes
representative studies that demonstrate practical side-channel exploits against deep-learning hardware. It
also reviews existing defenses aimed at mitigating these vulnerabilities and concludes by outlining key
open research challenges and potential future directions.

Defending CNNs Against Power Side-channel Attacks: A Residue Number System Solution

Marzieh Morshedzadeh?, Rayhaneh Hajimohammadalit, and Ali Jahanian®
!Shahid Beheshti University, Iran

Abstract: The capabilities of neural networks are advancing rapidly, enabling solutions to a wide range of
problems, such as autonomous vehicles and medical applications. Despite their advancements, these models
embed sensitive information, making them attractive targets for attackers. As a result, attacks on neural
networks, particularly side-channel attacks that aim to expose key parameters, have become increasingly
prevalent. Researchers are actively exploring various methods to defend against these adversarial attacks.
Thispaper examines how modular arithmetic enhances the security of neural networks against side-channel
attacks. Our approach involves demonstrating how modular arithmetic can improve neural network
security. We conduct a thorough analysis to understand the impact and parameters that influence this
improvement. By carefully selecting factors within the computational system and the target network, neural
network security can be significantly enhanced through appropriate modular arithmetic systems.
Experimental results on FPGA hardware validate our approach, showing a 2 to 3 times increase in resilience
against side-channel attacks, while preserving classification accuracy.

Information Leakage Mitigation to Protect the Convolutional Neural Networks Against the
Remote Side-Channel Analysis

Farid Rajabzadeh! and Ali Jahanian®
1Shahid Beheshti University, Iran

Abstract: Machine learning systems, despite exhibiting high inference accuracy in practical applications, are
susceptible to security and reliability concerns both during the training phase and the inference phase. In this paper,
we have demonstrated that it is possible to extract internal information from a neural network without physical access.
This attack was executed through the utilization of a power sensor. This paper reveals that between 20,000 and 50,000
power samples of a 16-bit neural network weight can be retrieved. The final step involved hardening the neural

YA



ulpl joy ozl

.......................... w

network against side-channel attacks. Test results in this section demonstrate that it is possible to make the neural
network resistant to first-order side-channel attacks with an area overhead of about 6%. The degree of reinforcement
was measured using the assumption test method, revealing that the attack has become eight times more

challenging.

Enhancing Kleptographic Backdoors in Hash-Based Deterministic Random Bit Generators

Sepehr Jafari' and Raziyeh Salarifard?
LShahid Beheshti University, Iran

Abstract: Deterministic Random Bit Generators (DRBGs) are essential for cryptographic security but remain
vulnerable to covert kleptographic attacks that implant backdoors to leak sensitive information. Despite being known
for two decades - as demonstrated by incidents like Snowden revelations and Dual-EC - these attacks persist in modern
protocols, including TLS and post-quantum systems. This paper introduces a novel kleptographic backdoor for hash-
based DRBGs using a dual-phase design: secret information is split across two complementary infected output phases,
requiring both for recovery. This significantly increases complexity compared to conventional approaches. To enhance
indistinguishability, we integrate randomness derived from the discrete logarithm problem, ensuring statistical
conformity. Leveraging EI-Gamal encryption for compatibility with this approach, we create a highly covert backdoor.
Rigorous validation via the NIST Statistical Test Suite (STS) and neural network-based anomaly detection confirms
the backdoor passes all NIST tests while evading machine learning detection, maintaining statistical integrity and
structural consistency.

Linked Ineffective Fault Analysis on DES Cipher
Vahid Soleimani Hesari', Hadi Soleimany?, Ali Asghar Beigizad*, and Hamed Ramzanipour?
! Shahid Beheshti University, Iran, Iran->Shahid Rajaee Teacher Training University, Iran

Abstract: Linked Ineffective Fault Analysis (LIFA) is a novel fault analysis technique that operates withoutrequiring
input control and demonstrates resilience against noise compared to Statistical Ineffective Fault Analysis (SIFA),
while maintaining similar attack assumptions. However, prior studies on LIFA have focused primarily on SPN block
ciphers, leaving the security of the DES cipher one of the Feistel ciphers unexplored. Furthermore, the application of
LIFA in the presence of multiple faults remains unaddressed. This paper bridges these gaps by applying LIFA to the
widely utilized DES cipher, aiming to evaluate the effectiveness of this attack on Feistel-based structures. We
effectively apply LIFA across various scenarios and demonstrate the feasibility of inducing multiple linked faults. Our
results reveal that the nibble-based structure of DES allows for the establishment of two simultaneous links instead of
one, significantly enhancing the efficacy of fault attacks on DES. To validate our approach, we conducted both
simulations and real-world experiments using frequency glitch fault injection on an ATMEGA328p microcontroller.
The results show that the proposed LIFA framework for the DES cipher achieves superior performance compared to
existing methods such as SIFA, further advancing the state of cryptographic fault analysis.
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Dual-Layered Quantum-Secure Concealing: Steganography
over Quantum Key Distribution

Donya Sadat Rezaeishad and Hossein
Bahramgiri

A Secure and Verifiable Secret Sharing Scheme Using Neural
Steganography and Hash Based Authentication

Majid Farhadi, Zohre Karimi, and
Mohammad Amin Khorzani

Architected Graph-Enhanced Neural Network Framework for
Image Integrity and Tamper Precision

Khashayar Jafarizade, Mohammad-Hassan
Majidi, and Hossein Gholamalinejad

Time-Based Steganography in Text

Zahra Ghoraeian, Mohammad-Reza
Sadeghi, and Samaneh Mashhadi
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Dual-Layered Quantum-Secure Concealing: Steganography over Quantum Key Distribution

Donya Sadat Rezaeishad® and Hossein Bahramgiri?
YIsfahan University of Technology, Iran- Malek-Ashtar University of Technology, Iran

Abstract: In the quantum computing era, classical encryption faces unprecedented vulnerabilities, while Quantum
Key Distribution (QKD) alone remains insufficient for top-secret data transmission due to practical hardware flaws.
This paper proposes a novel dual-layered framework integrating steganography with QKD to enhance security and
concealment. Our protocol embeds encrypted messages within QKD keys during post-processing, leveraging existing
infrastructure without hardware modifications. The message is first compressed, encodes, and encrypted using a pre-
shared QKD key via one-time-pad encryption. A block-based search mechanism then hides message bits within the
sifted key while preserving statistical randomness. Crucially, this approach provides two-layer security: information-
theoretic encryption via QKD and undetectable message existence. Evaluations confirm ultra-low failure probabilities
of embedding (below \(10~{-12}\) for 1,000-bit messages) and minimal deviations in sifted key length (under \(1\%\)
for typical blocks). The solution enables eavesdropper detection, maintaining full compatibility with standard QKD
post-processing. By unifying steganographic stealth with QKD's theoretical security, this work establishes a practical
solution for transmitting top-secret data against evolving quantum threats.
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A Secure and Verifiable Secret Sharing Scheme Using Neural Steganography and Hash Based
Authentication

Majid Farhadi', Zohre Karimi', and Mohammad Amin Khorzanit
1 Damghan University, Iran

Abstract: This study presents a resilient and efficient architecture for secure secret distribution over public and
untrusted networks. The proposed method combines Shamir's Verifiable Secret Sharing with AES-GCM encryption
to ensure confidentiality and authentication. Each share is validated through cryptographic hash-based signatures and
seamlessly concealed within cover images using a neural steganographic framework built upon an Attention U-Net
augmented with transformer mechanisms. The training process is guided by a joint perceptual and structural loss
function, improving both visual fidelity and feature retention. Experimental evaluations indicate superior performance
in terms of PSNR and SSIM, along with minimal Bit Error Rate under various distortions such as noise addition,
image blurring, and JPEG compression. Compared to existing approaches, the framework exhibits stronger resistance
to fraudulent behavior by participants or the dealer, removes the dependency on secure private communication
channels, enables reusability of system components, and maintains robust compression tolerance. Its lightweight
computational demands make it especially suited for environments with limited processing power, ensuring its
practicality for scalable, media-based secure secret sharing applications.

Architected Graph-Enhanced Neural Network Framework for Image Integrity and Tamper
Precision

Khashayar Jafarizade!, Mohammad-Hassan Majidi*, and Hossein Gholamalinejad?
tUniversity of Birjand, Iran- 2Bozorgmehr University of Qaenat, Iran

Abstract: Image authenticity is a perennial issue with the evolution of advanced tampering techniques, particularly
grid-aligned manipulations and spatial vulnerability-exploiting post-processing attacks. The paper presents a novel
architecture for a neural network fusing Graph Neural Networks (GNNSs), Convolutional Neural Networks (CNNs),
and digital watermarking to detect tampering successfully and localize it. CNNs are trained on learning local spatial
features, and an invisible low-dropout convolutional encoder places watermarks to ensure authenticity. GNNs address
the inherent problem of modeling long-range structural relations for blind tampering pattern detection that is accurate.
With a graph-based representation of image blocks, the framework learns complex spatial relations, which alleviates
the rigid receptive field limitation. Extensive experiments on benchmark datasets confirm the framework's superiority,
achieving an F1-Score of 0.94 in tampering localization, which significantly outperforms the 0.88 F1-Score of leading
state-of-the-art methods. This approach creates a new standard for image authentication, offering an interpretable and
scalable solution with far-reaching applications in digital content protection.

Time-Based Steganography in Tex

Zahra Ghoraeian!, Mohammad-Reza Sadeghi?, and Samaneh Mashhadi?
tAmirkabir University of Technology, Iran-2 Iran University of Science & Technology, Iran

Abstract: Preserving data confidentiality is crucial in today's digital world where data exchange is increasingly
becoming digital. This paper presents a novel text steganography algorithm. Initially, the text is converted into a bit
stream, then the bit stream is shuffled using a random sequence, and finally, the data is converted into "time" (including
date and hour), and an image suitable for embedding is generated, and the date is embedded within it. The results
demonstrate that the proposed algorithm is robust against a variety of attacks, including retyping, OCR, printing and
photocopying, compression, document feature modification, non-Unicode environment conversion, and semantic
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paraphrasing. The algorithm is language-independent and applicable to all languages. The scheme exhibits high
transparency against visual and machine attacks and has a capacity of 18 bits per "time". Embedding information bits
using a random sequence enhances the scheme's resistance against detection attacks.
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Network Intrusion Detection using Federated Learning in Hamid Reza Dashtabadi and Siavash
Cyber-Physical Systems Ahmad
Evaluating DDoS Attacks Using loT Communication Protocols Zahra Bastani, Peyman Pahlevani,
Internet of Things Distributed Denial of Service attacks Rouhollah Sadr Mohammadi, and Abolfazl
Cybersecurity Mortezapour
5G Attacks: Realistic Scenarios and Simulations Using Mahdi Jeyhoon and Maryam Rajabzadeh
Open5GS Asaar
Recent Trends in Post-Quantum Cryptography Integration and Togu Novriansyah Turnip, Birger
: . Andersen, and Cesar Vargas-Rosales
Performance in the Internet Security Stack
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Network Intrusion Detection using Federated Learning in Cyber-Physical Systems

Hamid Reza Dashtabadi! and Siavash Ahmadi
ISharif University of Technology, Iran

Abstract: The increasing integration of modern network infrastructure into industrial control systems elevates the
need for robust cyber intrusion detection for industrial protocols. Unsupervised, anomaly-based machine learning
methods are particularly well-suited for this task, as they can identify novel attacks by learning a model of normal
network behavior without requiring access to scarce attack samples. While techniques like autoencoders, which use
reconstruction error to flag deviations, can be effective, their application is often hindered by practical challenges,
such as regulatory constraints and the large volumes of data that prohibit the centralized collection required for
training. Federated learning offers a solution by distributing the training process to local clients and aggregating only
the resulting model parameters, thus preserving data privacy and locality. This paper proposes an anomaly-based
intrusion detection framework built on federated learning. Using the CIC-Modbus2023 dataset, which comprises raw
Modbus traffic from a smart grid, we systematically extract and label network flows based on attack logs. We then
train and evaluate several autoencoder variants-including standard, variational, and adversarial autoencoders-within
this federated setting. Our results demonstrate strong performance in detecting malicious activities, highlighting the
framework's potential as a promising approach for mitigating threats against the Modbus protocol without centralized
data access.

Evaluating DDoS Attacks Using loT Communication Protocols Internet of Things Distributed
Denial of Service Attacks Cybersecurity

Zahra Bastani!, Peyman Pahlevani?, Rouhollah Sadr Mohammadi?, and Abolfazl Mortezapour!
Ynstitute for Advanced Studies in Basic Sciences (IASBS), Iran

Abstract: With the rapid expansion of the Internet of Things (1oT) and the growing dependence on connected devices,
cybersecurity has become one of the major challenges in this domain. Distributed Denial of Service (DDoS) attacks,
by exploiting vulnerabilities in communication protocols, can disrupt legitimate user access and degrade system
performance. This study evaluates and compares the performance of three common loT communication protocols-
HTTP, MQTT, and CoAP-under various DDoS attack scenarios. The evaluation metrics include system saturation
time, CPU utilization, and memory consumption. The results indicate that MQTT at QoS level 1 exhibits the highest
CPU usage and the lowest resistance to saturation. Although HTTP shows relatively stable resource consumption in
some scenarios, due to its high memory and processing overhead, it is considered more vulnerable compared to
lightweight protocols such as CoAP and MQTT (QoS 0).

5G Attacks: Realistic Scenarios and Simulations Using Open5GS

Mahdi Jeyhoon! and Maryam Rajabzadeh Asaar?
slamic Azad University, Science and Research Branch, Iran

Abstract: The evolution of fifth-generation cellular networks (5G) brings unprecedented improvements in speed,
latency, and scalability. However, it also introduces significant new security challenges. This paper presents a
scenario-based simulation study of three distinct denial-of-service (DoS) attacks targeting critical components of the
5G architecture. Using open-source tools such as Open5GS, the study simulates and analyzes vulnerabilities affecting
the next-generation NodeB (gNB), the Access and Mobility Management Function (AMF), and the User Equipment
(UE). In the first scenario, a large volume of registration requests is used to overload both the gNB and the AMF. The
second scenario specifically targets the AMF, where a flood of fraudulent gNB registration attempts consumes its
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resources and prevents it from handling legitimate connections. The third scenario involves the misuse of a security-
related field in the UE registration process and disrupting the authentication procedures. For the evaluation, the
consumption of processing resources is used as the main criterion. In each scenario, a specific attack idea is used. In
addition, the scenario-based simulation approach adopted in this study allows exploring and implementing different
types of attacks at different layers of the 5G network.

Recent Trends in Post-Quantum Cryptography Integration and Performance in the Internet
Security Stack

Togu Novriansyah Turnip?, Birger Andersen?, and Cesar Vargas-Rosales?
Technical University of Denmark, Denmark- 2Tecnologico de Monterrey, Mexico

Abstract: The rapid advancement of quantum computing poses a direct threat to classical public-key cryptographic
systems at the core of Internet security protocols. Post-quantum cryptography (PQC) has therefore become central to
ongoing standardization and early deployment efforts. This paper presents a comparative analysis of PQC integration
into TLS, SSH, and IPsec, examining cross-cutting challenges, protocol-specific trade-offs, and deployment
considerations. Our findings show that PQC adoption introduces markedly uneven overheads across protocols:
handshake latency may increase by up to 600% in TLS, by 29% in SSH, and by up to 300% in IPsec, while memory
requirements in hybrid configurations can exceed 300 KB in resource-constrained environments. We further
demonstrate that message fragmentation, certificate chain expansion, and cumulative rekeying costs emerge as
protocol-dependent bottlenecks, underscoring that migration strategies must be tailored to the architecture and
operational context of each protocol. Beyond performance, we identify interoperability gaps, downgrade
vulnerabilities, and side-channel risks as critical obstacles to secure deployment. By combining empirical performance
evidence with a structured review of challenges and deployment strategies, our study provides actionable insights for
practitioners, informs ongoing standards development, and highlights research priorities essential to building a
resilient, quantum-resistant Internet infrastructure.
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Decentralized Plagiarism Detection System for Open
Textual Educational Resources based on Blockchain
Technology
An Efficient ECC-Based Multi-Server Authentication
Scheme for 5G Environment without Online Registration
Server

Sina Fattahi Ardakani and Maedeh Mosharraf

Seyede Marzieh Sadat Madani, Hamid Mala,
and Mehrad Jaberi

S. Mohammad Dibaji, Taraneh Eghlidos, and
Hossein Pilaram
Efficient Pairing-Free Adaptable k-out-of-N Oblivious Keykhosro Khosravani, Taraneh Eghlidos, and
Transfer Protocols Mohammad Reza Aref
Secure Pairing-Free IBE_ and CP—ABE_from Inner- Ahmad Khoureich Ka
Product Functional Encryption

QuMixnet: A Quantum-Safe Mixnet Protocol
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Decentralized Plagiarism Detection System for Open Textual Educational Resources based on
Blockchain Technology

Sina Fattahi Ardakani' and Maedeh Mosharraf!
1Shahid Beheshti University, Iran

Abstract: Open Educational Resources (OER) have become a valuable tool for expanding access to quality education.
However, managing intellectual property rights in OER environments remains a challenge, particularly in verifying
content authenticity and protecting creators' rights. To address this, the study proposes a decentralized approach to
copyright management for OER. Our solution processes OER textual content using defined windows and the Locality
Sensitive Hashing (LSH) algorithm to efficiently detect exact and partial similarities. By integrating blockchain
technology and the InterPlanetary File System (IPFS), we establish a transparent, decentralized platform for storing
and managing resources. The proposed system was implemented and tested on 2600 OER articles achieving 100
percent precision and recall, on direct and paraphrased plagiarism test sets. The results indicate that this technological
integration can serve as a robust foundation for enhancing transparency and protecting authors' rights within the OER
ecosystem.

An Efficient ECC-Based Multi-Server Authentication Scheme for 5G Environment without Online
Registration Server

Seyede Marzieh Sadat Madani?, Hamid Mala!, and Mehrad Jaberi*
'University of Isfahan, Iran

Abstract: Multi-Server Authentication and Key Agreement (MAKA) protocols in 5G networks play a pivotal role in
securing communications due to their widespread applications in domains such as drones, cellular networks, and
secure communications. We propose a novel and efficient protocol for multi-server authentication and key agreement
in 5G networks, based on Elliptic Curve Cryptography (ECC). The proposed protocol is secure against attacks such
as user and server impersonation, password guessing, insider attacks, tracking, session key disclosure, replay, denial-
of-service, and man-in-the-middle attacks. Additionally, distinctive features such as user anonymity, avoidance of
bilinear pairing, key confirmation, perfect forward secrecy, and the ability to perform authentication without an online
registration server make the proposed scheme more efficient and secure, compared to previous schemes. Formal
analysis using Proverif cryptographic protocol verifier, confirms the protocol's confidentiality and authentication
properties, while its computational and communication efficiency demonstrates relative superiority over comparable
schemes.

QuMixnet: A Quantum-Safe Mixnet Protocol

S. Mohammad Dibajit, Taraneh Eghlidos?, and Hossein Pilaram?®
Sharif University of Technology, Iran

Abstract: The emergence of quantum computing threatens the security of traditional cryptographic primitives
underpinning anonymous communication protocols like mix networks (mixnets), necessitating quantum-resistant
alternatives. This paper introduces QuMixnet, a mixnet protocol designed to withstand quantum attacks while ensuring
robust anonymity and privacy. QuMixnet employs post-quantum cryptographic primitives, utilizing CRYSTALS-
Dilithium for digital signatures to guarantee authenticity and CRYSTALS-Kyber for key encapsulation to secure
message encryption with symmetric ciphers (e.g., AES-GCM). Operating on a peer-to-peer (P2P) architecture, every
node can serve as a sender, receiver, or mix node, enhancing anonymity by obscuring participant roles. Sender-
determined routing ensures that only the sender knows the full message path, with onion routing layered encryption
across nodes. To counter traffic analysis, QuMixnet implements message padding to a fixed size, dummy messages
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for traffic covering, and batch processing with shuffling. A security model, evaluated through formal security games,
confirms resilience of QuMixnet against adversaries with quantum capabilities, achieving strong sender and receiver
anonymity, communication anonymity, confidentiality, and integrity. QuMixnet advances anonymous communication
by offering a scalable, quantum-safe solution that fortifies privacy against evolving threats.

Efficient Pairing-Free Adaptable k-out-of-N Oblivious Transfer Protocols

Keykhosro Khosravani?, Taraneh Eghlidos?, and Mohammad Reza Aref!
1 Sharif University of Technology

Abstract: Oblivious Transfer (OT) is one of the fundamental building blocks in cryptography that enables various
privacy-preserving applications. Constructing efficient OT schemes has been an active research area. This paper
presents three efficient two-round pairing-free k-out-of-n oblivious transfer protocols with standard security. Our
constructions follow the minimal communication pattern: the receiver sends k messages to the sender, who responds
with n+k messages, achieving the lowest data transmission among pairing-free k-out-of-n OT schemes. Furthermore,
our protocols support adaptivity and also, enable the sender to encrypt the n messages offline, independent of the
receiver’s variables, offering significant performance advantages in one-sender-multiple-receiver scenarios. We
provide security proofs under the Computational Diffie-Hellman (CDH) and RSA assumptions, without relying on
the Random Oracle Model. Our protocols combine minimal communication rounds, adaptivity, offline encryption
capability, and provable security, making them well-suited for privacy-preserving applications requiring efficient
oblivious transfer.

Secure Pairing-Free IBE and CP-ABE from Inner-Product Functional Encryption
tAhmad Khoureich Ka

*Alioune Diop University of Bambey, Senegal

Abstract: The potential of Attribute-Based Encryption (ABE) in the context of 10T has driven researchers to propose
pairing-free ABE schemes that are suitable for resource-constrained devices. Unfortunately, many of these schemes
turned out to be insecure. This fact seems to reinforce the point of view of some researchers according to which
instantiating an Identity-Based Encryption (IBE) in plain Decisional Diffie-Hellman (DDH) groups is impossible. In
this paper, we provide a generic Ciphertext-Policy ABE (CP-ABE) scheme with secret AND gate policy from Inner-
Product Functional Encryption (IPFE). We also propose an instantiation of that generic CP-ABE scheme from the
DDH assumption. From our generic CP-ABE scheme we derive an IBE scheme by introducing the concept of
Clustered Identity-Based Encryption (CIBE). Our schemes show that it is possible to construct secure IBE and ABE
schemes based on the classical DDH assumption. An implementation of our CIBE in Python using the Charm
framework is available on GitHub.

R



ulpl jay ez

......... T

VP f olo g0 VY 50,0

SN b

VO

Slolrn Cuial § o2 gian g0

HelS im0 53 OV I a5 55O 1l sluwy

Ao ylgae

OB S g5

Learning to Locate: GNN-Powered Vulnerability Path
Discovery in Open Source Code

Nima Atashin, Behrouz Tork Ladani, and
Mohammadreza Sharbaf

A Multi-Objective Reinforcement Learning Framework for
Security Enhancement in Autonomous Vehicles

Arman Moradi, Mehran Alidoost Nia, and
Reza Ebrahimi Atani

EPT Benchmark: Evaluation of Persian Trustworthiness in
Large Language Models

Mohammad Reza Mirbagheri, Seyed
Mohammad Mahdi Mirkamali, Zahra
Motoshaker Arani, Ali Javeri, Amir Mahdi
Sadeghzadeh Mesgar, and Rasool Jalili

Backdoor Defense via Aggregation of Outsourced Models using
Multi-Stage Knowledge Distillation

Amirhossein Heydari, Azadeh Mansouri,
and Ahmad Mahmoudi-Aznaveh

HashLearner: A Secure Decentralized Learning Framework
Based on HashGraph

Keyhan Mohammadi, Ehsan Kozegar, and
Reza Ebrahimi Atani




ulpl joy ozl

.......................... w

Learning to Locate: GNN-Powered Vulnerability Path Discovery in Open Source Code

Nima Atashin?, Behrouz Tork Ladanit, and Mohammadreza Sharbaf?
tUniversity of Isfahan, Iran

Abstract: Detecting security vulnerabilities in open-source software is a critical task in research communities. Several
approaches have been proposed for detecting vulnerable code and identifying classes of vulnerabilities. However,
there is room to improve the explanation of root causes of detected vulnerabilities by locating vulnerable statements
and discovering paths that lead to activation of the vulnerability. While frameworks like SliceLocator offer
explanations by identifying vulnerable paths, they rely on rule-based sink identification that limits generalization. In
this paper, we introduce VulPathFinder, an explainable vulnerability path discovery framework that enhances
SliceLocator's methodology by utilizing a Graph Neural Network (GNN) for detecting sink statements, rather than
predefined rules. The GNN captures semantic and syntactic dependencies to find potential sink points (PSPs),
candidate statements where vulnerable paths end. After detecting PSPs, program slicing extracts vulnerable paths,
which are ranked by feeding them into the graph-based detector. The most probable path is returned, explaining the
root cause of the detected vulnerability. We demonstrate effectiveness by evaluations on a benchmark of buffer
overflow CWEs from the SARD dataset, providing explanations for detected vulnerabilities. Results show
VulPathFinder outperforms SliceLocator and GNNEXxplainer in discovery of vulnerability paths to identified PSPs.

A Multi-Objective Reinforcement Learning Framework for Security Enhancement in Autonomous
Vehicles

Arman Moradi, Mehran Alidoost Nia?, and Reza Ebrahimi Atani’
L University of Guilan, Iran-2Shahid Beheshti University, Iran

Abstract: Autonomous vehicles must balance road-safety objectives with growing cyber-security threats. In this
paper, we present a reinforcement-learning framework that jointly optimizes driving performance and resilience to
Denial-of-Service (DoS) attacks. The problem is formalized as a multi-objective Markov Decision Process that fuses
a safety reward with a security reward, while partial observability of attacks is captured through a Bayesian belief. A
Proximal Policy Optimization (PPO) agent controls steering, throttle, and dedicated mitigation actions. The system is
implemented in the CARLA simulator with camera and LiDAR inputs and evaluated on urban driving scenarios.
Experiments show that the agent maintains stable lane-keeping and target-speed behavior, while reduces collision-
prone episodes and preserves over 90 % of nominal travel distance under attack conditions. The framework
outperforms safety-only PPO baseline and a rule-based security countermeasure.

EPT Benchmark: Evaluation of Persian Trustworthiness in Large Language Models

Mohammad Reza Mirbagherit, Seyed Mohammad Mahdi Mirkamalit, Zahra Motoshaker Arani?, Ali Javeril!, Amir
Mahdi Sadeghzadeh Mesgar?, and Rasool Jalili*
Sharif University of Technology, Iran

Abstract: Large Language Models (LLMs), trained on extensive datasets using advanced deep learning architectures,
have demonstrated remarkable performance across a wide range of language tasks, becoming a cornerstone of modern
Al technologies. However, ensuring their trustworthiness remains a critical challenge, as reliability is essential not
only for accurate performance but also for upholding ethical, cultural, and social values. Careful alignment of training
data and culturally grounded evaluation criteria are vital for developing responsible Al systems. In this study, we
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introduce the EPT (Evaluation of Persian Trustworthiness) metric, a culturally informed benchmark specifically
designed to assess the trustworthiness of LLMs across six key aspects: truthfulness, safety, fairness, robustness,
privacy, and ethical alignment. We curated a labeled dataset and evaluated the performance of several leading models-
including ChatGPT, Claude, DeepSeek, Gemini, Grok, LLaMA, Mistral, and Qwen-using both automated LLM-based
and human assessments. Our results reveal significant deficiencies in the safety dimension, underscoring the urgent
need for focused attention on this critical aspect of model behavior. Furthermore, our findings offer valuable insights
into the alignment of these models with Persian ethical-cultural values and highlight critical gaps and opportunities
for advancing trustworthy and culturally responsible Al. The dataset is publicly available at:
\url{https://github.com/Rezamirbagheril10/EPT-Benchmark}.

Backdoor Defense via Aggregation of Outsourced Models using Multi-Stage Knowledge
Distillation

Amirhossein Heydari', Azadeh Mansouri', and Ahmad Mahmoudi-Aznaveh?
!Kharazmi University, Iran-? Shahid Beheshti University, Iran

Abstract: Backdoor attacks pose a significant threat to deep learning systems by injecting hidden malicious behavior
to the model while preserving high accuracy on clean data. Such attacks are particularly dangerous in scenarios where
users rely on pre-trained models or outsource training to untrusted parties. In this work, we propose a practical defense
strategy that assumes no knowledge of the backdoor trigger or the training process, relying on a small trusted clean
dataset. Our method introduces a two-stage pipeline: First, we aggregate predictions from multiple potentially
compromised models to train an intermediate Teacher-Aggregation (TA) model; then, we distill this knowledge into
a compact light-weight student model. This multi-stage approach effectively alleviates backdoor effects while
preserving clean accuracy. Experimental results on MNIST and CIFAR-10 demonstrate that our method significantly
reduces the Attack Success Rate (ASR)-to approximately 0.1\% on MNIST and 2.6\% on CIFAR-10-outperforming
baseline ensemble defenses. Furthermore, our lightweight student model is suitable for edge deployment, providing a
generic and scalable defense that remains robust under minimal assumptions, making it well-suited for real-world
applications in adversarial environments. Our code is available at: https://github.com/mr-pylin/backdoor-toolbox

HashLearner: A Secure Decentralized Learning Framework Based on HashGraph
Keyhan Mohammadi?, Ehsan Kozegar?, and Reza Ebrahimi Atani®
tUniversity of Guilan, Rasht, Iran

Abstract: Federated learning enables collaborative model training without centralized data collection, but existing
frameworks rely on a central server, introducing risks of single points of failure, adversarial manipulation, and privacy
leakage. To address these challenges, we propose HashLearner, a secure decentralized learning framework that utilizes
the HashGraph consensus protocol for model aggregation without trusted authorities. HashLearner introduces two key
innovations: (i) a consensus-driven decentralized aggregation mechanism resilient to Byzantine adversaries, and (ii) a
privacy-preserving shuffling strategy that mitigates gradient reconstruction and poisoning attacks. To handle
heterogeneous data distributions, the framework further employs transfer learning—based personalization. The
simulation results of HashLearner, tested on benchmark Kaggle datasets, demonstrate that the platform maintains high
accuracy while significantly enhancing scalability, security and privacy. These findings demonstrate that HashLearner
provides a practical path toward scalable, privacy-preserving, and trustworthy decentralized federated learning.
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Dehghan, Babak Sadeghian, and Alireza
Hashemi

Static Malware Detection in Windows Executables Using Deep Sajjad Rezaei and Ali Fanian
Neural Networks

Mission-Centric Countermeasure Selection in Cybersecurity
Situation Awareness

Sepehr Mehregan, Mahdi Tamjidi, Amir

GP-FACL.: A Dataset of FAIlse Claim Descriptions and Hossein Rahimi, Ava Razavi, Sadegh
Functionalities of Google Play Apps Eskandari, and Seyed Amir Hossein
Tabatabaeli

Lateral Movement Attack Detection using Variational

Mostafa Shabani and Tala Tafazzoli
Autoencoders

Seyede Fateme Mazhar and Azadeh

Feature Map Correlations in Video Face Forgery Detection Mansouri

Mission-Centric Countermeasure Selection in Cybersecurity Situation Awareness

Sajed Yousefi Mashhour?, Motahareh Dehghan?, Babak Sadeghian®, and Alireza Hashemit
LAmirkabir University of Tehran, Iran- 2Tarbiat Modares University, Iran

Abstract: Selecting optimal cybersecurity countermeasures requires integration with mission-critical objectives
beyond technical risk minimization. This paper presents a mission-centric framework for countermeasure selection in
cybersecurity situation awareness systems by extending the RiskMAP methodology with agent-based and discrete-
event simulation. The framework employs a multi-criteria decision-making approach based on the Confidentiality,
Integrity, and Availability (CIA) triad, weighing mission objectives and mapping vulnerabilities and threats using
MITRE ATT&CK and D3FEND taxonomies. Candidate countermeasures are evaluated considering risk reduction,
implementation cost, operational impact, and mission alignment. We demonstrate the approach through a case study
on a critical infrastructure organization's network modeled in AnyLogic. Results show improved alignment between
security posture and organizational priorities while maintaining effective risk reduction, outperforming traditional
methods. This framework enables quantitative visualization and optimization of security investments relative to
mission continuity. All simulation models, data, and scripts are openly available to support reproducibility.

oY



ulpl joy ozl

.......................... w

Static Malware Detection in Windows Executables Using Deep Neural Networks
Sajjad Rezaei' and Ali Fanian!
YIsfahan University of Technology, Iran

Abstract: The widespread use of malware targeting Windows systems, especially through Portable Executable (PE)
files, has led to considerable research in the field of malware detection. Although many approaches have been
proposed, the increasing complexity and evasiveness of modern malware continue to present significant challenges,
underscoring the need for further advancements indetection strategies [1]. This paper introduces a static malware
detection framework based on deep learning and a set of carefully engineered binary features extracted directly from
raw PE files. In contrast to conventional methods that rely on metadata or dynamic analysis, our approach performs
detailed parsing of file headers, section layouts, entropy levels, import/export tables, and embedded resources to form
a comprehensive feature set. A deep neural network is trained on these features, with its architecture and
hyperparameters fine-tuned using Bayesian optimization. The model is evaluated on a balanced dataset of benign and
malicious PE files, achieving high accuracy (98.81%) and an F1-score of 98.95%. Fully automated and independent
of dynamic execution or commercial tools, the proposed solution is well-suited for deployment in real-world
applications such as antivirus systems and intrusion detection platforms.

GP-FACL: A Dataset of FAlse Claim Descriptions and Functionalities of Google Play Apps

Sepehr Mehregan?, Mahdi Tamjidi, Amir Hossein Rahimi?, Ava Razavi®, Sadegh Eskandari?, and Seyed Amir
Hossein Tabatabaei*

tUniversity of Guilan, Iran- 2Aston University, United Kingdom- ® Brock University St. Catharines, Canada

Abstract: Mobile phones are among the most significant technological advancements, offering unmatched
convenience and seamlessly integrating into modern lifestyles. However, their widespread use also facilitates both
beneficial and harmful practices. The absence of comprehensive datasets with reliable app descriptions undermines
user confidence in Google Play as a trustworthy software marketplace. In order to fill this gap, we present a brand
new dataset in this study called GP-FACL. This dataset contains ~“fake app" that make FAIlse CLaims in their
descriptions and pretend to offer features that do not actually exist. Applications were first manually collected, after
which keywords were extracted to generate 2-gram key phrases. Then these key phrases were used to automate the
collection of more applications. The final dataset provides a systematic approach for identifying false-claim
applications across a variety of app categories. Our approach resulted in 117 applications verified to contain erroneous
or misleading claims. This dataset offers researchers and practitioners a valuable resource for advancing fraud
detection and mitigating deceptive applications on mobile platforms.
https://github.com/Sepehr-Mehregan/GP-FACL-A-Dataset-of-FAlse-CLaim-Descriptions-and-Functionalities-of-
Google-Play-Apps.

Lateral Movement Attack Detection using Variational Autoencoders
Mostafa Shabani 'and Tala Tafazzoli*
UTRC, Iran

Abstract: Lateral movement, a sophisticated cyberattack strategy, enables adversaries to stealthily infiltrate networks
following an initial breach. Detecting such maneuvers is exceptionally challenging, as they are designed to seamlessly
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blend with legitimate system operations and network traffic, rendering traditional signature-based defenses ineffective.
Supervised machine learning approaches, while promising, are constrained by their dependence on pre-labeled
datasets of known attack patterns. To overcome these limitations, this study introduces a novel hybrid deep learning
framework that integrates a Variational Autoencoder (VAE) for robust feature extraction, coupled with a supervised
classifier to identify lateral movement. Through meticulous feature engineering on the LMD dataset, the VAE is
trained exclusively on normative system and network behavior, constructing a probabilistic representation of
legitimate activity. Anomalies, detected via reconstruction error, signal potential malicious intrusions. Empirical
evaluation demonstrates the framework’s superior performance, achieving a detection time of 00:00:02:54 and an
AUC of 99.6983%, reflecting exceptional class separation and computational efficiency. This hybrid architecture
delivers a scalable, high-accuracy solution, establishing the VAE as a pivotal tool for combating advanced persistent
threats with unparalleled precision and operational viability.

Feature Map Correlations in Video Face Forgery Detection
Seyede Fateme Mazhar! and Azadeh Mansourit
!Kharazmi University, Iran

Abstract: Face manipulation techniques have raised widespread public concern. Although conventional convolutional
neural networks (CNNs) demonstrate satisfactory performance, they exhibit limitations in capturing the critical
features that are directly affected by manipulation artifacts. Fake faces often exhibit unnatural correlations between
feature maps, particularly in local patterns. The Gram matrix can illustrate these irregularities in feature map
relationships and support the discrimination between real images from fake ones. In this paper, we show that the
relationships among convolutional neural network feature maps typically display natural and coherent patterns,
whereas manipulated faces tend to disrupt this consistency which can be effectively captured through analysis of the
Gram matrix of the feature maps. Experimental results demonstrate that the proposed correlation-based features
achieve satisfactory performance in both single-dataset and cross-dataset validation.
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Abstract: This workshop, "Agentic Al for Cybersecurity: Automating Risk Management with Intelligent Agents,"
explores how autonomous Al agents can transform cybersecurity by addressing the growing complexity of threats and
limitations of traditional risk management. The first part focuses on theory-examining current challenges, global
adoption trends, and the risks and ethical considerations of using Al agents in security operations. The second part
provides a practical, step-by-step experience in implementing Al agents for tasks such as risk assessment, vulnerability
prioritization, and incident response. Participants will leave with both strategic insights and hands-on skills to begin
applying agentic Al in their own cybersecurity environments.
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