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Scene and Object Recognition
Sound and Speech Recognition
Scene and Object Generation

Sound and Speech Synthesis

Motion Rendering

Multimodal Interaction
Multi-task Interaction
Embodied Interaction
Persona Modeling
Scenario Generation

Head-mounted Displays
Hand-based Input Device
Non-Hand-based Input Device
Motion Input Device

Data Security

* Privacy

Software Security
Hardware (Device) Security
Network Security

Security &
Privacy
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Metaverse Drivers

Technology
Readiness of
underlying technology

Mindset shift to drive
acceptance and adoption

Supporting market
activity and trends




Metaverse Characteristic
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Secure Data Lifecycle in Metaverse

L Transformation
Acquisition Exchange
e Communication & Transparency
e Techniques and methods e Coordination * New Method tools
e Partnerships for data collection Cost & Maintenance & Uses
* Impact of Technology & big data  , Access and Visualization

Destruction

Storage Process e Data statute of
e Storage cost & Maintenance « Techniques limitations
» Storage & Retention Policies « Data Quality Metrics
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Existing
Threatsin

Data
Acquisition

Vulnerab111ty of edge nodes
* Disabling edge nodes
* Turning edge nodes to botnet to carry out DDoS attack
* Using edge nodes for eavesdropping
- Modifying input data before sending
* Uncalibrated wearable sensors
- Deepfake and impersonation attack

* Input data tampering

- False data injection
* Replay attack
* Zero dynamics attack

- Malicious/ low quality UGC

* Decreasing the quality of user experience
* Publishing malicious script
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Existing

Threatsin
Data Storage

- SPoF 1n centralized data storage
* Blockchain vulnerability

* Cloud vulnerability

* Breaking classical cryptography

 Side channel attack



Existing

Threats in
Data Transfer

- Data leakage
- Eavesdropping
* Man in the middle
- Packet sniffing
- Data interception

* Intrusion
* DDoS

* Syn flood

- Packet flooding

- Packet sniffing

- Packet tampering
* Ping sweeping

- Eavesdropping
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Existing
Threatsin

Data
Processing

- Attacking deep learning models

- Attacking federated learning models
- Data poisoning
- Attacking the effective edge nodes
* Inference attacks

- GAN attack

- Malware
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Existing
Threatsin

Data
Transaction

- Digital twin vulnerabilities
- Digital twin data leakage
» Digital twin unauthorized tampering
* Information theft from digital twin

* Digital asset vulnerabilities
* Threat to privacy
* Theft of asset ownership
- Attacking smart contract

* Man in the room and VR worm
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Existing
Threatsin

* Malicious data non removal due to blockchain
immutability

Data

. * Metaverse governance by handful organization
Destruction 5 Y 5




Secure Data Lifecycle in Metaverse

Transformation

Acquisition Exchange
_ e Communication & Transparency
* Techniques and methods e Coordination * New Method tools
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* Impact of Technology & bigdata  , Access and Visualization
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Data
Acquisition

Security
Countermeasu
res

- Authentication and integrity verification of
input nodes

- Management of edge nodes
* Input quality assurance

- Ensuring data provenance through the
utilization of IoT techniques
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Data Storage
Security

Countermeasu
res

* Data protection laws

* Blockchain utilizing quantum resistance
encryption

- Achieving scalability while ensuring blockchain
security

* Securing stored data in cloud
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Data Transfer
Security

Countermeasu
res

- Using digital twins
* Encryption and access control mechanisms
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Data * Resistance to adversarial models/ inputs

Processing * Segmentation of the X
Security environment

Countermeasu - Malware detection
res

R processing

22



* Distributed ledger infrastructure

Data Exchange
Security

* Protecting digital footprints

* Protecting digital twins
Countermeasu 5 ¢S

res




Data
Destruction

Security
Countermeasu
res

- Removing from blockchain

* Secure removing from cloud or central database
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Other Security

Challenges

- New data security challenges
- Extremely large and diverse data volume

- Algorithmic challenges: Bias, lack of

transparency, and vulnerability

- Interactions with synthetic content and fake

USCIS

- The "Darkverse" concept and its heightened

hazards
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