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PIG.006-GhivamTaSarneguni

Reconnaissance
10 techniques

Il Active Scanning (173
Scanning |P Blocks
Vulnerability Scanning
Wordlist Scanning

) Gather Victim Host
Information

Gather Victim Identity
Information

Gather Victim Network
Information

n Gather Victim Org
Information

" Phighing for Informaticn

" Search Closed Sources

m Search Open Technical
Databases

Search Open
Websites/Domains

Search Victim-Owned
Websites

Acquire Access

Resource
Development
8 technigues

Initial Access
10 techniques

Content Injection

Acquire Drive-by Compromise
Infrastructure
Compromise
Accounts

External Remote
Compromise Services
Infrastructure

Hardware Additions
Develop Capabilities

Il Phishing
Establish Accounts  Replication Through
Removable Media

Obtain Capabilities

n Supply Chain
Compromise

Stage Capabilities
Il Valid Accounts ()
Cloud Accounts

Default Accounts

* PIG: Padvish-Indexed Group

Privilege
Escalation
14 technigues

Defense Evasion
43 technigues

Persistence
20 technigues

Execution
14 technigues

Cloud Administration ) Account Abuse Elevation jj Abuse Elevation Control
Command Manipulation Il Control Mechanism Mechanism
Command and BITS Jobs

" Access Token Manipulation

Access Token
Manipulation

Scripting Interpreter
Boot or Logon

(bl Il Autostart Execution BITS Jobs
AppleScript (114} n Account
Manipulation Build Image on Host
Cloud API Active Setup
Boot or Logon Debugger Evasion
JavaScript Authentication Il Autostart Execution
Package g Deobfuscate/Decode Files or
Network Device CLI Infermation
Kernel Modules and Active Setup
PowerShell Extensions Deploy Container
Authentication
Python Login ltems Package Direct Volume Access
Unix Shell LSASS Driver Kernel Modules and n Domain Policy Modification
Extensions
Visual Basic Port Monitors
Login ltems Il Execution Guardrails
Print Processors
LSASS Driver Exploitation for Defense
Re-opened Evasion
Container Administration Applications Port Monitors

Command File and Directory

Permissions Modification

Print Processors

Deploy Container
Re-opened
Exploitation for Client Security Support Applications Il Hide Artifacts
Execution Provider
Il Hijack Execution Flow
" Inter-Process Shortcut
Communication Medification Il Impair Defenses

(111

Dizable or Modify Cloud
Firewall

Security Support
Provider

Native API Time Providers

)y Scheduled Task/Job Shortcut

Modification

Winlogon Helper DLL

W) XDG Autostart
At Entries Time Providers Dizable or Modify Linux Audit
System
Container Boot or Logon ‘Winlogon Helper DLL
Orchestration Job I Initialization Scripts Disable or Modify System
XDG Autostart Firewall
Cron Entries

Browser Extensions

eduled Task

Systemnd Timers

Boot or Logon
Compromise Client I Initialization Scripts

Software Binary

Dizable Windows Event
Logging

Serverless Execution Il Create Account Create or Modify

System Process (144

Downgrade Attack

Shared Modules mn Create or Modify Impair Command History
Logging

System Process (174 Launch Agent

Software Deployment

Tools Launch Agent Launch Daemon Indicator Blocking

Il System Services i) Launch Daemon Safe Mode Boot

Systemd Service

Launchctl

Systemd Service Spoof Security Alerting

Windows Service

" Domain Policy Impersonation
Modification
Il User Execution Event Triggered

T Il Indicator Removal (209
Execution

l Escape to Host
Windows Management

Instrumentation

Clear Command History
External Remote

" Event Triggered
Services

Execution Clear Linux or Mac System
Logs

- Hiiack Execution Exploitation for

Dizable or Modify Cloud Logs

Credential Access
17 technigues

n Adversary-in-the-
Middle

Il Brute Force
Credentials from

Il Password Stores

Exploitation for

Credential Access

Forced Authentication

Forge Web
Credentials

Input Capture

Modify
Authentication
Process

Multi-Factor
Authentication
Interception
Multi-Factor
Authentication Request
Generation

Metwork Sniffing

0S Credential
Dumping (13)

fetc/passwd and
fetcishadow

Cached Domain
Credentials

DCSync

LSA Secrets

Memory

NTDS
Proc Filesystem

Security Account
Manager

Steal Application
Access Token

Steal or Forge
Authentication
Certificates

Steal or Forge
Kerberos Tickets

Steal Web Session
Cookie

Unsecured

y Credentials ;g

Bash History

Lateral Movement
9 technigues

Discovery
32 technigues

Exploitation of Remote
Services

I Account Discovery

Application Window Discovery
Internal Spearmphishing
Browser Information Discovery
Lateral Tool Transfer
Cloud Infrastructure Discovery
Remote Service
Cloud Service Dashboard Il Session Hijacking
Cloud Service Discovery
Il Remote Services (1/8)
Cloud Storage Object Discovery
Cloud Services
Container and Resource
Discovery Direct Cloud VM
Connections
Debugger Evasion
Distributed
Device Driver Discovery Component Object
L

Domain Trust Discovery

Remote Desktop
Pratocol

File and Directory Discovery

Group Paolicy Discovery
Log Enumeration

MNetwork Service Discovery

Metwark Share

Windows Remote
Metwaork Sniffing Management
Password Policy Discovery Replication Through
Removable Media
Peripheral Device Discovery
Software Deployment

" Permission Groups Discovery Tools
Taint Shared Content
Process Discovery

Use Alternate
Il Authentication

Material

Query Registry
Remote S m Discovery

Il Software Discovery

Systemn Information Discovery
" System Location Discovery

System Metwork

Ul Configuration Discovery

Systermn Metwork Connections
Discovery

System Owner/User Discovery
System Service Discovery
Systemn Time Discovery

Virtualization/Sandbox
Evasion

Collection
17 technigues

n Adversary-in-the-
Middle

Archive Collected
"
Data

Audio Capture
Automated Collection

Browser Session
Hijacking
Clipboard Data

Data from Cloud
Storage

Data from
Il Configuration
Repository

Data from
Il Information
o e

Command and
Control
17 technigues

Exfiltration
9 technigues

Impact
14 technigues

Account Access
Removal

Automated

n Application Layer mn
Exfiltration

Pratacol

Data Transfer Size
Limits

Communication
Through Removable
Media

Data Encrypted for
Impact

Exfiltration Over
Il Alternative
Pratocol

Content Injection
" Data Manipulation
Il Data Encoding

Exfiltration Over C2

, Data Obfuscation Channel Il Defacement W

External Defacement

Exfiltration Qver
Il Other Network
Medium

" Dynamic Resolution
Internal Defacement

Exfiltration Over Il

" Encrypted Channel
Il Physical Medium

Disk Wipe
Endpaoint Denial of
Fallback Channels Service
Exfiltration Over

"' web service

Ingress Tool Transfer Financial Theft

Scheduled Transfer

ies

Data from Local
System

Data from Network
Shared Drive

Data from Removable
Media

Il Data Staged

" Email Collection

Il Input Capture
Screen Capture

Video Capture

tage Channels Firmware Corruption

Transfer Data to
Cloud Account

Non-Application Layer
Protocol

Inhibit System Recovery

Network Denial of

" 5
Service

Non-Standard Port

Protocol Tunneling Resource Hijacking

I Proxy (i) Service Stop
Domain Fronting System
Shutdown/Reboot

External Proxy

Internal Proxy

Multi-hop Proxy

Remote Access
Software

) Traffic Signaling
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Reconnaissance
10 techniques

Scanning IP Blocks
Vulnerability Scanning
Wordlist Scanning

, Gather Victim Host
Information

Gather Victim Identity
Information

Gather Victim Network
Information

Gather Victim Org
Information

0 Phishing for Information

) Search Closed Sources

mn Search Open Technical
Databases

Search Open
Websites/Domains

Search Victim-Owned
Websites

Resource
Development
8 technigues

|l Active Scanning Acquire Access

Acquire
Infrastructure

Compromise
Accounts

Compromise
Infrastructure

" Develop Capabilities

, Establish Accounts

Obtain Capabilities
{16}

Code Signing
Certificates

Digital Certificates
Exploits

Malware

Tool
Vulnerabilities

n Stage Capabilities

Execution
14 techniques

Initial Access
10 technigues

Cloud Administration
Command

Content Injection

Drive-by Compromise
Command and
Il Scripting Interpreter

Exploit Public-Facing
Ap

cation

Container Administration
Command

External Remote
Services

Hardware Additions  Deploy Container

Il Phishing Exploitation for Client

Execution

Replication Through

Removable Media j [nter-Process
Communication

m Supply Chain
Compromise Native API

Trusted Relationship mn Scheduled Task/Job

Il Valid Accounts iy
Serverless Execution
Cloud Accounts
Shared Modules
Default Accounts
Software Deployment
Domain Accounts  Tools

Local Accounts Il System Services

Il User Execution

Windows Management
Instrumentation

* PIG: Padvish-Indexed Group

Persistence
20 techniques

y Account
Manipulation

BITS Jobs
Boot or Logon

Il Autostart Execution

Boot or Logon
Il Initialization Scripts
Browser Extensions

Compromise Client
Software Binary

Il Create Account i)
Cloud Account
Domain Account

Local Account

) Create or Modify
System Process
" Event Triggered
Execution
External Remote
Services

" Hijack Execution
Flow

Implant Internal Image
Modify
Il Authentication

Process

Office Application
Startup

"
Power Settings
Il Pre-0S Boot
y Scheduled Task/Job
) Server Software
Compeonent (115}
1S Components

SQL Stored
Procedures

Terminal Services
DLL

Transport Agent

Il Traffic Signaling

Il Valid Accounts i

Privilege
Escalation
14 technigues

Abuse Elevation

Il Control Mechanism

Access Token
Manipulation

n Account
Manipulation

Boot or Logon

Il Autostart Execution

Beoot or Logon
Il Initialization Scripts

Create or Modify
Il System Process

" Domain Policy
Maodification
Escape to Host

" Event Triggered
Execution

Exploitation for

Privilege Escalation

Hijack Execution
"
Flow

" Process Injection

) Scheduled
Task/Job

l

Il Valid Accounts (114)
Cloud Accounts
Default Accounts

Domain Accounts

Defense Evasion
43 technigues

Abuse Elevation Control
Mechanism

n Access Token Manipulation

BITS Jobs
Build Image on Host

Debugger Evasion

Deobfuscate/Decode Files or

Information
Deploy Container

Direct Volume Access

o Domain Policy Modification

Il Execution Guardrails

Exploitation for Defense
Evasion

File and Directory
Il Permissions Modification
Il Hide Artifacts
Il Hijack Execution Flow
Il Impair Defenses
Impersonation
Il Indicator Removal 9
Clear Command History

Clear Linux or Mac System
Logs

Clear Mailbox Data

Clear Network Connection
History and Cenfigurations

Clear Persistence

Credential Access
17 technigues

Discovery
32 technigues

" Adversary-in-the-
Middle

Il Account Discovery
Services
Application Window Discovery

Il Brute Force e
Browser Information Discovery

Credential Stuffing
Cloud Infrastructure Discovery

Password Cracking

Cloud Service Dashboard

Cloud Service Discovery
Password Spraying

Cloud Storage Object Discovery
) Credentials from
Password Stores Container and Resource
Discovery
Exploitation for Connections
Credential Access Debugger Evasion
Distributed
Forced Authentication  Device Driver Discovery
Model
" Forge Web Domain Trust Discovery
Credentials
File and Directory Discovery
Il Input Capture

Group Policy Discovery

Modify Admin Shares
Il Authentication Log Enumeration

Process S5H
Multi-Factor VNC
Authentication Network Share Discovery
Interception Windows Remote

Network Sniffing Management

Multi-Factor
Authentication Request Password Policy Discovery Replication Through
Generation Remaovable Media

Peripheral Device Discovery
Metwork Sniffing
" Permission Groups Discovery Tools
0S5 Credential
Dumping (1/8) )
Process Discovery

Jetc/passwd and Use Altemate

Jetc/shadow Query Registry Il Authentication
Material
Credentials
Il Software Discovery
DCSync
System Information Discovery
LSA Secrets

" System Location Discovery
Clear Windows Event Logs LSASS Memory

File Deletion

Metwork Share Connection
Rermaval

Timestomp
Indirect Command Execution
Il Masquerading

Modify Authentication

n
Process

o Modify Cloud Compute
Infrastructure

Modify Registry

NTDS ' System Network

i Configuration Discovery
Proc Filesystem

System Network Connections
Security Account Discovery

Manager
System Owner/User Discovery

Steal Application
Access Token System Service Discovery

Steal or Forge System Time Discovery

Authentication

Certificates y Virtualization/Sandbax
Evasion
Steal or Forge

Kerberos Tickets

Steal Web Session

Lateral Movement
9 technigues

Exploitation of Remote

Internal Spearphishing
Lateral Tool Transfer

Remote Service
Il Session Hijacking

Il Remote Services
Cloud Services

Direct Cloud Wi

Component Object

Remote Desktop
Protocol

SMB/Windows

Software Deployment
I

Taint Shared Content

Command and
Control
17 techniques

Collection
17 technigues

" Adversary-in-the- " Application Layer
Middle Protocol
,) Archive Collected Communication
Data Through Remaovable
Media
Audio Capture
Content Injection
Automated Collection
Il Data Enceding
Browser Session
Hijacking o Data Obfuscation
Clipboard Data
" Dynamic Reselution
Data from Cloud

Storage
" Encrypted Channel
PEERIGT
Il Configuration
Repository Fallback Channels
Data from Ingress Tool Transfer
Il Information

Repositories Multi-Stage Channels

cal Non-Application Layer
Pratocol

Data from Metwork Mon-Standard Port

Shared Drive

Data from Removable
Media Il Proxy
Remote Access
Software

Il Data Staged

" Email Collection
W Traffic Signaling

Il Input Capture

Il Web Service
Screen Capture

Video Capture

T

¥

Protocol Tunneling

et 4G
i

Exfiltration
9 technigues

Impact
14 techniques

Account Access

) Automated
Removal

Exfiltration

Data Transfer Size
Limits

Data Destruction

Data Encrypted for

Exfiltration Over  Impact

Il Alternative

Protocol " Data Manipulation
Exfiltration Over C2

Channel Il Defacement

(1/2)

Exfiltration Over Defacement
Il Other Network

Medium

Extern:

Internal Defacement

Exfiltration Over
Il Physical Medium

Il Disk Wipe

Endpoint Denial of
Service
Exfiltration Over

" Web Service

Financial Theft
Scheduled Transfer  Firmware Corruption

Transfer Data to
Cloud Account

Inhibit System Recovery

) Metwork Denial of
Service

Resource Hijacking
Service Stop

System
Shutdown/Reboat
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Reconnaissance
10 techniques

Resource
Development
8 technigues

Initial Access
10 technigues

Privilege
Escalation
14 technigues

Persistence
20 techniques

Execution
14 technigues

Defense Evasion
43 technigues

Credential Access
17 techniques

Discovery
32 techniques

Lateral Movement
9 technigues

Collection
17 technigues

Command and
Control
17 technigues

Exfiltration
9 technigues

Impact
14 technigues

Il Active Scanning Acquire Access Content Injection Cloud Administration y Account Abuse Elevation Abuse Elevation Control )y Adversary-in-the- Il Account Discovery Exploitation of Remote ) Adversary-in-the- \ Application Layer y Automated Account Access
Command Manipulation Il Control Mechanism Mechanism Middle Services Middle Protocol Exfiltration Removal
" Gather Victim Host i’ Acquire Drive-by Compromise Application Window Discovery
Information Infrastructure Command and BITS Jobs " Access Token Manipulation Il Brute Force Internal Spearphishing " Archive Collected Communication Data Transfer Size  Data Destruction

Gather Victim ldentity
Information

Gather Victim Network

Compromise
Accounts

Exploit Public-Facing
Application

External Remote
Services

Access Token
Manipulation

Il Scripting Interpreter

Boot or Logon
Il Autostart Execution

(14 Account

Container Administration
Command

BITS Jobs

Credentials from

"' Password Stores

Browser Information Discovery

Cloud Infrastructure Discovery

Lateral Tool Transfer

Remote Service

Data

Audio Capture

Through Removable
Media

Content Injection

Limits

Exfiltration Over
Il Altenative

Data Encrypted for
Impact

! Compromise Manipulation Build Image on Host Exploitation for Cloud Service Dashboard Automated Collection
Infrastructure

Credential Access

Il Session Hijacking Protocol Il Data Manipulation

Information Active Setup Il Data Encoding

Hardware Additions Deploy Container Boot or Logon

Debugger Evasion

Cloud Service Discovery Browser Session SUERRIN I o Bl (| Defacement

" Gather Victim Org " Develop Capabilities Authentication Il Autostart Execution Forced Authentication Il Remote Services Hijacking " Data Obfuscation Channel
Information Il Phishing Exploitation for Client Package (4 Cloud Storage Object Discovery [} Disk Wipe
Execution " Forge Web Replication Through Clipboard Data Exfiltration Over
n Phishing for Information n Establish Accounts  Replication Through Kernel Modules and Boot or Logon Credentials Container and Resource Removable Media n Dynamic Resolution I Other Network " Endpoint Denial of
Remaovable Media " Inter-Process Extensions Il Initialization Scripts Deploy Container Discovery Data from Cloud Medium Service
Communication Il Input Capture Software Deployment  Storage
n Search Closed Sources n Obtain Capabilities " Supply Chain Login ltems Direct Volume Access Debugger Evasion Tools n Encrypted Channel Exfiltration Over Financial Theft
Compromise Native API Create or Modify Modify Data from Il Physical Medium
LSASS Driver Il System Process n Domain Policy Medification Il Authentication Device Driver Discovery Taint Shared Content Il Configuration Firm
n Search Open Technical n Stage Capabilities Trusted Relationship " Scheduled Task/Job ) Process Repository Fallback Channels
Databases Port Monitors Domain Trust Discovery Use Alternate W Exfiltration Over Inhibit System Recovery
Il Valid Accounts Domain Policy Il Execution Guardrails Multi-Factor Il Authentication Data from Ingress Tool Transfer Web Service
n Search Open Serverless Execution Print Processors Maodification Authentication File and Directory Discovery Material Il Information " Metwork Denial of
Websites/Domains Exploitation for Defense Interception Repositories Multi-Stage Channels  Scheduled Transfer Service
Shared Modules Re-opened Escape to Host Evasion Group Policy Discovery
Search Victim-Owned Applications Multi-Factor Data from Local MNon-Application Layer Transfer Data to Resource Hijacking
Websites Software Deployment " Event Triggered File and Directory Authentication Request Log Enumeration System Protocol Cloud Account
Tools Execution Il Permissions Modification Generation Service Stop
Network Service Discovery Data from Metwork Non-Standard Port
Il System Services wm Exploitation for Metwork Sniffing Shared Drive System
Security Support Privilege Escalation Il Hide Artifacts Network Share Discovery Protocol Tunneling Shutdown/Reboot
Launchctl Provider 05 Credential Data from Removable
" Hijack Execution Il Hijack Execution Flow Dumping MNetwork Sniffing Media Il Proxy
Shortcut Flow
Modification Il Impair Defenses Steal Application Password Policy Discovery Il Data Staged Remote Access

Il User Execution " Process Injection Access Token Software

Time Providers
Windows Management CQégal Ar Carna

Impersonation Peripheral Device Discovery " Email Collection

Il Traffic Signaling

N v

n
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Il Initialization Scripts
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Resource Command and
Reconnaissance Development Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Control Exfiltration Impact
10 technigues 8 techniques 11 techniques 16 techniques 23 techniques 14 techniques 45 techniques 17 techniques 33 techniques 9 techniques 17 techniques 18 techniques 9 technigues 15 technigues
1l Active Scanning Acquire Access. Content [njection Cloud Administration 1 Account Manipulation M Abuse Elevation Control Abuse Elevation Control n Adversary-in-the-Middle 1l Account Discovery Exploitation of Remate M Adversary-in-the-Middle M Application Layer n Automated Exfiltration  Account Access Remaoval
Command Mechanism Mechanism Services Protocol
" Gather Victim Host " Acquire Infrastructure Drive-by Compromise Application Window Discovery Ii Data Destruction
Information n Command and Scripting  BITS Jobs. M Access Token Il Access Token Ii Brute Force Intemal Spearphishing M Archive Collected Data ~ Commwnication Through  Data Transfer Size Limits:
Exploit Public-Facing Interpreter [ Browser Information Discovery Removable Media Data Encrypted for Impact
1 Gather Victim Identity 1 Compromise Accounts  Application 1 Boot or Logon Autostart BITS Jobs. n (Credentials from Lateral Tool Transfer Exfiltration Cver
Information AppleScript Execution 1l Account Manipulation Password Stores Cloud Infrastructura Discovery Audio Capture Content Injection 1l Alternative Protocol |1l Data Manipulation
External Remote Senices Build Image on Host n Remote Senvice Session
W Gather Victim Network W Compromise AutoHotiey & AutolT W Boot or W Boot or Logon Autostart Exploitation for Credential ~ Cloud Senvice Dashboard Hijacking Automated Collection Il Data Encoding Il Defacemant:
Information Infrastructure Hardware Additions Initialization Scripts Execution Debugger Evasion Arcess Exfitration Cver C2
Cloud API Cloud Service Discovery Il Remote Services aE Erowser Session Hijacking Il Data Obfuscation ‘Channel Il Disk Wipe
" Gather Victim Org Il Develop Capabilities ,,,, Il Phishing Cloud Application " Boot or Logon Deobfuscate/Decode Ales or Forced Authentication
Information Ty CLl Initialization Scripts Information Coud Storage Object Discovery Cloud Servicas Cipboard Data Il Dynamic Resclution n Exfiltration Over Other Email Bombing
Code Signing Certificates Replication Through " Forge Web Credentials Network Medium
1l Phishing for Information Removable Media JavaSeript Compromise Host Software M Create or Modify System  Deploy Container Container and Resource Discovery Direct Cloud VM Data from Oloud Storage Il Encrypted Channel n Endpoint Denial of Service
Digital Certificates Binary Procass. |, o ‘Connections. " Exfiltration Cer
I Search Closed Sources n Supply Chain Lua Direct Volume Access 1i Input Capture Debugger Evasion M Data from Configuration ~ Fallback Channels. Physical Medium
Explaits Compromise [,/ 1l Create Account Container Service Distributed Component Repository Financial Theft
1 Search Open Technical Metworle Device CLI 1 Domain or Tenant Policy n Modify Authentication Device Driver Discovery Object Model Hide Infrastructure n Exfiltration Cver Web
Databases Malware Compromise Hardware W Create or Modify System Launch Agent. Modification Process. W Data from Information Service Firmware Cormuption
Supply Chain PowerShell Process. ™ Domain Trust Discovery Remote Desktop Protocol = Repositories Ingress Tool Transfer
W Search Open Il Estabiish Accounts Launch Daemon Email Spoofing Multi-Factor Authentication Scheduled Transfer Inhibit System Recovery
Wekbsites/Domains Compromise Software Python Container Service Interception File and Directory Discovery SMEB/Windows Admin Data from Local System Muiti-Stage Channels
Il Obtain Capabilities ,, 7, Dependencies and Systemd Service Il Execution Guardrails Shares Transfer Data to Cloud n Metworl: Denial of Service
Search Victim-Owned Websites Development Tools Unix Shell Launch Agent Multi-Factor Authentication  Group Policy Discovery Data from Metwork Shared  Non-Application Layer Account
Artificial Intelligence Windows Service Exploitation for Defense Evasion Request Generation SSH Drive Protocol
Compromise Software Visual Basic Launch Daemon Log Enumeration Il Rescurce Hijacking
Code Signing Certificates | Supply Chain M Domain or Tenant Policy 1 File and Directory Permissions Network Sniffing VNC Data from Removable MNon-Standard Port
‘Windows Command Shell Systemd Service: Modification Modification Metwork Service Discovery Media Service Stop
Digital Certificates Trusted Relationship " 05 Credential Dumping Windows Remote Protocol Tunneling
Container Administration ‘Windows Senvice Escape to Host Il Hide Artifacts Network Share Discovery Management Il Data Staged System Shutdown/Reboot
Explaits. Il Valid Accounts 5, Command X 5 . 5 " . e . s ) . | Proy [, e
1 Event Triggered Execution M Event Triggered Execution Il Hijack Execution Flow Steal Application Access MNetwork Sniffing Replication Through 1l Email Collection
Malware Cloud Accounts Deploy Container Token Removable Media Domain Fronting
1l Impair Defenses Pazzword Policy Discovery 1l Input Capture
Tool Default Accounts ESXi Administration Exclusive Control Exploitation for Privilege Steal or Forge: Software Deployment Tools External Proxy
Command Escalation Impersonation Authentication Certificates  Peripheral Device Discovery Sereen Capture
Vulnerabilities. Domain Accounts External Remote Services Taint Shared Content Internal Proxy
Exploitation for Client: Il Hijack Execution Flow Il Indicator Removal n Steal or Forge Kerberos |1l Permission Groups Discovery Video Capture
Il Stage Capabilities Local Accounts Execution W Hijack Execution Flow Tickets Use Alternate Muiti-hop Proxy
Il Process [njection ana Indirect Command Execution Process Discovery II Authentication Material
'Wi-Fi Metworks Input Injection Steal Web Sezsion Coolde M Remote Access Tools
Implant Internal Image Asynchronous Procedure Il Masguerading nan Query Registry
n | Call n Unsecured Credentials
Communication 1 Modify Authentication Break Process Trees. Remote System Discovery 1l Traffic Signaling
Process. Dynamic-link: Library
Mative APY Injection Double File Bxtension Il Software Discovery Il Web Service
1l Scheduled Task/Job: Extra Window Memory Invalid Code Signature System Information Discovery
" Office Application Startup | Injection
Serverless Execution Masquerade Account Mame Il System Location Discovery
ListPlanting
Shared Modules Power Settings Masguerade File Type 1 System Metwork Configuration
Portable Exeautable Discovery
Software Deployment Tools 1l Pre-0S Boot Injection Masguerade Task or Service
System Network Connections
Il System Services oA Il Scheduled Task/Job Proc Memory Match Legitimate Resource Name Discovery
or Location
Launchctl 31 Server Software Process Doppelgdnging System Owner/User Discovery
Component Overwrite Process Arguments.
Senvice Bxecution Procass Hollowing System Service Discovery
1l Software Extensions Rename Legitimate Utilities
Systemct] Ptrace System Calls System Time Discovery
Il Traffic Signaling Right-to-Left Override
1l User Execution Thread Execution Hijacking Virtual Machine Discovery
Il Valid Accounts 5 Space after Filename
Windows Management Thread Local Storage: 3 Virtualization/Sandbax Evasion
i Cloud Accounts " Modify Authentication Process
WDSO Hijacking
Default Accounts.
Il Scheduled Task/Job W Modify Coud Compute
Domain Accounts Infrastructure
1l Valid Accounts .,
Local Accounts: Modify Cloud Resource Hierarchy

* PIG: Padvish-Indexed Group

Cloud Accounts
Default Accounts
Domain Accounts
Local Accounts.

Modify Registry
Il Modify System Image
Il Network Boundary Bridging

Oibfyccatad Filec of

pfommation

—
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Remote Desktop
40%

Malware (Trojan, Worm, ...)
12%

Active Directory (ZeroLogon)
1%

Web Server (Apache-Nginx) /
2%

Web Server (Web Logic)
4%

Web Server (lIS)
9%

Microsoft SQL Server
11%
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U.S. federal government | =dit]

SunBurst — Solarwinds akos

Assets
Branch Institution Affected part(s) include Sources
accessed
Departmentof | National Finance Center BT 43
Agriculture
Department of National Telecommunications 11481 5] 64 202275111 47 ] 52115201 4211541 1556]
Commerce and Information Administration
Parts of The Pentagon,
Department of National Security Agency, (][4 5801 54115515715
Defense Defense Information Systemns
Agency
Department of National Nuclear Security [21[158][180](181][162][152][153][148][154][162][155]
Energy Administration
Department of
Health and National Institutes of Health [1861[75][153][148]
Human Services
Department of i i
T Cybersecurity and e-mails of top | 15415058018 2)75 ) 1147 153 148 164 165
. Infrastructure Security Agency | officials
Security
~3000 Microsoft
Department of Office 365- [88][TI[1E7][182]162][170][144]
Justice hosted email
accounts
Department of
5 Bureau of Labor Statistics 2
Laber
Department of (1188175 153 148][158]
State
United States
Department of Federal Aviation Administration (i)
Transportation
Depariment of the [1I[150][156][148][20][82][75][147][152][153]1 42][46][155]
Treasury
Administrative Court
Judicial Office of the Case Management/Electronic | documents, NN 72720 T4 TS T T AN e
United States Case Files including sealed
Courts case files
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OpenSSH <«
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(Port Forwarding, Proxy) Jls 1 055 ,95 sla,lpl ©

Path

CA\Windows\System32\confighsystemprofilel.ssh
CAWindows\Systern32ien
CAWindows\Systerm32\en

CA\Windows

C\ProgramDatatssh
CAProgramDatatssh
CAProgramDatatssh
C\ProgramDatatssh
CAProgramDatatssh
CAProgramDatatssh
C\ProgramDatatssh
CAProgramDatatssh
CAProgramDatatssh
C\ProgramDatatssh
CAProgramDatatssh

CAWindows\System32winevt\Logs
CAWindows' System32winevtiLogs

Size
3EBE
1,746 KB
1,042 KB
3EBE
1EE
1EKB
1EE
1EE
1EKB
1EE
1EE
1EB
2KB
3EE
3EB
62 KB
o3 KB
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Netsh
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netsh interface portproxy add v4tov4 listenaddress=<local ip>

listenport=<local port> connectaddress=<remote ip> connectport=<remote port>

netsh interface portproxy show all
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Bloomberg x

—_— Newsletter

SR Iran Hack Startles the Global o sonn
English Cybersecurity Community

SUPPORT ALERTS -

February 9, 2022, 3:15 PM GMT+3:30 [
GMT+3:30

& New 1LOBIleed Rootkit, the first time ever that malware

?_c frmware Take the lights-out

: - Implant.ARM.iLOBleed.a

;_ A previously unknown rootkit, dubbed iLOBleed, was used i [EERGR TSI ge V= R e -4, LA Ko RilfpIVETS
:1; HP Enterprise servers that wiped data off the infected syst

_

December 2021
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HP Server
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