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Integral Cryptanalysis

Find a set M of plaintexts s.t. M ̸= ∅, M ̸= Fn
2 and

⊕
x∈M EK (x ⊕ a) = 0

Structural approach
Integral Cryptanalysis
Knudsen & Wagner, FSE 2002

Algebraic approach
Higher order differential
Knudsen, FSE 1994⊕

x∈V f (x ⊕ a) = 0,
where deg(f ) < dim(V )

Division property:
consolidation of the two approaches
Algebraic characterization of the structured sets
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Division Property

Conventioanl [Todo, 2015]

Introduced for sbox-based ciphers
e.g. SPN with m × n-bit sboxes

Bit-based & 3 subsets [Todo and Morii, 2016]

Introduced for non-sbox-based ciphers
e.g. And-Rot-Xor ciphers like Simon

The multiset X has three-subset bit-based
division property D1n

K,L if

⊕
x∈X

xu =


unknown, if ∃k ∈ K s.t. u ⪰ k,

1, if ∃l ∈ L s.t. u = l,

0, ow.

. . .

n bits

x

1 0 0 1 0u 1 0

&

xu
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Integral Cryptanalysis Evolution
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Applications

• Integral distinguisher

• Superpoly recovery in Cube attack

• Degree evaluation
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Conventional Bit-based Division Property (CBDP) Propagation

⊕
x∈X

xu =

{
?, if ∃k ∈ K s.t. u ⪰ k,

0, ow.

. . .

n bits

x

1 0 0 1 0u 1 0

&

xu

Component K

Copy
(0) → (0, 0)

(1) → (0, 1) or (1, 0)

AND

(0, 0) → (0)

(0, 1) → (1)

(1, 0) → (1)

(1, 1) → (1)

XOR

(0, 0) → (0)

(0, 1) → (1)

(1, 0) → (1)
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Automated Search for Integral Distinguisher Based on CBDP

Division Trail [Xiang et al., 2016]

For the chain of division property propagations K0
fr−→ K1

fr−→ ...
fr−→ KR ,

(k0, k1, ..., kR) ∈ (K0,K1, ...,KR) is a division trail if ki−1 can propagate to ki for all
i ∈ {1, 2, ...,R}.

Division Property and Integral Distinguisher

If there is no division trail s.t. k
EK−−→ ei , there exists an integral distinguisher for the i th

output bit.
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Problem with CBDP

CBDP trail
exists?

???
Integral

distinguisger

Yes

No
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Three-subset Division Property (TSDP) Propagation

Component K L

Copy
(0) → (0, 0)

(1) → (0, 1) or (1, 0)

(0) → (0, 0)

(1) → (0, 1), (1, 0) or (1, 1)

AND

(0, 0) → (0)

(0, 1) → (1)

(1, 0) → (1)

(1, 1) → (1)

(0, 0) → (0)

(1, 1) → (1)

XOR

(0, 0) → (0)

(0, 1) → (1)

(1, 0) → (1)

(0, 0)
x−→ (0)

(0, 1)
x−→ (1)

(1, 0)
x−→ (1)

XOR with Key (1) (0)

Unknown
Producing

Cancellation
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Three-subset Division Property (TSDP) Propagation

Component K L

Copy
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Producing
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Challenges in the Three-Subset Division Property

Automatic tools cannot solve the three-subset division property problem directly.

Unknown Producing
Interleaved propagation for K and L

Cancellation
Other division trails are important!

K0

K1

K2

L0

L1

L2

Unknown producing Cancellation
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Search for Integral Distinguisher based on TSDP

MILP-based pruning [Wang et al., 2019]:
combination of breadth-first search algorithm and MILP

L0

L1

L2

Cancellation

Pruning
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Three-subset Division Property w/o Unknown (TSDPwU)

TSDPwU [Hao et al., 2020]:

• Unknown-producing property does not matter in
• Public functions
• Block ciphers while considering the key schedule

• Cancellation can be handled by enumeration at
any stage.

L0

L1

L2

LR−1

LR
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Three-subset Division Property w/o Unknown (TSDPwU)

Component CBDP TSDPwU

Copy
(0) → (0, 0)

(1) → (0, 1) or (1, 0)

(0) → (0, 0)

(1) → (0, 1), (1, 0) or (1, 1)

AND

(0, 0) → (0)

(0, 1) → (1)

(1, 0) → (1)

(1, 1) → (1)

(0, 0) → (0)

(1, 1) → (1)

XOR

(0, 0) → (0)

(0, 1) → (1)

(1, 0) → (1)

(0, 0) → (0)

(0, 1) → (1)

(1, 0) → (1)
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Monomial Prediction (MP)

Monomial Prediction [Hu et al., 2020]

Presence or absence of xu in yν , i.e. whether xu → yν or not.

• A trivial problem if The ANF is available.

Monomial Trail

(xu00 , xu11 , ..., xurr ) is a monomial trail for f = fr−1 ◦ fr−2 ◦ ... ◦ f0 if xu00 → xu11 → ... → xurr .

• At least one monomial trail connecting xu00 and xurr exists: xu00 ⇝ xurr
• Otherwise: xu00 ̸⇝ xurr

Monomial Hull

The set of all monomial trails connecting xu00 and xurr denoted by xu00 ▷◁ xurr

Theorem (Monomial Prediction)

xu00 → xurr if and only if |xu00 ▷◁ xurr | is odd.
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MP extensions

• Core monomial prediction [He et al., 2022]

• Core monomial prediction in MITM framework [He et al., 2024]
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Trivium as a Benchmark
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Open Problems

• More efficient algorithms for MP

• Integral distinguisher with minimum data based on MP

• Cube selection
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