


ISCISC 2025 , . _
1OWRS 4l 4 / « usil8is ragugumy

2 w2l joy ezl Jlallyw

.

N

)

O

vo

Iranian Society of Cryptology

4
N\
1

AN

X

Hleo 09198 ol bl ledpinnsan |
:y9lie AL 9) Ut (§ld pranno g Lad 3y LS

:duwols

S 80 Jgwol el j= gl oIl o (sl i (5jlawe sl g o>k (0919 (5L 5 g9Ld gy Sy L
5J 90 66..5|J| o L OISJIS U= caaw] 0000 o dad Cariuo g pde o ‘Sé_}—!&b 6Lﬁ6_j9>j| =S 0 -0951gS
9 s syl ol P lio Ly | glablao 3yl bW« —0gw1gS Silblul 53-8 g —ole o—lo = 2ol
(o 2 by -0 g31gS LSS0 (53 lS s lao 1518 Jgl iy 4> 5 jlw LbTojg> gl S jgy sl gyglid
\Sl-j_?l ao=091gS Wijulio le.ﬁp.umuu Jbisbw == g0 g0 Ll LSJI)J'-.‘ Ui—los g =S dauipsd s

P> 5L 0y 1S coolsl g3 333,550 (-9 20 —0gus1gS wlclbl )90 g S0 33| P lio (LT Lol
= 05,8 pgs> Uiy L3990 2 -ho —0gWlgS 3 lS @ jgT § —0gusIgS Sy Juhs ULl 4> Sau
. _ . oS b LUl g JUS L yua—w 3l J=Sj0J | —0951gS S__US e_ngJ Jleslaiwl L 5850,
J.Hul SJbo R0 LY L] KN (o—091gS syl y9—2 5y9—Bgr P las o Yol o L3g—ligo W liBo glagulibo 5> —ogWilgS
GLQ_H_LM ¢ o=ode \SLQWJ-' ogle OISJIS o=l S ddlgS ol U..og.l.ﬂss GJS_Au: 9 U.Dg.blgs '.sL“hﬂ'.ﬂ o g |
9 399 w2 ylawodle gl oS 9 3IS (50 -8R0 i | Jg—iS 3 8j9—> U=l > JLnd jS1po g gy

o LDJ.+D “c wg) 319150 PalS Fog1gS (slasyglid Lsls lajyo 4> clled
http://iscisc2025.sbu.ac.ir/ EaniaaaiasS sl VI VTN 9
A:PPo=]P:00

‘\
22501y Gam> JiS3










(ngL;uv;wﬁ\u}\,wv;wﬁo;@,.z\:(L;fméuwuﬁ)@wsp;\ydman Sgd> 5l @

Plaintext ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext ZYXWVUTSRQPONMLKIJIHGFEDCBA







(g L;uv;i,jis‘@\k)wg; £375 5 (6 pan Sladonznn 53) s 3o 1 3 I8 550

(S s SN (sla e 3l slizal L) s Slg &Ko Do 350

F5329912032291907852475921491188k705425
3975242130334437064190k7?170L17334128100
1.1798617329679135756902325970843054375335
p55653089962780157564847199080826117516(
LE497?77457706381891522762053319005269477H
31578905643459832439592342751041667704
$52457918212209679161167987391274037L8489
B3L8L5693371973207534620247901196121045
L4563583847306145137922452872k908891372k
LE9555824031759376319654787684234779108
3795934540429697619180593920121777969k4(
370516019668599467418458277327597355037




(G:M;L;uv;i,jis\@\,ww%s £375 5 (6 pan Sladonznn 53) s 3o 1 3 I8 550

(S s SN (sla e 3l slizal L) s Slg &Ko Do 350

<L5'pl'.’.) CJLM\JM LQ\J.: u;xy\; _)‘ oJJIM? L;ob\.&’;»‘) 41.&.«\? Jlw o\.>=..3' BE

(oo 55158 &SGOG 5l oslizal ) S ja) L 0,53




Oy (&S o)

Encryption Decryption
Original Symmetric Ciphertext / Symmetric Original
Data Key Scrumbled Key Data
Data

LS 55 S pe i Ml o S

WS al (18 oS 28 T pde




Oyl (8IS W )
3l 6 ,)& 505 o b NS w55 e
0k ;S (| oo g LIS S g okt b () pgas ST K oslinal @

b b &S mlg el ol 0

Lo eize 31k 531 o5 S 6l Ol s by 2 S S5 o

Jsl Jelse 4555 sde (g4 o 53 ol Slanlows 3w bl (VAVA) RSA (6,554, 1l v/

£,

oIS Oy w4 atl y Lol

Slalos Ao 0l 55 sl ol g 3o (6 4 25 (VAAF) 5 a g5l587 05 ) SU1




_—

Exp(constxd'"?)
best classical
algorithm







S by e,
NS enlS Jad SMa il 53 sl Lol SIS (6,850, V

Lo 1B S 4 5L e

(QKD) (#5518 S w555
(Cond S50 ol b ie) dlST il peendd (6l o 53158 SIS 1 olizul V7

(gj;,:y@&bm&ﬁu)au.xgj:.gfuﬂuﬁo)u;ﬁwlisf, v

PQC vs QKD

0




(Js) sldel oy o5 e J20) SLbl ) sla o3 sl p &SadIST (550, Y/

S Bl Hseh L 55 pl Oud et e 4 V)

Slrlone b0 6 el 0 Ly &S5 58 il Ly a8l S el Y

S S o1l 31 s Il 5 25 e sl 21 S5l eslimal b 348 jasis oGl vV

) w)w)

No-Cloning Theorem Quantum Measurement and Collapse




15 SLis 4 o La5T 51 oo sl S IS w595 6pslE 2555

1S ol SaSd (Ganm g 55 LS L 5 sy 5aS e oIS Wl o
e 3 G ol b gl sl ¢y

H9> 5 ooy Sl
ID Quantique (Toshiba dBM wile S5 slacs i
QKD (¢, slae&ans Sdrw

AN NI NN

boslo s 6,8 JSo

S ssls v

o)l 52 QKD v



=

- Nemgheme =

Shanghai

Wanggingtue - Gaocun
Cangzhoubei | O

: Dezhou,) (o) (o) Ziya
Jinan Dongguang

Yucheng
Qufu (o)

=(e) Taian
Xuecheng

~ Zhuangli O Tengzhou
Junwang oo O,

(o) - Fuli Xuzhou

of
- Wuxu Yuhui
(o)’

() Chuzhou
Dashu O
Nanjing ,° : Zhenjiang
- L0 10
Jurong™ ~Q Danyang
Cha:\ngzhou ()
,(’ ow Wuxi >
1’ -
,.'/Guzhouo Kupshan
.0

N\
..\»

Shanghai, >

N

o/

> N

Beijing

DXingIong

A

Tianjin

® Shanghai

control centre O Trusted relay ® User

0 Backbone O All-pass optical Satellite
connection node switches station

Chen et al., 2021, An integrated spe-to-gound quantum communication network over 4,600 kilometres, Nature










S

JLo::-\Lgm\.sts@v.aﬁ .
J=ls e
SHHES S
Os g iuleT @
S sl Shes
ESps Sules ®

5SS 4 5 50 S gl 0

3
1
2
3
3
3
Y




Probability amplitude

B+

blises sue d§1 Jlas| gals ®

3
1
2
3

3
3
Y

(@j}‘;db@gjﬁ)gﬂ?o)‘k‘)‘w@}b‘;db&.))OJDJ}&JW‘\aj\jQT‘)ju\mLso‘)‘uU‘ o

uau&ﬁﬁ,“,scéﬁﬁ;mmyu .




Particle could be here

l/}(x, tO) J

TV‘WW/“

Particle is probably not here

3
1
-
3

3
3
Y

(X,t) 55 Jlazt cawals P (X, E) ©

(2,1) 55 Gosalie 31 ) o3 ol Jlt 2 [P (2, 1) |2 @




a=a,a,

2
3,
Y




2|? = |ag + az|? = |aq|* + |ay]* + a5 + aja;
= |C¥1|2 + |C¥2|2 + 2|aq||ay|cos(p, — ¢p1)
= p1 + D2 + 24/p1p2cos(P, — ¢P4)

o)
|

a, = |ay]et®z yay = |aq|et®t T 58

et 93 Jlo| (gatals o 5B Ol 4 K3 (edas 4 daits oSG I LIS Jlez | Sl g tam

3
1
-
3
3
3
Y




s 2o

(e

BS

a
3,
Y

Source

* 7 7 Mirror

BS




()
-
<)
L)

@,

CI)

.) oo

0 3Hs Sl manlas

you'll see them trace out a pattern that's
characteristic of wave behawor /
/ i

https://ed.ted.com/lessons/schrodinger-s-cat-a-thought-experiment-in-quantum-mechanics-chad-orzel



https://ed.ted.com/lessons/schrodinger-s-cat-a-thought-experiment-in-quantum-mechanics-chad-orzel

7 Qubit )
[Y)=a|0)+ B|1)

||?, ]0)

-
g

\ |ﬂ I 2 ; | 1)

S o

%,

Bit )

_ 100%

25558 Sl dl g (s g5l ST C) S pS 0

Qj}dﬁ&‘k&:w&ﬁ&bw}\jjswd&%pj *

Pan et al., 2024, The Evolution of Quantum Secure Direct Communication, IEEE Commun. Surv. Tutor

3
1
2
3

3
3
Y




25558 Sl dl g (s g5l ST C) S pS 0

Qﬁ}d&&‘ggawﬁﬁwucoﬂjj:w&w)? *

JJ‘JJ‘}QL«.&.&JLQ.’.'}-‘M‘JL(f}EdT)QJW&))JLs@JVAJJ)JWig.iJ.;Sfj?

. O . = 1 - = =
v.:AJQL&;[l] _)bjl-")]"f&)} I:O]J‘JJJL\JLS:‘&J;‘

3
1
-
3
3
3
Y

System state \/_15[(1)] . \/_15 [(1)]

o 2103 S e 1038 oSl B Bl OT K55 (6,8 o 51T Ul s 4 Lo 05 S oS
(“\SLS‘LS‘:'L{jJ'g)J"LiLS‘ LLQJ*“"UMA&J&.QQTCJBCVW . Mo&)‘ww\gﬂw s di.;)‘g.:




P
Al e Floslal @

Sl s ¢

P 5S sS S e sla Nes 0

E
%
4
Y
a
3,
Y




2,

!
- _ X9 Xy
Column Vector A Ix)=1."] Ket g
_xn _xn_ q:
k * k “
oy ) (x| = (=D = [xix3 ..xz] Bra
ow \Vector X o X

o [x1x2 xn] (t:dagger £ Complex Conjugate Transpose) b\
&9 = " % &

Inner Product - (ylx) = yixi + y5x, + -« + y;x,, Braket
Y b i ylx) = yix1 + 3% YiXn Y

norm ||x|| =/ (X, %) ||x|| = /{(x]|x)

—

= a;b; + ayby + -+ + ayby, |X) = a1]b1) + az|bz) + -+ + an|by)

linear combination B = {El c I}, a; = (bT_, %) B = {|b;),i € I}, a; £ (b;|x)




(04} ) ]
[Wa) = [all 0y o, Bo aoPo
_ _ [aol¥r)]_ Bl _ |@ob1
M ba) ® 9s) = [Walpa) = |01 )| | |eas
[Yp) = ’31] R Vel a1

E
%
4
J
a
3,
Y

Azaoo @01 . "y .y 2or Bor’
10 Qqq R R 00Poo  XoobPo1 Xo1boo Xo1bo1
A®QB = [“0013 aoﬂ?] _ |®%00B10 @o0P11 @Xo1B10  Ao1P11

B = Loo Lo 0B ay,B 1000 A10P01 A11Boo  @11Bo1
P10 P11 210810 21011 ®11B10  A11P11




o818 Al 55 Jats (oo 5 08l puts 5 (e (s 15 53) (055158 Sl 93 o Juls @
oS v 53 LSL“V:*“:"'“ bl s L;:w.:‘j .
(4l o 4 (658 i) AS o pon 1) (6,503 Camni s (SG (6,8 05101V

1
™) 45 = EUO)AH)B +11),410);5)

- -~ -~ - -~ -~ -~
S_7 SN_7 N_7 \_/ S s s

measure

|

10) 1)

A B
Pan et al., 2024, The Evolution of Quantum Secure Direct Communication, IEEE Commun. Surv. Tutor




o818 Al 55 Jats (oo 5 08l puts 5 (e (s 15 53) (055158 Sl 93 o Juls @

oS v 53 LSL“W bl s L;:.w{‘j
(4l o 4 (658 i) AS o pon 1) (6,503 Camni s (SG (6,8 05101V

S S Gla bl oo 5 lad oS g el g S a0 576 (555 (S 45 o0 5> ®

o5l @, Do g 4 (RO 95 J 8

E
%
4
J
a
3,
Y

:oJ.::; VAJJWJLU’ ¢
DI+ or  Z(DIL) +]0)]0))

ol )3 1o et Lo
Ya) = al0) + bl1)  |Pp) = c|0) + d|1)
[Ya) ® lp) = acl0)|0) + ad|0)|1) + bc|1)|0) + bd|1)[1)










51 ol s LS,

S A a5

Y
2
2
4
9
A
;3
3‘;




§*) = 00)£[11) .
V2 PRy o 5l 8
) [01)£[10)] = @ mmmm e e - - -
- V2 ESMS () (g0 plies b oo 55l 58 Sl Jlish i oun @ \
355 255l Al jlodiza el pus ;\\
¢) = a|0) + 5 1) Jee 2
1 > . :
6%) = 50,00+ 111 N SIS RUNINCIIGNS e G PHRE
W) =10)167) = (al0) + BI1)a—(10,0) +[1,1))as ;
1 3
= ﬁ(a|0’0’0>+6|1’0’0>+a|0’1’1>+6|1’1’1>) \\"l)
1 0l ;S (& p 4zt Jloyl 5 b sl s g, S oIl .3
) = S(167)(l0) + BI1)) + [67)(]0) - BI1)) I alo)+81)  |¢)
+ [T (B10) + al1) + [¢7)(=BI0) + al1)) G L

X Blo)+all) |¥T)

Y o —Bl0)+all) of)



SIS (Sla) i (g0 plins b o 4351 ST Il JUil 1ot @
> g @}U\;&Bj‘cd.&wf tﬁb\ (a.l.c ¢
1 ebit + 2 bit — 1 qubit

Arbitrary qubit
P>

Classical

Y
2
2
4
9
A
1
3‘;

channel
X’ Teleported qubit
>

Pan et al., 2024, The Evolution of Quantum Secure Direct Communication, IEEE Commun. Surv. Tutor



S

$ 0eilas” 8l 9 8 9yl

(Distributed Quantum Computing) sdim 55 (oo 55158 Sluloes
Olejad (Samlonn (52 3 5S4kl 53 o 51T 5 gualS 53 S oS JUisl ¥/

(Quantum Network) sl S s
o551 oS LI S5V

(Quantum Memories) sl S slaabsl>
s ol 4 alislo S 1 e gl Il Jast 5 LSV

\
N
2
4
9
A
3
:

4 B “Wﬁwﬁ‘f‘oﬁdbwﬁ‘ .
(055 ¢S5 5 0 &S o Moe) (Sl (lapionms o (o0 55158 SleDbI Jlat V)

LS‘OJ‘}ALG Lsd}'b‘; LLJ)‘
S L oyl pale 4 a5 O 95 8 Sl JUst gl (MICIUS Jie) (glo )l gale (slaoss 55 v/




(00 y88) J&> (Silo5 s

(15 315 o) S 5 5o, oAbl 53 i s
5) = 5(100) + 1) EPR o5 oo 55 5 055 2318 057 231 1
0 ;S (65 OT Jlyl 5 okt b S 557 (69, SleMbl oy 33 4 atualy J 5L sl Shee 51 S Jlasl .2
0k S 55 0l 203 TS 93 S 5) b, Seslul .3

00 — I — |¢T),

\
N
o’
4
9
A
3
:

01 — X — |[opT),
10— Z — |¢p7),

11—Y — ).




(08 yid) JK> Solo5us 9
(p 55155 3 o Sre) S 55 S5 (ol L SleMbl oy 93 Jliml i o uta Y
M |
1 ebit + 1 qubit — 2 bits 8
2 classical ,?
information bitsb ;i_
U s
Quantum 3:
,’F-"+ channel \
/ Alice 2 classical "y
EPR - information bits
pair & > >
BSM
\\_ ____________________________________ >
Bob

Pan et al., 2024, The Evolution of Quantum Secure Direct Communication, IEEE Commun. Surv. Tutor



2l 95 b eSS JUS s b gl e
o yloes tjfij\uiﬁov\-;ﬁvﬁﬁ 6‘-‘“@)5 @}js v

&N&J S 505 S Olgy ®
St oS35 sl slaoke; 53 OT 3l eslizal 5 K5 035 5l oS ouj,“@vﬁ,;&u@;@,’f\/

Y
A
2
4
9
A
;3
3‘;




Alice Alice Bob Alice Bob Bob
) )
e lof—— o 5 O

[

oo 1) —— o |
O @ @® @ ® Il o= i
o ® ® © @ L _m JI
e ~ s 2 Pt 19-9
oo o —— o| O O
H first photon L.’_ _____ _’_ J second photon
H transmission . . O)| transmission . -
oo ® ® ® 19-@®]
® ® @ & @® @@
e/ —/

hyperentanglement first round of DI hyper—encoding second round of DI hyper—decoding
generation security checking security checking

Zeng et al., 2024, High-capacity device-independent quantum secure direct communication based on
hyper-encoding, Fund Res.




Y
2
2
4
9
A
;3
3‘;

Ciphertext E,(m) |

@ Plaintext m
-

Gawali et al., 2023, QKD and Blockchain Based Secure Authentication in Medical Cyber-Physical Systems, ICT Spr.




(QKD) (s095195™ ™ 599

Y
A
2
4
9
A
;3
3‘;

Azuma et al., 2015, All-photonic intercity quantum key distribution, Nature.










>

O
=
O
(PN
o
W
NE
(PN
&
j
BLY

QKD 3 oo 55158 <SG ogo 056 55
BB84 |G, *

BB84 IS5 ol o 55 Sl 4 sleylil

3
a
3,
Y

COW)DPS LSL“JQ'}J:’. ¢
MDI s, *
QKD (o b5l slaslns @

ol QKD oz ©



B

o QKD Approach:

© Prepare and measure
@ Entanglement-based

@ more robust to environmental impairments
@ technologically less mature than P&M

© Measurement Device Independent
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e QKD type
@ Discrete-variable (DV)

© Continues-variable (CV)
© Distributed-Phase Reference (DPR)
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Quantum
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Alice’s photons | (D) Bob
O
E;E's h;_gc probe _ Huge quantum Quantum
ot any dimension memory computer
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Diamanti, 2006, Stanford University, PhD Thesis.



Attack Source/Detection Target component Manner Year
Photon-number-splitting (Brassard et al., 2000; Liitkenhaus, 2000) Source WCP (multi-photons) Theory 2000
Detector fluorescence (Kurtsiefer et al., 2001) Detection Detector Theory 2001
Faked-state (Makarov et al., 2006; Makarov and Hjelme, 2005) Detection Detector Theory 2005
Trojan horse (Gisin et al., 2006; Vakhitov et al., 2001) Source&Detection Backflection light Theory 2006
Time shift (Qi et al., 2007a; Zhao et al., 2008) Detection Detector Experiment™ 2007
Time side-channel (Lamas-Linares and Kurtsiefer, 2007) Detection Timing information Experiment 2007
Phase remapping (Fung et al., 2007; Xu et al., 2010) Source Phase modulator Experiment™ 2010
Detector blinding (Lydersen et al., 2010; Makarov, 2009) Detection Detector Experiment™ 2010
Detector blinding (Gerhardt et al., 2011a,b) Detection Detector Experiment 2011
Detector control (Lydersen et al., 2011a; Wiechers et al., 2011) Detection Detector Experiments 2011
Faraday mirror (Sun et al., 2011) Source Faraday mirror Theory 2011
Wavelength (Huang et al., 2013; Li et al., 2011) Detection Beam-splitter Experiment 2011
Dead-time (Henning et al., 2011) Detection Detector Experiment 2011
Channel calibration (Jain et al., 2011) Detection Detector Experiment™ 2011
Intensity (Jiang et al., 2012; Sajeed et al., 2015b) Source Intensity modulator Experiment 2012
Phase information (Sun et al., 2012, 2015; Tang et al., 2013) Source Phase randomization  Experiment 2012
Memory attacks (Barrett et al., 2013) Detection Classical memory Theory 2013
Local oscillator (Jouguet et al., 2013a; Ma et al., 2013b)™" Detection Local oscillator Experiment 2013
Trojan horse (Jain et al., 2014, 2015) Source&Detection Backflection light Experiment 2014
Laser damage (Bugge et al., 2014; Makarov et al., 2016) Detection Detector Experiment 2014
Laser seeding (Sun et al., 2015) Source Laser phase/intensity  Experiment 2015
Snatial mismatech (Chhaiwonekhaot et ol 2019- Saieed eof al  2015a) Detection Detectar Fxneriment 2015

Xu et al., 2020, Secure QKD with realistic devices, Rev. Mod. Phys.
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Model Compan P 1 Secret Key rate Max. Oth ficati 09“
pany rotoco Yy Distance ther specefication Qg)
. IDQ Decoy BB84 . _
Clavis XG (Time-bin) 995 bps @24dB 150 km Key security parameter =4e-9 ﬁt
_ IDQ COW 1991bps @12dB . _
Cerberis XG (Time-bin) 995bps @18dB 90 km Key security parameter =4e-9 \
Mglnsized Toshib Decoy BB34 300 kbps @10dB +90 km Key fail bability <le-10 7
y oshiba (Time-bin) ps ey failure probability <le 3\
Long Distance E
. Decoy BB84 . .
+ <le-
System Toshiba (Time-bin) 300 kbps @10dB 150 km Key failure probability <le-10
Quantum safe: Against attacks such as
QKD-PHA300 Quantum Decoy BB84 50kbps @ 10dB 100km photon beam separation, light
CTek (Time-bin) 1kbps @ 22dB blinding, double counting and facility
calibration attack
Quantum security: Against attacks
QKD-POL100 Quantum Decoy BB84 IKbps@18dB such as photon beam separation, light
CTek (Polarization) P blinding, double counting, Trojan light
and seed light attack
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Lucamarini et al., 2018, Overcoming the rate—distance limit of QKD without quantum repeaters, Res. Let.
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.
Q QKD Node O QKD Transmitter/Receiver
—— QKD Link . Optical Splitter
B-€P Trusted Relays @ Optical Switch
@ ----- % Quantum Repeaters (D Untrusted Relay

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.



Optical Trusted Untrusted Quantum

switching | relay-based | relay-based | repeater
Achievable Relatively . Relatively .
distance short Arbitrary long Arbitrary
Scalability Relatively High Relatively High

low low
Applicability | Limited Wide Limited Wide
Security High Relatively High High

low
Maturity High High Relatively Low
low

Field trial Available | Available Available Unavailable

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.
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Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.



USA UK Russia

O Boston (DARPA, 2004) O Kazan (2016)

0 Washington, DC (2006) QO Moscow (2017)

O NIST local network (2006/2007/2019) O Moscow-St. Petersburg
Q Columbus, Ohio (2013) Q Nationwide network
Q Cambridge-Lexington (2018)

Q Boston-Washington, DC

O Boston-Georgia-California

South Korea

O Tokyo (2010/2013/2015) O Metropolitan network (2016)

Q Durban (2009/2010) O Nationwide network O Nationwide network

. Japan
South Africa P O Seongsu-Bundang (2016) |

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.



Metropolitan | Optical Trusted | Number | . type Longest link Is\::lﬁrl::; QKD | |
area switching | relay of nodes Length Loss rate type
Boston v v 10 ?ig“:;aﬁzcr 29.8 km 16.6 dB 10 kbps DV | 2004
Beijing v x 4 Optical fiber | 42.6 km 16.4 dB N/A DV | 2007 —> BB84/ Decoy BB84
Vienna x v 6 l?itf:;afzge' 85 km 04dB | 17kbps | DV | 2008 > Rooe Deeoy EOSY COW
Hefei x v 3 Optical fiber | 20 km 5.6 dB 1.6 kbps DV 2008 =p» Decoy BB84
Geneva x v 3 Optical fiber | 17.1 km -53dB 2.4 kbps DV 2009 —£> SARGO4
Durban 4 v 4 Optical fiber | 27 km N/A 891 bps DV 2009
Wuhu v v 7 Optical fiber | 10 km 6.23 dB 2.53 kbps DV 2009
Hefei v v 5 Optical fiber | 60 km 17 dB 4.5 kbps DV 2009
Madrid v x 3 Optical fiber | N/A N/A N/A DV 2009
Wuhu v X 5 Optical fiber | N/A 14.77 dB 4.91 kbps DV 2010
Decoy BB84/ /ISARG04
Tokyo x v 6 Optical fiber | 90 km 27 dB 304 kbps DV 2010 =P /BBM92/DPS
Hefei v v 46 Optical fiber | N/A N/A N/A DV 2012
Columbus x v 4+ Optical fiber | N/A N/A N/A DV 2013
Jinan v v 56 Optical fiber | N/A N/A N/A DV 2013
Madrid v x 3 Optical fiber | 16 km 5.12dB N/A DV 2014
Hefei v x 4 Optical fiber | 55 km 17.3 dB 38.8 bps DV 2016 MDI
Shanghai x x 4 Optical fiber | 19.92 km 15.1 dB 10 kbps cv 2016 —3» GGO02
Kazan x v 4 Optical fiber | 12.4 km 6.8 dB 19.6 kbps DV 2016
South Korea x x 5 Optical fiber | 107 km N/A N/A DV 2016
Moscow x v 3 Optical fiber | 30 km 13 dB 0.1 kbps DV 2017
Wuhan v v >60 Optical fiber | N/A N/A N/A DV 2017
Madrid x v 3 Optical fiber | 26.4 km 11dB 70 kbps Ccv 2018
Bristol v s 4 Optical fiber | 2.7 km N/A 3.17 kbps DV 2019
Cambridge x v Optical fiber | 10.6 km 3.9dB 2.58 Mbps | DV 2019 —»Modified Decoy BB84 (T12)
Madrid v v 11 Optical fiber | 55 km 12 dB N/A cv 2020
Bristol x x 8 Optical fiber | 16.9 km 29 dB 83.9kbps | DV 2020 > BBM92
Hefei v v 46 Optical fiber | 18 km N/A 60.5 kbps DV 2021

S e S AW

Cao et al., 2022, The Evolution of

QKD Networks: On the Road to
the Qinternet , IEEE Commun.

Surv. Tutor.
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Chenetal., 2021, An inegrated pace-t-ground quantum communication network over 4,600 kilometres, Nature




Trusted

Number

Number

QKD

Long-haul network relay of nodes | of links Link type Link span type Year | Reference | Remark
Hefei-Chaohu-Wuhu v 9 8 Optical fiber | 199 km DV 2011 | [180] Long-term demonstration
. . Ultra-long QKD network
- v
Beijing-Shanghai 32 31 Optical fiber | 2,000 km DV 2017 | [46],[181] Real-world applications
Zhucheng-Huangshan | x 2 I Optical fiber | 66 km DV | 2018 | [182] QKD integration with a
commercial backbone network
Wuhan-Hefei v 11 10 Optical fiber | 609 km DV 2018 | [183] Real-world applications
. . First satellite-relayed
- v
China-Austria 3 2 Free space 7,600 km DV 2018 | [48] intercontinental QKD network
. . . Co-fiber transmission of
- v
Cambridge-Ipswich 5 4 Optical fiber | 121 km DV 2019 | [128] quantum and classical traffic
Integrated Space-to- v . Optical fiber Large-scale integrated
Ground (China) Multiple | =702 Free space 4,600 km bv 2021 | [49] space-to-ground QKD network
Jinan-Qingdao X 3 2 Optical fiber | 511 km DV 2021 | [184] Field deployment of TF-QKD

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.
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Date .
06/18/2017
06/19/2017
06/23/2017
06/26/2017

Micius - Graz, Austna
Sifted key QBER | Final key
1361 kb 1.4% | 266 kb " Micius - Xinglong, China
711kb | 23% | 1034 g e ol ' Sifted key | QBER | Final key
700kb | 2.4 908 Kb ' 06/04/20 79kb | 12% | 61kb

1220 kb 5%~ 361 kb 06/15/3017 609w 1.1% 141kb
06/24/2017 | B48kbD™.1.1% 198 kb

______Micius - Nanshan, China —~
Date Slftedw QBER _ Final key -
05/06/2017. --1 kb mx @skb

07/07.2011%5 f : 398
.G §2-

Liao et al., 2018, Satellite-relayed intercontinental qguantum network, PRL.




Architecture | Feature (from bottom to top layers) Manner Year
Quantum layer, Secret’s layer, Data layer Field trial 2008
Quantum layer, Key management layer, Application layer Field trial 2009
Quantum layer, Key management layer, Communication layer | Field trial 2010
Quantum layer, Key management layer, Application layer Field trial 2010
Physical layer, Quantum key management layer, Application Experiment 2013
Three-layer layer
architecture
Infragtruf:ture layer, Control and management layer, Theory 2016
Application layer
Quantum layer, Network key delivery layer, Application layer | Field trial 2019
QKD layer, Control layer, Application layer Theory 2019
Infrastructure layer, Control layer, Application layer Experiment 2019
QKD layer, Control layer, Application layer Experiment 2019
Data layer, Key generation layer, Connection layer, Key Experiment 2009
management layer
Optical layer, QKD layer, Control layer, Application layer Theory 2017
Four-layer Data layer, QKD layer, Control layer, Application layer Theory 2017
architecture
Quagturg layer, Key management layer, Key supply layer, Experiment 2017
Application layer
Data layer, QKD layer, Control layer, Application layer Theory 2018
Optical layer, QKD layer, Control layer, Application layer Theory 2019
Five-layer Quantum physical layer, Quantum logical layer, Classical . .
: ! X . o Field trial 2021
architecture physical layer, Classical logical layer, Application layer
. Quantum layer, Key management layer, QKD network control
Six-layer . :
architecture layer, QKD network management layer, Service layer, User Recommendation | 2019

network management layer

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.
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Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.
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Cao et al., 2022, The Evolution of QKD Networks: On the
Road to the Qinternet , IEEE Commun. Surv. Tutor.
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Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.



121km  WDM 1 {2 58Mbps@10.6km | |  6.08kbps@16.9km | | 16.5bps@55km 6kbps@19.92km
O—0—0—0—0 | wom ,
O O .
Cambridge-Ipswich Dark fiber S
(2019/COW) ' Cambridge
. (2019/BB84) Bristol (2020/BBM92) | | Hefei (2016/MDI) . | Shanghai (2016/CV)
1.7kbps@2.7km , - ’ . )
= e O
g 511km  Dark fiber
- . Jinan-Qingdao (2021/TF)
Bristol
(2019/BB84)
206km Dark fiber
O—&—=O
Bardonecchia-Santhia
(2022/TF)
v = .
O—QO . .- ek o per Beijing-Shanghai (2017/BB84)
G A4 WbMm O . Trusted Rela
& QKD Terminal Node y
Vienna (2008/BB84, CV, Tokyo (2010/BB84, (Backbone/Metro X
SARGO4, COW, BBM92) | Madrid (2018/CV) | | BBM92, DPS, SARG04) User Node) Untrusted Relay

Cao et al., 2022, From Single-Protocol to Large-Scale Multi-Protocol Quantum Networks, IEEE Netw.
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Grebenchukovl et al., 2023, Prospects of chip-based multi-protocol quantum key distribution transceivers, ICTON.




M
*

h propagation line qubit (I) QT6

A
3
2
3,
Y

QTS

T tIO | . .
olarization qubit
time-bin qubit (t) a P quBt (p) .
3

QT
b
(t) C (p) (t) @ @ )
J— —> — L
QT3

Rezaeishad et al., 2025, All-quantum mode-adaptable communication processors: mathematical frameworks, Opt. Exp.
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Year/

Group Serial Number Subject Type Status Ref
GS QKD 002 QKD use cases Group specification | 2010 [451]
GR QKD 003 QKD components and internal interfaces Group report 2018 [213]
GS QKD 004 QKD application interface Group specification | 2020 [221]
GS QKD 005 QKD security proofs Group specification | 2010 [452]
GR QKD 007 QKD vocabulary Group report 2018 [453]
GS QKD 008 QKD module security specification Group specification | 2010 [454]
GS QKD 011 Optical component characterization for QKD systems Group specification | 2016 [455]

ETSI GS QKD 012 Device and communication channel parameters for QKD deployment Group specification | 2019 [66]
GS QKD 014 Protocol and data format of REST-based key delivery API Group specification | 2019 [222]
GS QKD 015 QKD control interface for SDN Group specification | 2021 [217]
GS QKD 010 Protection against Trojan horse attacks in one-way QKD systems Group specification | Drafting [456]
GS QKD 013 Characterization of optical output of QKD transmitter modules Group specification | Drafting [457]
GS QKD 016 Common criteria protection profile for QKD Group specification | Drafting [458]
GR QKD 017 QKD network architectures Group report Drafting [459]
GS QKD 018 QKD orchestration interface of SDN Group specification | Drafting [460]
GR QKD 019 Design of QKD interfaces with authentication Group report Drafting [461]

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.




Year/

Group Serial Number Subject Type Status Ref.
Y.3800 Overview on networks supporting QKD Recommendation 2019 [65]
Y.3801 Functional requirements for QKD networks Recommendation 2020 [462]
Y.3802 QKD networks - Functional architecture Recommendation 2020 [463]
Y.3803 QKD networks - Key management Recommendation 2020 [297]
Y.3804 QKD networks - Control and management Recommendation 2020 [464]
Y.3805 QKD networks - SDN control Recommendation 2021 [218]
Y.3806 QKD networks - Requirements for QoS assurance Recommendation 2021 [465]
X.1702 Quantum noise random number generator architecture Recommendation 2019 [466]
X.1710 Security framework for QKD networks Recommendation 2020 [467]

—_ X 1712 i;t;l:‘ét;y rrf:rclltuirf:mf:nts and measures for QKD networks - Key Recommendation 2021 [468]
X.1714 Key combination and confidential key supply for QKD networks Recommendation 2020 [469]
Y.3807 QKD networks - QoS parameters Recommendation Drafting [470]
Y.3808 Framework for integration of QKD network and secure storage network | Recommendation Drafting [471]
Y.3809 QKD networks - Business role-based models Recommendation Drafting [472]
Y.QKDN-qos-fa Functional architecture of QoS assurance for QKD networks Recommendation Drafting [473]
X.sec-QKDN-tn Security requirements and designs for QKD networks - Trusted node Recommendation Drafting [474]
fl(.sec_QKDN_mtr Islztc;(r)l:l){z fﬁgigﬁiﬂi sfor integration of QKD networks and secure Recommendation Drafting [475]
X.sec QKDN CM | Security requirements for QKD networks - Control and management Recommendation Drafting [476]
X.sec QKDN_AA Authentication and authorization in QKD networks using quantum safe Recommendation Drafting [477]

cryptography

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.
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. . Year/
Group Serial Number Subject Type Status Ref.
CD 23837-1 Securllty requirements, test and evaluation methods for QKD — Part 1: Standard Drafting [478]
ISO/IEC Requirements
CD 23837-2 Securlt){ requlremerllts, test and evaluation methods for QKD — Part 2: Standard Drafting (479]
Evaluation and testing methods
IETE draft-irtf-qirg-prin.. | Architectural principles for a Qinternet Internet-draft 2021 [480]
draft-irtf-qirg-qua.. | Applications and use cases for the Qinternet Internet-draft 2021 [481]
IEEE P1913 Software-defined quantum communication Standard Drafting [482]
CSA N/A Introduction to QKD Research artifact 2015 [483]

Cao et al., 2022, The Evolution of QKD Networks: On the Road to the Qinternet , IEEE Commun. Surv. Tutor.
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The quantum internet

H. J. Kimble'
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Quantum networks provide opportunities and challenges across a range of intellectual and technical
frontiers, including quantum computation, communication and metrology. The realization of quantum
networks composed of many nodes and channels requires new scientific capabilities for generating and
characterizing quantum coherence and entanglement. Fundamental to this endeavour are quantum
interconnects, which convert quantum states from one physical system to those of another in a reversible
manner. Such quantum connectivity in networks can be achieved by the optical interactions of single
photons and atoms, allowing the distribution of entanglement across the network and the teleportation
of quantum states between nodes.
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