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Attack Surface Management — dwo> Zdaw <o g
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Case Study: Re

Remote Code Exec
Pre-Authentication

greSSHion

ution in OpenSSH

Release Status

Default Configuration Vulnerable if not patched against CVE-

No User-Interaction
System Privilege

< 4.4p1
: 2006-5051 or CVE-2008-4109

4 4p1 < OpenSSH | Not vulnerable due to presence of
< 8.5p1 mitigation directive

8.5p1 = OpenSSH Vulnerable again because the directive

CloudGuard Honeypots:

as removed

CloudGuard Honeypot

Automatically detected and blocked
By focusing on attacker instead of mere attack

Patched officially

Date

Before Sep. 27th,
2006

Sep. 27th, 2006 -
Mar. 3rd, 2021

Mar. 3rd. 2021 -
Jul. 1st, 2024

After Jul. 1st, 2024

#@ ssh-honey-
pot-auth

ssh-honey-
pot-session
ssh-honey-

pot-kexerror
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"For the past two years, we have been

developing a cyber dome against cyberattacks, Israel builds ‘cyber dome' against Iran's
which functions like the Iron Dome against hackers

rockets,"

"With cyber dome, all sources are fed into a by Alexandra VARDI

large datadpoo! that enables a view of the big
picture and to invoke a national response in a
comprehensive and coordinated manner." @) v ) 9

The Israeli system has various scanners that
continuously “monitor Israeli cyberspace for
vulnerabilities and informs the stakeholders of
the means to mitigate them”

Israel's cyber strength relied on close
cooperation between the public, private and
academic sectors, as well as Israel's "white hat"
hackers who help identify weaknesses.

"We work hand in hand", he said.
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 Piotr Kijewski, the CEO of the Shadowserver

Foundation, an organization that deploys
honeypots to monitor what hackers do on
the internet, also confirmed that his
organization has seen “a lot more
honeypots now deployed in Israel than
pre-Oct 7.

The increase took Israel to the top three in
the world in terms of number of deployed
honeypots. Before the war, the country
wasn’t even in the top 20, according to
Kijewski.
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SECURITY

Thousands of new honeypots deployed
across Israel to catch hackers

Lorenzo Franceschi-Bicchierai — 12:07 PM PST - November 20, 2023

IMAGE CREDITS:
OLIVER MARSDEN/MIDDLE EAST IMAGES/AFP VIA GETTY IMAGES ~/ GETTY IMAGES

On October 7, Hamas launched an unprecedented terrorist attack on
Israel, killing more than 1,200 people, with hundreds taken hostage. The
attack prompted a deadly response from the Israel Defense Forces,
which has reportedly left more than 10,000 people dead in airstrikes and
aland incursion.

Shortly after the attack, the number of internet-connected honeypots in
Israel — manufactured networks designed to lure hackers in — have
risen dramatically, according to cybersecurity experts who monitor the
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* “Military defense alone is not sufficient for

this turning point in security. A significant Germany seeks increased

upgrade in civil defense is also essential to Israeli partnership on cyber-

strengthen our overall defensive defense, plans ‘Cyber Dome’

capabilities,” Dobrindt said during a visit to

I srae I glrgiéeirscr?;)tp:li?ftiicciz Xﬁ; i(;s;ssad, joint research center; ‘Military defense
* The plan reportedly calls for establishing a m |

30 June 2025, 12:21 am

joint German-Israel cyber research center;

strengthening cooperation on cyber
defense ...
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* The 2018 Department of Defense Cyber
Strategy states the United States will defend
forward to disrupt malicious cyber activity at
its source, including activity that falls below the
level of armed conflict.

* This means if a device, a network, an
organization, or adversary nation is identified as
a threat to U.S. networks and institutions, or is
actively attacking them in or through

cyberspace — it can expect the United States to
impose costs in response.

* Under this operational framework, cyber
operators constantly work to intercept and halt

cyber threats, degrade the capabilities and
networks of adversaries

MU S Z Y PR \\-_;_ al gl

& U.S. CYBER COMMAND

CYBER 101 - Defend Forward
and Persistent Engagement

By U.S. Cyber Command PAO

FORT GEORGE G. MEADE, Md. — Cyberspace is not governed by a central body, but by
numerous government and non-governmental organizations across the globe. The cyber
domain is not naturally occurring and is wholly dependent upon owned or leased technology
on both government and commercial infrastructure providers for its existence and operation.
Due to the ever-evolving technological aspects of the information environment, adversaries
are continuously looking to disrupt and degrade the integrity of U.S. information networks
and those of its allies and partners.

These campaigns can take shape through overt efforts to infilirate and disrupt U.S.
Department of Defense (DOD) networks, steal information and intellectual property from
U.S. government and private sector companies, and spread online disinformation campaigns
designed to sow division among the American people. These activities present an
unacceptable risk to the United States. Without a strategy to defeat these persistent
campaigns, the United States risks death by a thousand cuts.
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