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Cyber-Physical Components

Data center

S0
@’

" Sensor, actuator, relay

" Communication and storage

SDN control plane

equipment, embedded processors
" Distibuted control

® Critical infrastructures such as

Customer Physical infrastructure

water resource management and
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The Threat of Cyber Attacks

" Expansion of the attack surface
" Technology integration, potential vulnerabilities, availability priority
" Stuxnet worm, Black Energy malware
" Intrusion Detection System
" Defensive layer after firewall, encryption, preventive measures
" Signature-based or anomaly-based
" Data source (network, host)
" Federated Learning

" Obstacles to data collection (confidentiality, communication overhead)

" Google (2016) privacy preservation
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System Protocol

" CIC-Modbus2023 [2]: SCADA

"= Serial / Ethernet Client-server communication (range, speed)

MBAP Header PDU
Trans. ID | Proto. ID | Length | Unit ID | Func. Code|Data
(2B) (2B) (2B) (1B) (1B) (nB)
Modbus TCP ADU

Fig 2. Modbus / TCP Application Data Unit (ADU) message structure.

" Simple, widely used, and comes with security vulnerabilities
" Lack of authentication and encryption mechanisms

" No strict enforcement of chronological order (sequencing)
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Power Substation Simulation

" Overvoltage and undervoltage control with a circuit breaker
" Human-Machine Interface (HMI) query
" Intelligent Electronic Devices (IED) response

" Attack Scenario

1. External attacker
2. Compromised SCADA

3. Compromised IED

" Attack techniques: Reconnaissance, Baseline replay,

Query flooding, Delay response, etc.
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Autoencoder variants
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Fig 3. Simple autoencoder (AE), Variational(VAE), Adversarial (AAE) 3]
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Federated framework
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Related works

Limitation and Challenges

" Trainingrequireslabeled samples ™ Requiresintrusivedeployment

® Inability todetect zero-day attacks ® No systematic method for

® Dependency of non-point preprocessing the CIC-
anomalies on the sequence Modbus2023 dataset
temporary storagerequirements ® Lack of focus on unsupervised

federated learningin OT

Innovations

®  Systematic extraction of network flows, along with data cleaning and

automated labeling.

®  Proposal of an unsupervised federated learning framework
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Flow preprocessing

218884

(R
(2) reordercap 102 =
data

(1) pcapfix

(

(4) Feature Engineering ‘

B ) CET
"
e TR Network (3) CICFlowMeter
— Feature normalization features

Fig 5. Raw traffic preparation pipeline[4

Fig 6. Distribution of ied1b attacks in the infected SCADA scenario

Initial extraction of 93 features for network flow

Packets with 5 common features: source and destination IP, source and destination

Port, and transport protocol.

Extraction of 2,822,444 flows from normal traffic.

Selection of 76 statistical features with non-zero variance.

Labeling with atimestamp filter and attack labels (logs).
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Testbed

" Configuration: 10 federated rounds, 3 epochs, 4 clients, fair distribution of

normal traffic files.
" Hyperparameter Tuning: Learning rate, L2 weight decay, proximal, K-SIGMA.

" Architecture: Symmetrical fully connected layers for the encoder and decoder
with the structure (2,4, 16, 32, 76).

" Model: Lightweight model with chunk loading.
" Activation functions: ReLU and LeakyReLU.
" Comparison: against the FL-ADS [4], centralized, and baseline OCSVM and LOF.

TP+TN TP

A ». =
CCUWracY =Tp X TN + FP + FN recat = TP X FN

2.TP
2.TP+ FP+FN

FDR = — % 7, Saore =
~ TP+ FP 120PTe =

Iranian Society of Cryptology 2025 October

15



Results (1)

All attack scenarios against supervised FL-ADS

Central

FedAvg

FedProx

FL-ADS

Metric OC-SVM

LOF AE VAE

AEE(ds) AAE

AE VAE AAE AE VAE AAE Central FedAvg

Accuracy  84.54  95.23 95.78 94.40 95.10 9596 96.20 92.31 96.35 95.93 95.03 92.96 91.28  93.68
Recall 81.02 72.83 87.06 90.98 92.00 90.89 90.93 69.06 90.88 90.88 76.51 90.89 89.10  92.30
FDR 69.43  32.76 32.79 41.47 38.01 32.62 30.98 50.34 29.95 32.79 35.30 32.39 8.10 6.00
F1-score 44.39  69.92 75.86 T71.23 74.07 7739 7847 5777 79.12 77.28 70.11 77.54 90.40  93.10
Compromised-SCADA scenario
Central FedAvg FedProx
Metric OC-SVM  LOF AE VAE  AAE(ds) AAE AE VAE AAE AE VAE AAE
Accuracy 87.78 93.95 93.25 93.05 94.16 93.63 93.57 93.09 93.60 93.57 93.11 93.57
Recall 82.44 82.85 80.63 81.87 83.75 81.71 81.71 80.60 81.70 81.71 80.56 &81.71
FDR 22.57 3.99 4.26 6.32 4.16 4.00 4.22 4.84 4.07 4.23 4.73 4.22
F1-Score 79.86 88.95 87.54  87.38 89.39 88.28 88.19 87.27 88.25 88.18 87.30 88.18
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Results (2)

External attacker scenario

Central FedAvg FedProx
Metric OC-SVvM  LOF AE VAE AAE(ds) AAE AE VAE AAE AE VAE AAE
Accuracy 93.85 74.99  98.04 98.42 98.89 99.62  99.68 91.55 99.72 9949 89.32 99.51
Recall 99.77 16.64 94.26  99.75 99.97 99.75 99.90 74.71 9974  99.75 65.76  99.75
FDR 0.17 0.08 0.97 4.88 0.04 1.02 0.97 4.33 0.70 1.44 2.92 1.38
F1-Score 90.53 28.17  96.59  97.38 98.16 99.36 99.46 83.91 99.52 99.15 7841 99.18

Recall performance of the AAE model per attack

Attack Type Count Dmnsmpl Central FedAvg
BRUTE FORCE 393454 92.05 90.96 90.95
BASELINE REPL. 611 81.67 80.69 80.69
PAYLOAD INJ. 507  66.07 64.30 64.30
FRAME STACK. 505  98.22 86.93 81.98
QUERY FLOOD. 510  99.61 99.61 98.82
RECON 425  78.82 78.82 78.59
LENGTH MANIP. 470  87.45 87.02 87.02
DELAY RESP. 43 93.02 46.51 41.86
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Summaryand Analysis of Results

" Superiority of the Proposed Model:
FedAvg AAE achieved the highest accuracy (96.35%), surpassing even FL-ADS (93.68%).
" Superiority of AAE

The adversarial training capacity of the AAE is higher than that of AE and VAE (KL

divergence).
" Efficiency of Federated Learning

The F1 score of FedAvg AAE (79.12%) was higher than the centralized AAE (77.39%) and
FedProx (77.54%) due to the relatively homogeneous data distribution.

" Positive Impact of Undersampling

Improved detection of subtle attacks (like "Response Delay") from 46.51% to 93.02% by

reducing the influence of repetitive samples.
" Undersampling Trade-off

A lower overall F1 score (74.07%) was observed compared to using the full dataset (77.39%).
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Future Research Work

" Generalizability to Other Protocols

Evaluation on DNP3, PROFINET, and S7.
" Improved Temporal Analysis

Addressing temporal dependencies in multi-stage attacks using recurrent autoencoders (e.g.,
GRU-VAE).

" Handling Data Heterogeneity

Investigating more challenging heterogeneity (vertical or transfer), and personalized federated
learning (PFL).

" Enhancing Robustness and Interpretability

Exploring adversarial attacks and Explainable Al (XAl) techniques (such as feature importance).
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