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LeNet

AlexNet

Image: 28 (height) x 28 (width) x 1 (channel)

Image: 224 (height) x 224 (width) x 3 (channels)

Convolution with 5x5 kernel+2padding:28x28x6

Convolution with11x11 kernel+4 stride:54x54 x96

v v RelLu
Pool with 2x2 average kernel+2 stride: 14x14x6 Pool with 3x3 max. kernel+2 stride: 26x26x96
v v
Convolution with 5x5 kernel (no pad): 10x10x16 Convolution with 5x5 kernel+2 pad:26x26x256
|} v Relu
Pool with 2x2 average kernel+2 stride: 5x5x16 | | Pool with 3x3 max.kernel+2stride: 12x12x256
v v
Dense: 120 fully connected neurons Convolution with 3x3 kernel+1 pad:12x12x384
\J/ \[/ Relu
Dense: 84 fully connected neurons Convolution with 3x3 kernel+1 pad:12x12x384
v v Relu
Dense: 10 fully connected neurons Convolution with 3x3 kernel+1 pad:12x12x256
v v Relu
Output: 1 of 10 classes Pool with 3x3 max. kernel+2 stride: 5x5x256
\/ flatten
Dense: 4096 fully connected neurons
v ReLu, dropout p=0.5
Dense: 4096 fully connected neurons
v Rel.u, dropout p=0.5
Dense: 1000 fully connected neurons

v
Output: 1 of 1000 classes
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32*32 =1024
1024 * 16 = 16384

test vectors: 21024 =277
216384 — 7277







Trojan Target Label:
Target output that attacker want

Trojaning Attacks Cases trojaned model to genera

t
; u?:kley

Trojaned Model

Trojan
Trigger

A.J. Buckley

A. J. Buckley

Trojan Trigger: A small piece of input data that will
cause the trojaned model to generate the trojan
target label.
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Table 1. Results of the different attempted attacks to Lenet

CNN
Attack Key |Correlation|Samples|Sampling time
Order {mins)
DPA 1024 — 100000 300
CPA on all bits 1 0.049 20000 60-150
CPA on the first bit B 0.014 100000 300
CPA on the last bit| 256 0.031 100000 300

Table 2. Area & Overhead of countermeasures methods

Design |Area (LUT)|Overhead (%)
Original TEE3 D
Xor 2200 5
Adder 2342 6
Multiplier 2567 2]
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Table 3. Evaluation of different countermeasure methods
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Design |Correlation|IN from H-test|N from Experiment
xor 0.021 65506 160000
Adder 0.038 19152 160000
Multiplier 0.032 22906 160000
ZZ
1—a)
N =3+8(—=2
(l’n.2 1t )
1—p

(7)
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