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ibute to fill the gap between beyond- New Spectrum

| and business demands and what 5G .
: S :

its predecessors) can support 1-10 Gbps [ Disruptive Technologies

100-1000 Mbps Cell-less Networks

2 Mbps Disaggregation and ‘
virtualization
2.4 Kbps 64 Kbps 3G : .
1G 2G m" =1 D \ Energy Efficiency ’
(=) -
¢ a ; ' Antificial Intell i
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§ & : f
Internet of Massive broadband and |
Voice calling SMS Internet Applications Internet of Things § Towards a Fully Digital and Connected World
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of mobile devices
can't upgrade
their OS

"' There are approximately
' ‘ 7.21 billion smartphones
. in the world
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Location:

Lat. 46.204088
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Remote access tools (RAT) and Ransomwares

0uSS 3oy g 590 oly 3l ow ywd HIpl g8 9w >
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Vaour fevios has heen lacked

ﬁ?,“, MoneyPak
Amount of fine is $200.

* Version 1.1.1 w Version 1.4.8 w Version 1.3.2

Android Server - Multi OS Server - Multi OS Server -

Your device is blocked due to at

Multi OS Client Multi OS Client Android Client

least of the reasons specified
below.

Your device was trying to access a
child pornography directory and
has been locked.

Everyday we are working on
blocking such sites and distribution

You can settle the fine with
MoneyPak express Packet
vouchers.

As soon as the money
arrives to the Treasure
account, your device will be
unblocked and all
information will be
decrypted in course of 24
hours.

$25 s25 s50 of awful materials, and it costs a lot
to maintain our operations.

You are required to pay

administrative fees.

Watching, downloading and

We made a photo with your camera, it
will be added to the investigation.

All your contacts are copied. If you do
not pay the fine, we will notify your

possessing such horrific materials is Te'a‘i‘t’?s :.“" colleagues about the
highly punishable and will leave a AT
long lasting effect on your friends

and relatives. Mopanepxka aboHEHTOB

8001007334

Moanepxka abOHEHTOB

SeL0T00 /33

Moapepxka aboOHEeHTOB
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Downloads in millions

S — —

2023 2024 2025

=@= Entertainment

usie =®= Productivity == Education

=0= Life Business =®= Health & Fitness =®= Books & Reference

== Fina *®= Food & Drink =®= Travel Sports
=0= Newl§& Magazines =@= Shopping Weather == Navigation

=®= Medical



w@‘s,gi@ql,w’aauwlu&uﬁ

APPS COLLECT YOUR INFORMATION

MOST APPS COLLECT DETAILED INFORMATION ABOUT WHERE YOU GO AND WHAT YOU DO WITH YOUR DEVICE

82% 4% 59% 55% 26% 26%

READ YOUR KNOW YOUR TRACK LAST READ THE APPS KNOW YOUR SIM
DEVICE ID WIRELESS CARRIER KNOWN LOCATION R JRRRWSRS o - YOU USE CARD NUMBER
‘5)4)15 SleMb| b
_\ 215 o 1y Lo 0
0 0 0
80% 82% 57% /0

KNOW YOUR ACCOUNT
INFORMATION

COLLECT LOCATION TRACK SOMETHING TRACK WHEN YOU USE
YOUR PHONE
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MALWARE COLLECTS MORE

LWARE IS MUCH MORE LIKELY THAN A STANDARD APP TO MONITOR YOUR TASKS AND APP USAGE
AND COLLECT IDENTIFYING INFORMATION.

KNOW YOUR SIM CARD SERIAL NUMBER

u U 0 TRACK WHEN YOU USE WI-FI AND DATA NETWORKS
S r =

KNOW WHAT TASKS ARE RUNNING

~
&50 ‘.5 J 9 ‘ é :‘0"‘. READ YOUR PHONE NUMBER
¢ o KNOW WHAT COUNTRY ISSUED YOUR SIM CARD
3 M

KNOW YOUR SIM CARD NUMBER

.0 0’0 u ‘ * = ‘
)MW ) )3 X READ THE APPS YOU USE
*0 & *

KNOW ACCOUNT INFORMATION

~ ~
| Ll 5l
S99 &= J
CONTINUQUSLY TRACK LOCATION
' o o
: w TRACK WHEN YOU USE YOUR PHONE

KNOW YOUR WIRELESS CARRIER

_/ COLLECT LOCATION

\ )d \ . TRACK SOMETHING

u

SleMb| sl 3800, READ YOUR DEVICE ID

sl S

0

=

0 20% 40% 60% 80% 100%

I stanpArD APPs ] MALWARE
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MOST MALWARE rRc
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> \)9144 18,919

NORTH AMERICA

25,010

EUROPE

2,323
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Q‘ﬁ)ls u.w; WGS9y » InsiNe McAfee Labs: The Magic Numbers Behind the App Stores
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sinl (Bl Ko Lawgs 150

o) 00U

Apps scanned on client in last three month
period in over 190 countries

OM

Malwares

OM

Suspicious apps 2 995 Ogebeo ¥

W) oojﬂ olo ¥ u_b
3M ’

Y
Devices were affecte
over 6 months

ver | M ™

Bad URLs found on 4 million Apps with bad
devices over 6 months y

Total count of malware
detected over 6 months

25 SleMbl (559L8 g Ol )l slid 93 Source: McAfee Labs 2016
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Google play s Google play s

b . . o8y 050
Mobile apps leaking usernames and passwords LS

| JakeSmith123 | JohnDoe567

K_s*Eh7[Y 123456

| 42JaneDoe | JenSmith089

hunter? D5tvkF*cx

https://www.nowsecure.com/blog/2016/02/19/assessing-impact-of-leaky-apps-usernames-and-passwords/
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ZERODIUM Payout Ranges

: Local Privilege Escalation
B: Mitigation Bypass

RCE: Remote Code Execution 100 1003
RJB: Remote Jailbreak

BBX: Sandbox Escape
E:Virtual Machine Escape

Windows
Phone

3.001 g . 2002

Adobe PDF Flash P| jer T arome

[}
RCE+SBX RCE +S8X

2004 2005 A |

IE / Edge Safari Flash Player
with SBX with SBX w/o SBX

RACE+SBX
6,001 N

OpenSSL

ACE

2.008 N 2009 2010

Windows

Chrome
w/o SBX

* All payout amounts are chosen at the discretion of ZERODIUM and are subject to change or cancellation without notice.

IE / Edge .
w/o SBX Tor Browser Firefox

RCE

Safari
w/o SBX

Reader App

2016/01 © zerodium.com
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In the United States

of devices connect to insecure Wi-
Fi at least once a month
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AdWare
RiskTool
Trojan
‘ . " . .

Trojan-SMS . ) P Ot
Trojan-Banker
Trojan-Dropper
Troyan-Spy . “ ‘
s o 13
Backdoor

Monitor

Trojan-Ransom Qb‘sf“
Hack Tool L:)L?Sf ‘_"')‘ ‘b‘ ‘_"”‘

Other & b
*

Share of new mobile threats

oley

30% 35% 40%



1.08%
1.11% / 1.08%
0.86%

51.90%

Russia
India
Kazakhstan
Vietnam

Ukraine

Germany

United Kingdom

Spain

Malaysia
Poland
United States
Frante
Brazil

Iran

Belarus

Rest of the World

L 4 4
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Mobile Device
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Virtual OS (optional)

| White Listed Apps |

Untrusted Apps Managed Apps

Managed Apps
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Bluetooth/NFC
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The Security of
Smartphone Users
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Vulnerability Threat (Risk)

Weakness or flaw in technology, Potential damage if a vulnerability Method used to exploit
processes, or behavior. is exploited. a vulnerability.
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(1) owRsP.

Open Web Application Security Project
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M1: Improper
Credential
Usage

M2: Inadequate

M10: Insufficient i
Supply Chain
Cryptography g:c‘:mty

M3: Insecure
Authentication/A
uthorization

M9: Insecure
Data Storage

OWASP
Mobile
Top 10
2024

M4: Insufficient
Input/Output
Validation

M8: Securnty
Misconfiguration

M7: Insufficient MS5: Insecure

Communication

Binary
Protections

M6: Inadequate
Privacy Controls
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Zero Click Attacks — No interaction exploits -

&yl 1yl pludl 4y g3Ls & gy sl 3l a0

Pegasus Spyware Exploit found
on iPhones and iPads Running iOS 16.6

i0S16.6.1
1 Apple Inc.
. 248.2 MB

This update provides important security fixes and
is recommended for all users.

For information on the security content of Apple
software updates, please visit this website:
https://support.apple.com/kb/HT201222
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XcodeGhost -

<string>05X.XcodeGhost.A</string>

<keyr»Launchservices</Key>

<dict:
<key>L5ItemContentType</key>
<stringscom.apple.application-bundle</string>
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MASTG

Mobile Application Security
Testing Guide
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Mobile Application Security Testing Guide (MASTG)
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JEimport javax.crypto.spec.¥;

R~y uU O

import javax.crypto.#;
import java.security.#;
import android.util.*;

public class Encrypt

private static bytel] keyBytes;

static {
Encrypt.keyBytes = new byte(] { 7, 3, 4, 5, 6, 7, 8, 9, 16, 17, 18, 9, 20, 21, 15, 1, 10, 11, 12, 13, 14,
}

public static String decrypt(final String s) throws Exception {
final SecretKeySpec secretKeySpec = new SecretKeySpec(Encrypt.keyBytes, "AES");
final Cipher instance = Cipher.getInstance("AES");
instance.init(2, secretKeySpec);
return new Strinagl(instance.doFinal(Basebd.decode(s.getBytes(), 0)));
¥

public static String encrypt(final String s) throws Exception {
final SecretKeySpec secretKeySpec = new SecretKeySpec(Encrypt.keyBytes, "AES");
final Cipher instance = Cipher.getInstance("AES");
instance.init(1, secretKeySpec);
return new String(Basetd.encode(instance.doFinal(s.getBytes()), @));



MASVS

Mobile Application Security
Verification Standard

E-'.-'I:'l'l E':I'i.lji‘l:'l'

Bernhard Mueller Jer @DU JASP

Jergen Backers




Mobile Application Security Verification Standard (MASVS)
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Downloadiasseat
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3) Create ClassLoader
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public login(I)Z

1
const/16 vo, 0xad2
if-ne p1, ve@, :no
const/4 v, 0x1
return ve
= NO
const/4 ve, oxe
return ve

public boolean

return pin
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