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Introduction
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Introduction

•Expansion of forged videos

•Deepfake

•Advancements in synthesized videos 

•Face manipulation technologies

•Video forgery detection

•Applications and Challenges of deepfake

•Proposed method and results
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Applications of Deepfake

• Politics

• Spreading false information

• Damaging reputations

• Elections

• Financial systems

• Education

• Filmmaking

• Entertainment 

• Marketing
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Challenges

Generality Issue Computational Complexity

Methods show performance drop 

on unseen data, limiting cross-

dataset effectiveness.

High demands make processes 

time-consuming, hindering real-

time applications.
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Related Works
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Deepfake Detection Methods

Frame-Based

Analyze individual frames for anomalies using mesoscopic features (Afchar et al. ,2018) or Xception architecture (Rossler et al., 2019).

Temporal Analysis

Incorporate inter-frame inconsistencies via RNNs (Güera & Delp, 2018) or optical flow (Amerini et al., 2019), effective in cross-forgery scenarios.

Region-Specific

Detect artifacts in mouth movements (Chen et al., 2024) , facial edges, head motions (Kim & Kim, 2022), or use attention mechanisms for key 

areas.

Transformer-Based

Extract frame features and process via transformers for advanced detection (Javed et al., 2024).

Frequency-Domain

Integrate spatial and frequency info with models like TwoStreamNet (Yousaf et al., 2022) or FreqNet (Tan et al., 2024) to enhance generalization.
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Methodolgy

10/22

https://gamma.app/?utm_source=made-with-gamma
https://gamma.app/?utm_source=made-with-gamma


Overview of proposed approach

Figure 1- overview of proposed approach

11/22

https://gamma.app/?utm_source=made-with-gamma
https://gamma.app/?utm_source=made-with-gamma


Feature Extraction Details

Pretrained Network

• VGG16
• VGG19
• ResNet50

Table 1- Pretrained network details
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Gram Matrix
In Formal terms:

In terms of CNN networks:

• structural similarities for manipulation detection

• higher-order representation

if the vectors α1,α2,...,αn considered as the columns of matrix A:

𝐆 = 𝐀𝐓. 𝐀

Correlation between vectors

Figure 2- Gram Matrix
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Experimental Details
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Datasets

1

FaceForensics++

• 1,000 original ,1,000 fakes for each:
DeepFakes
Face2Face
FaceSwap
NeuralTextures

• 3 quality

2

Celebdf-v1

• 408 real, 795 fake

3

Celebdf-v2

• 590 real, 5,639 fake videos
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Metrics

• Accuracy

• AUC
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Intra-Dataset Evaluation

Table 2- Intra-dataset evaluation
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Intra-Dataset Evaluation

Table 3- Intra-dataset evaluation
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Cross-Manipulation 

Evaluation
trained on one FaceForensics++ manipulation (DF, F2F, FS, NT) tested 
on others 
Run 15 times and best model selected to assess generalization and 
robustness against biases.

Train on DF, Test on F2F/FS/NT

Best or second best
+18% improvement for FS.

Train on FS, Test on DF/F2F/NT

Best or second-best 

Test on NT

Best or only 1% drop when trained on others.

Table 4- Cross Manipulation evaluation
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Conclusion

• Correlation-based features 

• Generalizability

• low complexity
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