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= |OT security relies on lightweight symmetric ciphers.
= Manual cryptanalysis is inefficient and error-prone.
= MILP, SAT/SMT, and CP enable automated, scalable,

reproducible workflows.
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{{{\?{ Differential Modeling

Differential Distinguisher
(Biham & Shamir 1991)

E.:{0,1}" - {0,1}"
X, = x1 D Ax 1

X1, X2 € {Oil}n

EE Pr(Ax — Ay) =?\
x, D x; = Ax yl\@\
A A

Y1@YZ=AY '3’2:3’1@&’




{{-f?( Differential Modeling

Linear Operations
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Lightweight Block Ciphers

ARX SIMON-like SPN / Feistel

Addition—Rotation—XOR Bitwise AND—RX structure S-box + Permutation
(SPECK, CHAM, LEA) (SIMON, SIMECK) (PRESENT, GIFT, LBlock)




Lightweight Block Ciphers

ARX-based Ciphers
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Lightweight Block Ciphers

SIMON:-like Ciphers
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dr? Lightweight Block Ciphers
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Lightweight Block Ciphers

Feistel Ciphers

L R
Ki
l
H—F - LBLOCK
>< Algorithm
L:'+l R:'+1




Outline

Differential Lightweight .
Modeling Block Ciphers  Pneoding Method
[ k-XOR ) (SPECK-32, CHAM-64 | || 3| v )
Branch (ARX structure)
Rotation (SMT-LIB)
S hox > SIMON-32 > —>
Modular Addition (AND-RX structure) :D_ CNF
SIMON-like ) PRESENT, GIFT-128.
MIDORI-64 @ CNF
LF
(SPN structure) P
P LBLOCK minimized CNF)
l_,j (Feistel structure) L )




{{-f} Encoding Method:

Mathematical Modeling

copP
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Objectives Feasible solutions (no constraint is violated)

Infeasible solutions (some constraints are violated)




{{{\?{ Encoding Method.

Mixed Integer Linear Programming (MILP): Constraint Programming (CP):
Gurobi, CPLEX OR-Tools, CP-SAT
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{{{\?{ Encoding Method.

Satisfiability Modulo Theories (SMT): Boolean Satisfiability (SAT):
Z3, CVVC5, Boolector CryptoMinisat, CaDiCal, Treengeling, Mallob
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{{{\7{ Encoding Method.:

Sahu et al. (2020)

SMT-based cryptanalysis of IDEA. Boolector performed best after modular-multiplication optimization.
» Gap: Cipher-specific, no encoding comparison.

Delaune et al. (2020)
Compared MILP, SAT, CP tools on SKINNY. CP outperformed in probability maximization.
» Gap: Focused on one cipher only; lacks generalization.

Gundaram et al. (2021)

SMT solvers for key recovery on SIMON. Boolector best for ARX word-level ops.
» Gap: No systematic encoding evaluation.

Bellini et al. (2023)
Comprehensive SAT/SMT/MILP/CP comparison on 20+ ciphers.
» Gap: Broad scope but no deep analysis of encoding compactness or scalability.




{{{\7{ Encoding Method.:

N
Encoding-level comparison
missing in prior work
)
) N
Solver-level evaluation
diverse solvers not tested in prior work
-
Scalability gap
parallel performance unexplored in prior work
)
2
Practical guidelines
no structure-to-solver mapping in prior work
)
N
Modeling effort
human cost overlooked in prior work
J




{{-} Encoding Method:

*CVC (SMT-LIB)
« High-level encoding with bit-vector theories that simplify operations like
XOR and modular additions.
» Used for its compact representation and ease of integration with SMT
solvers like Z3, Boolector, and CVC5.

"ASSERT (gamma=BVXOR (alpha,beta))";




{{-} Encoding Method:

CVC (SMT-LIB)

"ASSERT (gamma=BVXOR (alpha,beta))";
*CNF

The traditional SAT encoding format that represents cipher operations as
conjunctions of clauses.

» Directly converted to CNF for SAT solvers. p cnf 3 4

12 -30

1 -2 30

-1 2 30

-1 -2 -3 0




{{-} Encoding Method:

CVC (SMT-LIB)

"ASSERT (gamma=BVX0OR (alpha,beta))";

*CNF p cnf 3 4

1 2 -3 0
1 -2 3 0
-1 2 30
-1 -2 -3 0

*CNFLF (Minimized by Logic Friday):
* A minimized CNF encoding produced by Logic Friday.

« Offers compact models with fewer variables and clauses, improving solver
performance.

for i in range(n):

"ASSERT ((({O0}[{3}:{3}1) I ({1} [{3}:{33}1)
| ("{2}[{3}:{3}]1))=0binl) ;".format (
alpha, beta, gamma, i)

"ASSERT (( ({0} [{3}:{3}1) I ("{1}[{3}:{3}])
| ({23 [{3}:{3}]))=0bin1);".format(
alpha, beta, gamma, i)

"ASSERT ((("{0}[{3}:{3}1) I ({1} [{3}:{3}])
| ({2} [{3}:{3}]))=0binl);".format (
alpha, beta, gamma, i)

"ASSERT (((~{0X}[{3}:{3}1) | ({1} [{3}:{3}1)
| ({2} [{3}:{3}]))=0binl);".format (

alpha, beta, gamma, i)
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{/{-f?( SAT Solvers:

SAT Solver
CNF
(DIMACS Format)

Unit Propagation

Conflict?

Encoding/

_ Conflict Analysis
Preprocessing:

Core All
Conflict? Decided?

Buckjump Variable Decision

Problem




{/ \} SAT Solvers:

CaDiCalL CryptoMiniSat v5 Treengeling Mallob

Algorithm: CDCL optimized Algorithm: CDCL with Algorithm: CDCL Algorithm: CDCL
Gaussian elimination

General-purpose solver, Cryptography-focused Decomposition-based State-of-the-art distributed
lightweight and highly solver with XOR reasoning. parallel solver. SAT framework
efficient.

Splits CNF into Runs many single-threaded
Often outperforms more Optimized for CNF formulas subproblems solved by solvers in parallel with shared
complex solvers in practice arising in crypto problems multiple threads. clause learning.

Parallel performance varies Demonstrated the strongest
depending on structure. performance and scalability in
our benchmarks (= 2.9x
speedup).
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{{-f\?( Key Contributions

‘ Automated encoding comparison
Unified evaluation of CNF, CVC, CNF, ¢ models.

Multi-solver benchmarking
Empirical runtime results with Mallob, CryptoMiniSat, CaDiCaL, Treengeling.

‘ Practical guidelines

Encoding-solver pairing recommendations per cipher family.



All experiments were conducted on a desktop machine running Ubuntu 22.04.5 LTS with the Linux
kernel 6.8.0. The system is equipped with a 13th Gen Intel® CoreTM i7-13700K processor (24
threads, up to 5.4 GHz turbo boost) and 64 GiB of RAM.

Cipher Rounds w Encoding TcryptoMinisat (s) Tcapicar (s) Trreengeling (s) TMa110b(s)

CvC — 72688.92  450815.29  28961.95
SPECK-32 15-17 50-63  CNF — 26510.69 27827.62 16773.82
CNFLF — 61419.44 132351.23  28002.53
CVC 88191.15 30920.49 6670.23 6813.53
CHAM-64 29-31 39-46  CNF 40265.00 25930.79 3882.11 3604.28
CNFLFr 93539.85 30584.30 10981.80 6408.91

« Best encoding: CNF (standard)

« Objective: weight-min via sequential cardinality constraints



Results:
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Figure 2. Comparison of average solving time per differential weight for CHAM-64 using different encoding strategies

solvers. Filled circles highlight SAT results. Each subplot shows one encoding with solvers.
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Cipher Rounds w Encoding TcryptoMiniSat (s) TcapicaL (s) TTreengeling (s) Tmal1ob (s)

CcvC 20505.68 2956.85 3914.43 727.70
SIMON-32 30-32 80-90  CNF 20008.64 8722.44 31350.13 1490.26
CNFLF 44615.49 10704.35 30731.87 1547.23

SIMON-like — CcVC best (fastest runtime)
» Reason: AND with dependent inputs
e CVC: uses conditional (IF), no dummy vars

 CNF/CNFzwr : need extra dummy vars — bigger formulas — slower



Results:
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Figure 3. Comparison of average solving time per differential weight for SIMON-32 using different encoding strategies and SAT
solvers. Filled circles highlight SAT results. Each subplot shows one encoding with solvers.




Cipher = Rounds w  Encoding TcryptoMinisat (8) TcapicaL (S) TTreengeling (8) TMal1ob (8)
CvC 27466.68 10155.67 34933.00 3532.13
PRESENT 29-31 124-136  CNF 40042.46 9110.09 92383.47 2448.33
CNFLr 24674.96 6916.66 17925.05 2383.09
CVC 502515.59 00215.32 — 21549.09
GIFT-128 10-13 4567 CNF 209664.23 54195.14 — 14587.91
CNFLFr 435965.99 40737.46 — 14312.07
CvC — 17664.82 140832.67 10160.83
MIDORI-64 14-16 135-168  CNF — 16565.82 201050.68 5278.16
CNFLFr — 13686.85 107484.33 4684.26

« Bestencoding: CNFwr

* Objective: direct sum of weight contributions



Results:

Cipher Rounds  w  Encoding Tcryptominisat (8) TcapicaL (8) TTreengeling (8) Tma110b (S)

CVC 28784.45 2960.65 9718.11 2427 .87
LBLOCK 2729 121-135 CNF 21165.68 4684.28 23929.41 1589.65
CNFiF 48227.89 2059.20 7461.84 1271.40
CVC Encoding CNF Encoding CNFrr Encoding
1T 7 7T 17T 17T 7T 7T 17T 7 7 7T T 1 17T 7T 7T 7T T T 1 [ ]
= 4,000 {4,000 | {4,000 |
g
=
2
% 2,000 |- 2,000 2,000 |-
W 3
0
< b
0 0 : 0 =
NAGIREREIRRARI A DRA SRR EE R R R

Differential Weight

Figure 4. Comparison of average solving time per differential weight for LBLOCK using different encoding strategies and SAT solvers.
Filled circles highlight SAT results. Each subplot shows one encoding with solvers.




« Encodings compared: cvc (SMT), CNF, CNFwr (Logic Friday).

* Benchmark: 7 lightweight block ciphers, 4 solvers (CryptoMiniSat, CaDiCaL, Treengeling, Mallob).
* Runtime impact: cNFur best for SPN; CNF best for ARX; cvC best for SIMON-like.

» Solver performance: Mallob fastest; CaDiCaL strong single-core; Treengeling inconsistent.

» Parallelism insight: multi-core # always better; depends on clause sharing & decomposition.

» Mallob strength: portfolio parallelism + clause sharing — robust & scalable.

* Modeling effort: easiest in cvc, then CNFvr, hardest in raw CNF.

Results
Solver Runtime Performance Encoding/Modeling Effort (Scalability & Stability |

ARX — CNF 1) CVC (SMT-LIB)

1) Mallob

SPN — CNFif 2) CNFrp 2)) CaDiCal

SIMON-like — CVC (SMT-LIB) 3) CNF .

3) Treengeling
4) CryptoMiniSat-v5
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