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Motivation

▪ IOT security relies on lightweight symmetric ciphers.

▪ Manual cryptanalysis is inefficient and error-prone.

▪ MILP, SAT/SMT, and CP enable automated, scalable, 

reproducible workflows.
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Differential Distinguisher 
(Biham & Shamir 1991)

Differential Modeling
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Linear Operations 

Differential Modeling

Non-linear Operations 
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Lightweight Block Ciphers

ARX

Addition–Rotation–XOR

(SPECK, CHAM, LEA)

SIMON-like

Bitwise AND–RX structure

(SIMON, SIMECK)

SPN / Feistel

S-box + Permutation

(PRESENT, GIFT, LBlock)
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Lightweight Block Ciphers

ARX-based Ciphers

Speck Algorithm
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Lightweight Block Ciphers

SIMON-like Ciphers
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Lightweight Block Ciphers

SPN-based Ciphers

PRESENT Algorithm
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Lightweight Block Ciphers

Feistel Ciphers

LBLOCK 

Algorithm
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Problems

Mathematical Modeling

Solvers

Encoding Method: Find the Best Differential Distinguisher
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Encoding Method: Automated Cryptanalysis Methods
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Mixed Integer Linear Programming (MILP): 

Gurobi, CPLEX
Constraint Programming (CP): 

OR-Tools, CP-SAT
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Satisfiability Modulo Theories (SMT): 

Z3, CVC5, Boolector

Boolean Satisfiability (SAT): 

CryptoMinisat, CaDiCal, Treengeling, Mallob

(𝑥1 ≤ 𝑥3 − 5) ∧ (𝑥1 ≤ 𝑥4 − 3)
∧ (𝑥2 ≤ 𝑥1 + 3) ∧ (𝑥3 ≤ 𝑥2 + 2)
∧ (𝑥3 ≤ 𝑥4 − 1) ∧ (𝑥4 ≤ 𝑥2 + 5)

Encoding Method: Automated Cryptanalysis Methods
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Encoding Method: Related Work

Sahu et al. (2020)
SMT-based cryptanalysis of IDEA. Boolector performed best after modular-multiplication optimization.

• Gap: Cipher-specific, no encoding comparison.

Delaune et al. (2020)
Compared MILP, SAT, CP tools on SKINNY. CP outperformed in probability maximization.

• Gap: Focused on one cipher only; lacks generalization.

Gundaram et al. (2021)
SMT solvers for key recovery on SIMON. Boolector best for ARX word-level ops.

• Gap: No systematic encoding evaluation.

Bellini et al. (2023)
Comprehensive SAT/SMT/MILP/CP comparison on 20+ ciphers.

• Gap: Broad scope but no deep analysis of encoding compactness or scalability.
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Encoding Method: Our Work

Encoding-level comparison
missing in prior work

Solver-level evaluation
diverse solvers not tested in prior work

Scalability gap
parallel performance unexplored in prior work

Practical guidelines
no structure-to-solver mapping in prior work

Modeling effort
human cost overlooked in prior work
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Encoding Method: SAT Encoding Strategies

•CVC (SMT-LIB)

• High-level encoding with bit-vector theories that simplify operations like 

XOR and modular additions.

• Used for its compact representation and ease of integration with SMT 

solvers like Z3, Boolector, and CVC5.
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•CVC (SMT-LIB)

•CNF

• The traditional SAT encoding format that represents cipher operations as 

conjunctions of clauses.

• Directly converted to CNF for SAT solvers.

Encoding Method: SAT Encoding Strategies
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•CVC (SMT-LIB)

•CNF

•CNFLF (Minimized by Logic Friday):

• A minimized CNF encoding produced by Logic Friday.

• Offers compact models with fewer variables and clauses, improving solver 

performance.

Encoding Method: SAT Encoding Strategies
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Outline
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CNF

(DIMACS Format) 

Encoding/

Preprocessing:

ARX → CNF    

SIMON-like → CVC      

SPN/Feistel → CNFLF

Problem

Conflict Analysis

All 

Decided?

Conflict?

Variable Decision

SATUNSAT

Core 

Conflict?

Buckjump

SAT Solver

Unit Propagation

NO

YES

YES

NO NO

SAT Solvers: What is a SAT Solver?

23/34



Evaluating CNF/SMT Encodings for SAT-Based Differential Cryptanalysis of Lightweight Block Ciphers 

SAT Solvers: SAT Solvers in Our Evaluation

CaDiCaL

Algorithm: CDCL optimized

General-purpose solver, 

lightweight and highly 

efficient.

Often outperforms more 

complex solvers in practice

CryptoMiniSat v5

Algorithm: CDCL with 

Gaussian elimination

Cryptography-focused 

solver with XOR reasoning.

Optimized for CNF formulas 

arising in crypto problems

Treengeling

Decomposition-based 

parallel solver.

Mallob

State-of-the-art distributed 

SAT framework

Runs many single-threaded 

solvers in parallel with shared 

clause learning.

Demonstrated the strongest 

performance and scalability in 

our benchmarks (≈ 2.9× 

speedup).

Splits CNF into 

subproblems solved by 

multiple threads.

Parallel performance varies 

depending on structure.

Algorithm: CDCL Algorithm: CDCL
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Outline
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Key Contributions

Automated encoding comparison
Unified evaluation of CNF, CVC, CNFLF models.

Multi-solver benchmarking
Empirical runtime results with Mallob, CryptoMiniSat, CaDiCaL, Treengeling.

Practical guidelines
Encoding–solver pairing recommendations per cipher family.
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Results: ARX Block Ciphers

All experiments were conducted on a desktop machine running Ubuntu 22.04.5 LTS with the Linux 

kernel 6.8.0. The system is equipped with a 13th Gen Intel® CoreTM i7-13700K processor (24 

threads, up to 5.4 GHz turbo boost) and 64 GiB of RAM. 

• Best encoding: CNF (standard)

• Objective: weight-min via sequential cardinality constraints
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Results: ARX Block Ciphers
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Results: AND-RX (SIMON-Like) Block Cipher

SIMON-like → CVC best (fastest runtime)

• Reason: AND with dependent inputs

• CVC: uses conditional (IF), no dummy vars

• CNF / CNFLF : need extra dummy vars → bigger formulas → slower
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Results: AND-RX (SIMON-Like) Block Cipher
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Results: SPN Block Ciphers

• Best encoding: CNFLF 

• Objective: direct sum of weight contributions
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Results: Feistel (S-Box based) Block Cipher
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Results: Discussion and Practical Guideline

• Encodings compared: CVC (SMT), CNF, CNFLF (Logic Friday).

• Benchmark: 7 lightweight block ciphers, 4 solvers (CryptoMiniSat, CaDiCaL, Treengeling, Mallob).

• Runtime impact: CNFLF best for SPN; CNF best for ARX; CVC best for SIMON-like.

• Solver performance: Mallob fastest; CaDiCaL strong single-core; Treengeling inconsistent.

• Parallelism insight: multi-core ≠ always better; depends on clause sharing & decomposition.

• Mallob strength: portfolio parallelism + clause sharing → robust & scalable.

• Modeling effort: easiest in CVC, then CNFLF, hardest in raw CNF.
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Thank you for your attention!
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