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Introduction

= 5G networks enable high-speed, low-latency communications.
= Increased need for secure multi-server authentication (MAKA).
= ECC offers lightweight and secure cryptographic solutions.

= We proposed a new ECC-based MAKA protocol without online
registration server.
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Related Work

Three standards in 3GPP

5G-AKA EAP-AKA EAP-TLS

* Li et al. [1] — Neural network; vulnerable to offline guessing & server spoofing

* Yang & Yang [2] — Biometric + smart card; key forgery risk

« Islam [3] — Pairing-based; lower efficiency, anonymity not preserved

* Amin et al. [4] — dual-registration server; lacks PFS & biometric update

* Kumar et al. [S] — Lightweight hash + biometric; session privacy issues

* Xiao and Gao[6] > Modiri et al. [7] - SGAKA-LCCO; privacy users & session information
e Jaberi et al. [8] — Wang et al. [9] & Palit et al. [10]; server spoofing, DoS, desynchronization
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The Proposed Protocol
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Figure 1: Three main entities
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The Proposed Protocol
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Figure 2: User registration
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The Proposed Protocol
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Figure 3: Server registration
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Figure 3: Authentication and Key Agreement



The Proposed Protocol
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Mode 1:
Serving network directly provides check T,
services using the session key.
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Figure 4: Service Delivery Mode 1
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The Proposed Protocol
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Figure 5: Service Delivery Mode 2
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The Proposed Protocol

Service delivery

Mode 3:

The user directly requests services
from HN without SN; accessing

the service details.
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Figure 6: Service Delivery Mode 3
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Security Feature Proposed n n
Security EValuatiOn User Impersonation Resistance v X | v | X |V
Server Impersonation Resistance v X | v | v | X
Password /Identity Guessing Resistance v X | v | X |V
Insider Attack Resistance v vV | x| x |V
Tracking Resistance (Unlinkability) v X | X | x |V
Session Key Disclosure Resistance v vV | vV | X | X
Replay Attack Resistance v vV |V | vV | X
Informal Security Analysis Denial-of-Service (DoS) Resistance v x | v | v | x
Man-in-the-Middle (MiTM) Resistance v Vx| vV |V
Perfect Forward Secrecy (PFS) v X | vV | x|V
User Anonymity v X | X | X |V
No Bilinear Pairing v v | x [N/JA|V
Key Confirmation v X | vV | X |V
Offline Registration Server v v | v [NJA| x
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Security Evaluation

Query
Query
Query
Query
Query
Query
Query
Query
Query
Query

Query

Query

not

not

not

not

not

not

not

not

not

attacker(SKij[]) ==>
attacker(SKji[]) ==>

inj-

Verification summary:

attacker(IDUEi[]) is true.

attacker(dUEi[]) is true.
attacker(dsNj[]) is true.
attacker(ri[]) is true.
attacker(rj[]) is true.
attacker(K[]) is true.
attacker(K'[]) is true.
attacker(SKij[]) is true.

attacker(SKji[]) is true.

event(end_UE(x)) ==> inj-event(start_UE(x)) && inj-event(start_SN(y,z)) && inj-event(end_SN(y,z)) 1is true.

event(start_UE(dUEi[])) && event(end UE(dUEi[])) is true.

event(start_SN(IDSNj[],dSNj[])) && event(end SN(IDSNj[],dSNj[])) is true.

Figure 7: The results of the formal security verification of the propsed protocol using Proverif tool
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Security Evaluation

Scheme

Computational Cost

Time (ms)

Proposed Protocol 11T H + 4TS 0.81
42T H + 2TS 1.56
| o | ATH +2TS + 2TP 685.14
20TH +2TS +2TP | 685.62
16T H + 2TS 0.72
Table 2: Comparison of Computational Costs
Scheme Messages (Bits) Total Bits
Proposed Protocol M1: 592, M2: 320 912
M1: 848, M2: 1696, M3: 2128, M4: 1104 5776
m M1: 80, M2: 256, M3: 400, M4: 400, M5: 960, M6: 704, M7: 448 3248
M1: 256, M2: 320, M3: 320, M4: 1152, M5: 576, M6: 448, M7: 384, M8: 384| 3840
M1: 640, M2: 768, M3: 832, M4: 512, M5: 256 3008

Table 3: Comparison of Communication Costs
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Conclusion

* Proposed MAKA protocol overcomes security and performance gaps of existing schemes.
* Proven resistant to multiple attacks; verified via ProVerif.
* Shows strong efficiency and robustness for 5G environments.

Future Work:

* Use advanced tools & real 5G testbeds for deeper security evaluation.

* Develop post-quantum MAKA protocols resistant to quantum threats.

e Perform large-scale simulations (OMNeT++, MATLAB, ¢.g. ) to test scalability and performance.

* Explore efficient key update & revocation mechanisms for multi-server networks.
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