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▪ 5G networks enable high-speed, low-latency communications.

▪ Increased need for secure multi-server authentication (MAKA).

▪ ECC offers lightweight and secure cryptographic solutions.

▪ We proposed a new ECC-based MAKA protocol without online 
registration server.
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▪ Three standards in 3GPP

Related Work

5G-AKA EAP-AKA EAP-TLS
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• Li et al. [1] – Neural network; vulnerable to offline guessing & server spoofing

• Yang & Yang [2] – Biometric + smart card; key forgery risk

• Islam [3] – Pairing-based; lower efficiency, anonymity not preserved

• Amin et al. [4] – dual-registration server; lacks PFS & biometric update

• Kumar et al. [5] – Lightweight hash + biometric; session privacy issues

• Xiao and Gao[6] > Modiri et al. [7] – 5GAKA-LCCO; privacy users & session information

• Jaberi et al. [8] – Wang et al. [9] & Palit et al. [10]; server spoofing, DoS, desynchronization
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Figure 1: Three main entities

Insecure channel Secure channel
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Figure 2: User registration
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Figure 3: Server registration
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Service delivery
Mode 1:
Serving network directly provides 
services using the session key.

Figure 4: Service Delivery Mode 1
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Service delivery
Mode 2:
If 𝑆𝑁𝑗 cannot provide the services, 

it forwards the request to 𝐻𝑁, and 
𝐻𝑁 provides the services through 
𝑆𝑁𝑗.

Figure 5: Service Delivery Mode 2
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Service delivery
Mode 3:
The user directly requests services
from 𝐻𝑁 without 𝑆𝑁𝑗 accessing 

the service details.

Figure 6: Service Delivery Mode 3
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Informal Security Analysis
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Figure 7: The results of the formal security verification of the propsed protocol using Proverif tool
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Table 3: Comparison of Communication Costs

Table 2: Comparison of Computational Costs
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• Proposed MAKA protocol overcomes security and performance gaps of existing schemes.
• Proven resistant to multiple attacks; verified via ProVerif.
• Shows strong efficiency and robustness for 5G environments.

Future Work:

• Use advanced tools & real 5G testbeds for deeper security evaluation.

• Develop post-quantum MAKA protocols resistant to quantum threats.

• Perform large-scale simulations (OMNeT++, MATLAB, e.g. ) to test scalability and performance.

• Explore efficient key update & revocation mechanisms for multi-server networks.
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