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Introduction:
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Overview of the 5G network:
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5G Core Network. Available from: https://infohub.delltechnologies.com/en-us/p/the-5g-core-network-demystified/.

A demonstration of how network NFs communicate.

Structure of 5G SA
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To design and implement an open-source, scenario-driven testbed for executing attacks and 

evaluating the security of 5G networks, enabling systematic identification of vulnerabilities and 

supporting the development and assessment of effective mitigation mechanisms.

Goal:
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Core Network: The 5G core is implemented using Open5GS and comprises key network functions

including the AMF, SMF, UPF, AUSF, NRF, and others.

Radio Access Network & User Equipment: The RAN and UEs are emulated with UERANSIM,

featuring a gNB and multiple UEs configured with varied profiles.

Attacker Node: An independent host is used to run attack scenarios; packet-crafting and injection are

performed with tools such as Scapy.

Testbed Environment:
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SCAPY:

Scapy is a packet-crafting and network-testing framework widely employed in security research

and protocol validation. It enables researchers to build custom protocol messages (e.g., NAS or GTP)

and inject them into 5G testbeds for active experimentation and analysis.
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 RAM

 CPU

 Response logs

Evaluation Metrics

This matches previous open-source 5G testbeds [Menin 2025; Mukute 2024].
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SCENARIOS:

Scenario 1: UE Registration Flood

Scenario 2: Fake gNB Setup Flood

Scenario 3: Authentication Parameter Tampering
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Target: AMF and gNB

Mechanism: Flooding with fake IMSI-based registration requests

Goal: Consume signaling resources and delay legitimate UEs

Observation: Increased CPU usage and registration timeout

Scenario 1: DoS Attack Based on Mass Registration Requests from Similar Users 

with Different IMSIs
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Scenario 1: DoS Attack Based on Mass Registration Requests from Similar Users 

with Different IMSIs

CPU and RAM utilization percentages

Percentage changes in RAM and CPU utilization on the gNB during the attack scenario.
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Scenario 2: DoS Against AMF Through the Transmission of a Large Volume of Fake 

NGAP Setup Request Messages

•Target: AMF

•Mechanism: Sending multiple NGSetupRequest messages with spoofed gNB IDs

•Vulnerability: AMF accepts connections before verification

•Effect: Resource exhaustion and denial of service to real gNBs
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Scenario 2: DoS Against AMF Through the Transmission of a Large Volume of Fake 

NGAP Setup Request Messages

CPU and RAM usage percentage during the DoS attack.

AMF log of the Denial-of-Service attack using fake NGAP Setup Request messages.
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Scenario 3: Exploiting the RES* Parameter in a MITM Attack in 5G Networks

•Target: UE authentication procedure

•Mechanism: Manipulation of RES* value during 5G-AKA exchange

•Impact: Authentication failure for legitimate 

UEs (denial, not impersonation)
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Scenario 3: Exploiting the RES* Parameter in a MITM Attack in 5G Networks

UE Authentication Reject with RES* change.
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Scenario 3: Exploiting the RES* Parameter in a MITM Attack in 5G Networks

AMF log after changing the RES* value
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Comparative Analysis:
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Mitigation Insights:

• Rate limiting and anomaly detection

• Restrict gNB registration attempts

• Secure signaling via IPsec

• Strengthened UE/gNB authentication
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Conclusion:

• Designed and implemented three realistic DoS scenarios on a 5G testbed.

• Highlighted critical vulnerabilities in AMF, gNB, and UE layers.

• Demonstrated measurable impact on resource usage and user availability.

• Provided comparative insights and suggested defense directions.
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Thanks for your attention
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