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Kapoor, Aditya. "Approach and Future Applications of 5G Technology." Available at SSRN 5021512 (2024).



Overview of the 5G network:
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Structure of 5G SA

A demonstration of how network NFs communicate.

5G Core Network. Available from: https://infohub.delltechnologies.com/en-us/p/the-5g-core-network-demystified/.
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Goal:

To design and implement an open-source, scenario-driven testbed for executing attacks and

evaluating the security of 5G networks, enabling systematic identification of vulnerabilities and

supporting the development and assessment of effective mitigation mechanisms.




Testbed Environment: L

Core Network: The 5G core is implemented using Open5GS and comprises key network functions
Including the AMF, SMF, UPF, AUSF, NRF, and others.

Radio Access Network & User Equipment: The RAN and UEs are emulated with UERANSIM,
featuring a gNB and multiple UEs configured with varied profiles.

Attacker Node: An independent host is used to run attack scenarios; packet-crafting and injection are

performed with tools such as Scapy.




SCAPY:

Scapy Is a packet-crafting and network-testing framework widely employed in security research

and protocol validation. It enables researchers to build custom protocol messages (e.g., NAS or GTP)

and inject them into 5G testbeds for active experimentation and analysis.




Evaluation Metrics

v RAM
v CPU
v Response logs

This matches previous open-source 5G testbeds [Menin 2025; Mukute 2024].




SCENARIOS:

Scenario 1: UE Registration Flood

Scenario 2: Fake gNB Setup Flood

Scenario 3: Authentication Parameter Tampering




Scenario 1: DoS Attack Based on Mass Registration Requests from Similar Users
with Different IMSIs

& . »
UFll ((((SG))) - R -
' - |
Target: AMF and gNB @//\’ é — {ELL
Mechanism: Flooding with fake IMSI-based registration requests el g
- 9- g 4 g @ - j 0
Goal: Consume signaling resources and delay legitimate UES UE1 e

Observation: Increased CPU usage and registration timeout




Scenario 1: DoS Attack Based on Mass Registration Requests from Similar Users
with Different IMSIs
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Percentage changes in RAM and CPU utilization on the gNB during the attack scenario.




Scenario 2: DoS Against AMF Through the Transmission of a Large Volume of Fake
NGAP Setup Request Messages

~Target: AMF :
*Mechanism: Sending multiple NGSetupRequest messages with spoofed gNB IDs (

*Vulnerability: AMF accepts connections before verification é n“u%
gNB-2

Effect: Resource exhaustion and denial of service to real gNBs ((((EG)))) I

AMF




Scenario 2: DoS Against AMF Through the Transmission of a Large Volume of Fake
NGAP Setup Request Messages
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AMF log of the Denial-of-Service attack using fake NGAP Setup Request messages.

INFO: gNB-N2 accepted[192.168.38.135]:38854 in ng-path module (../src/amf/ngap-sctp.c:113)
INFO: gNB-N2 accepted[192.168.38.135] in master_sm module (../src/famf/amf-sm.c:813)

251

%:12“‘ INFO: [Added] Number of gNBs is now 33 (../src/amf/context.c:1273)
= INFO: gNB-N2[192.168.38.135] connection refused!!! (../src/amffamf-sm.c:873)
5 151 INFO: [Removed] Number of gNBs is now 32 (../src/amf/context.c:1301)
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CPU and RAM usage percentage during the DoS attack.




Scenario 3: Exploiting the RES* Parameter in a MITM Attack in 5G Networks
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Scenario 3: Exploiting the RES* Parameter in a MITM Attack in 5G Networks

[nas] [info] UE switches to state [MM-DEREGISTERED/PLMN-SEARCH]

[rrc] [debug] New signal detected for cell[1], total [1] cells in coverage
[nas] [info] Selected plmn[999/70]

[rrc] [info] Selected cell plmn[999/70] tac[1] category[SUITABLE]

[nas] [info] UE switches to state [MM-DEREGISTERED/PS]

[nas] [info] UE switches to state [MM-DEREGISTERED/NORMAL-SERVICE]

[nas] [debug] Initial registration required due to [MM-DEREG-NORMAL-SERVICE]
[nas] [debug] UAC access attempt is allowed for identity[0], category[MO_sig]
[nas] [debug] Sending Initial Registration

[nas] [info] UE switches to state [MM-REGISTER-INITIATED]

[rrc] [debug] Sending RRC Setup Request

[rrc] [info] RRC connection established

[rrc] [info] UE switches to state [RRC-CONNECTED]

[nas] [info] UE switches to state [CM-CONNECTED]

[nas] [debug] Authentication Request received

[nas] [debug] Received SQN [000000000501]

[nas] [debug] SQN-MS [000000000000]

GESIM(BBEBH ] Authentication Reject received

[nas] [info] UE switches to state [SU3-ROAMING-NOT-ALLOWED]

UE Authentication Reject with RES* change.




Scenario 3: Exploiting the RES* Parameter in a MITM Attack in 5G Networks

05/28 14:46:46.844: [gmm] INFO: Registration request (../src/amf/gmm-sm.c:1323)

05/28 14:46:46.844: [gmm] INFO: [suci-0-999-70-0000-0-0-0000000001] SUCI (../src/amf/gmm-handler.c:174)

05/28 14:46:46.873: [amf] INFO: [imsi-999700000000001:1] Release SM context [204] (../src/amf/amf-sm.c:553)

05/28 14:46:46.874: [amf] INFO: [imsi-999700000000001:1] Release SM Context [state:31] (../src/amf/nsmf-handler.c:1163)
05/28 14:46:46.874: [amf] INFO: [Removed] Number of AMF-Sessions is now 0 (../src/amf/context.c:2813)

05/28 14:46:46.879: [amf] WARNING: UnRef NF EndPoint(addr) [127.0.0.11:7777] (../src/amf/nausf-handler.c:130)

05/28 14:46:46.879: [amf] INFO: Setup NF EndPoint(addr) [127.0.0.11:7777] (../src/amf/nausf-handler.c:130)

05/28 14:46:46.894: [gmm] ERROR: [suci-0-999-70-0000-0-0-0000000001] MAC failure (../src/amf/gmm-handler.c:943)

0000: e6f5599f 29b0e844 10c94071 Odaaaaaa ey oh) ere Dote @q oreers
0000: 6298fbf4 f67l1eabf 73765fa2 61627808 b....q..sv_.abx.
0000: c5d70f87 1b5ccb48 d9d7d249 eb833de3  ..... \E H v ="

05/28 14:46:46.894: [gmm] ERROR: gmm_handle_authentication_response() failed (../src/amf/gmm-sm.c:1756)
05/28 14:46:46.894: [anf] WARNING: [suci-0-999-70-0000-0-0-0000000001] ISt EI St IMEIrIad( . ./src/anf/nas-path.c:529)

AMF log after changing the RES* value




Comparative Analysis:

Study Focus Platform Methodology Attack Scenarios
Menin et al. (2025) |Performance & observ-{Open5GS, Free5GC Experimental benchmark-{None
ability ing
Mukute et al. (2024) |Control-plane bench{Open5GS, Free5GC|Macro- & micro-None
marking OAI benchmarks
Moheddine et al/NGAP-specific DoS at{Open5GS Practical attack injection|Multiple @~ NGAP  DoS
(2025) tacks (e.g., UEContextRe-
leaseRequest)
This Work DoS on UE, gNB and|Open5GS Practical adversarial sce-{UE flooding, NGSetup over-

Core narios load, NAS tampering




Mitigation Insights:

« Rate limiting and anomaly detection
» Restrict gNB registration attempts

« Secure signaling via IPsec

« Strengthened UE/gNB authentication




Conclusion:

« Designed and implemented three realistic DoS scenarios on a 5G testbed.
« Highlighted critical vulnerabilities in AMF, gNB, and UE layers.

« Demonstrated measurable impact on resource usage and user availability.

* Provided comparative insights and suggested defense directions.
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