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File Name Document Type

Vilanual-2 Users Manual

Vianual-1 Users Manual
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Industrial WiFi module
Original Equipment
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Welcome to JTAGulator. Press 'H' for available commands.
th

JTAG Commands:

I Identify JTAG pinout (IDCODE Scan)
B Identify JTAG pinout (BYPASS Scan)
D Get Device ID(s)

T Test BYPASS (TDI to TDO)

UART Commands:
U  Identify UART pinout
P  UART passthrough

General Commands:

V  Set target I/0 voltage (1.2V to 3.3V)
R Read all channels (input)

W Write all channels (output)

J Display version information

H Display available commands

i3

JTAGulator FW 1.2.2

Designed by Joe Grand, Grand Idea Studio, Inc.
Main: jtagulator.com

Source: github.com/grandideastudio/jtagulator
Support: http://www.parallax.com/support



@ PuTTY Configuration

Category:
=)~ Session
Logging
- Terminal
Keyboard
Bell
i Features
=)- Window
. Appearance
Behaviour
i~ Translation
- Selection
Colours
- Connection
- Data
i Proxy
Telnet
i Rlogin
(- SSH

UART b 31 Jb o b 1 05 5 Y b5

screen fdev/ttyUSBO 115200
picocom /fdev/ttyUSB® -b 115200

Basic options for your PuTTY session

Specify the destination you want to connect to
Serial line Speed
COMS5 [38400

Connection type: ~ P
ORaw  OTelnet ORlogin O SSH

Load, save or delete a stored session

Saved Sessions

I

DefauhSeﬂnﬂ
L

Close window on exit:
OAways (ONever (@ Onlyonclg

Open

oS e 9 jgiug syl pl diged (Syro e
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Baud Rate (e.g. 115200)
Data Bits (usually 8)

Stop Bits (typically 1)
Parity (None, Even, or Odd)

Jbyw bl yl o Joluo slacs pw o
9600, 19200, 38400, 57600,
115200
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Spiread <addr> <len> # SPI flash read from given address and length
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binwalk -e firmware.bin # Extracts recognized files and compressed data from the firmware.

strings -n 6 firmware.bin # Finds all strings of 6+ characters inside the firmware.
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By Azimi

Hardware Forensics Cheat Sheet

PCB Reconnaissance

Visually inspect PCB for: chip markings, test points, silk screen
labels, manufacturer logos, part numbers, debug interfaces
(JTAG, UART, SWD)

Power a Identify GND and Vee
Helpful Tools: Multimeter (continuity & voltage)
Common voltage levels:

4.8
3.5V
av 2.4v
2.0V ov
0.8V
0.4V
5V TTL

Common IC packages

List chips and their functions by looking up datasheets

Helpful online tools: Chipdb, Findchip
‘Trace hidden or unlabeled pins

Techniques: Continuity Tracing

[ 517 | z1p | o1 | GA | sop | o3 [ son| aF [ or | oFn | Loa | 8Ga
O BoR NS

Common Debugging Interfaces

Look for headers or pads labeled
Use a multimeter to tra

s from microcontroller pins to
potential test points

Data Terminal Ready
S erial Clock
SDA: Serial Data Line

TRST (optional)

Logic Analyzer
Capture and analyze digital signals from multiple lines to
understand data commu ion
Decodes standard communication protocols (e.g., UART, SPI,
» SWD)
Typically supports 8-32 channels
Popular Tool igrok/Open Logic Sniffer
v baud rates by:
1

" Tiengen

UART

Universal asynchronous receiver / transmitter
A simple serial protocol for debugging
Common USB-to-UART convertors: FTDI, CP2102, CH340
Common serial Monitor Software: PuTTY, Tera Term,
Note: gibberish in terminal output — it's often a baud mismatch
Standard baud rate: 4800, 9600, 19200, 38400, 57600, 1
230400, 460800, 921600
UART possible capa : unauthorized root access, modify
install backdoor, extract sensitive
passwords, encryption
Low Level Security Feature bypass tip: Do not connect the
converter TX pin

JTAG

Joint Test Action Group
Full control over CPU and memory
No standard connector for JTAG. Often 6, 10, 14, or 20-pin
headers
JTAG possible capabilities:
Memory dumping (lash/"NAND/NOR/eMMC),
Reverse engineering firmware,
Modify firmware to introduce backdoors,
Bypass security mechanisms.
TAG may be disabled or fused off in production devices
Many vendors obfuscate or remap JTAG pins
Hardware: Bus Pirate, JTAGulator, SEGGER J-Link, JTAG
Programmer for
Software: OpenOCD, UrJTAG,
Bypass hardware security locks: Some boards have jumpers or
resistors when configured or bridged, can activate JTAG access.

Useful Commands

Is ush List connected U
Is -lart/dey

# Show newly added device files (sort

dmesg | grep ttyUSB Check if USB-to-Serial adapter w
detecte

Is /devittyl List active serial ports
sudo picocom -b 115200 /dev/ttyUSBO Connect to UART
xxd Convert hex dump back to binar
strings -n <m Extract ASCII strings from binary
hexdump -C x. w file in hex + ASCII format
openocd  -f  interface/<interface_type>/<interface_cfg>  -f
target/<target_cfg> Run OpenOCD with custom interface
wnd target
Jusr/share/openocd/scripts/interface/<interface_type>/<interface
_cfg> Interface configs
Jusr/share/openocd/scripts/target/<target_cfg> # Target configs
telnet localhost 4444 Connect to OpenOCD
dump_image <filename> <address> <size> Dump firmwar

Hardware Debug Pinout
Identification Tool

JTAGulator: Identify JTAG pi tools when possible
permutation is high
JTAG scans: IDcode scan (faster without TDI pin)
(slower with TDI pin), Combined scan
Identify UART pins and baud rate, Identify SWD, GPIO test
Supports OpenOCD and UART passthrough mode
Voltage range: 1.2V-3.3V
BlueTag (2024): A lightweight, Raspberry Pi Pico-based
alternative to JTAGulator that detects JTAG and SWD pinouts
(does not support UART and operates with 3.3V

e ii“i ‘,vi.i‘ i i‘q . ;';i“;i’g
- -u-t' =

Bypass scan

Firmware Dump & Analysis

Step 1: Dump Firmware from Flash
Spiread <addr> <len> # SPI 11

h read from given address and

ength
Nand read <flash-offset> <Len> [dst_addr] # Read from NAND
Step 2: Identify File System in Dump

~ Read-only, compressed FS
- Used with raw NAND flash
Older NAND/Mash file system

Step3: Analyzing & Reversing the Dumped Firmware
binwalk dump.bin # Analyze firmware file str
binwalk -e dump.bin
binwalk -E dump.bin
strings dump.bin | less
hexdump -C dump.bin | less

Reverse Engineering Tools: IDA pro, Ghidra
Step 4: Compare Dumps (Identify Manipulation)

diff -u original.bin modified.bin

Quick binary diff
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