y2/2"‘d' International ISC Conference on

(Yoo ,iSTA) YE+ € oloyge V1 anidylo>

& 3 ~
ot Joa | o4 | 05| ol A2 2113
- ‘3:

- S
w5 Ol 9 g (o 39 i
AN | ALY (6308l L pdgama y873) il yiiS Sy (9530l jog5 g )

ol b
(Obeygl VL)
25 dnls pMel s gulS i i 2
VeiXe | R YA
KWIRE PP Yy
Verte | Yeres JS! A5 51 wua5b g 2l
. :3 x
hel o VWieo | Ve JUsl 815 slayg) 53 pols SbeS b olgS laddll gl ol e = 32y
(Obeyg! ,YE) 2 3
]
9
WiV | VYees L g 5l

http://iscisc2025.sbu.ac.ir/



y2/2mdl International ISC Conference on

(Yo¥0 ,STA) YE+£ oloyes 3T ad o

. &.M &b”b‘: 89).”‘3 :§3~ t} .. .’..agk

w ae
3,

odljde golodesce cly olppw )2
sl 4l 55 (300 U (oo ol 136 e o] (9 it ol 3 5,53t

>0 SN
02 S 9ol Sl gl ok 3,500, Sy ) S b 3 s 8597 Cowlow Jlas! igia Juns Jlg ol JolSS
((SDP) 95,1331

S9ge (lus|

oolie )5 000 Q2598 (g g o OMoa il )3 S o) (o BBD (g (55w oglie
HI L VX | AT

9 U.l.c 9 b.)‘)' uLow )f‘.a1
g Cod 5l (59l SLolid 5l (55lw e3ly 5 (S,b

—uol.ﬁ oU,S Yo — Y Cnnnid
4

v

ol el Bl 9 W1 el 2 Gros Jaa el )l gl diged
Bl ;0!

el G e 5 uad g e el
(S5 ) 0l pod (4305 95151 Shsial (SL2S S rto LS Ailolw

http://iscisc2025.sbu.ac.ir/




y2/2mdl International ISC Conference on

INFORMATION SECURITY, & CRYPTOLOGY,

Eg

Jymmne

(Yo¥0 ,STA) YE+£ oloyes 3T ad o

- .’.‘ng

olys

G

H2 ol

VO .

Wiy

iy b o o8l Hhabuol ool olo (gare ol 85 1500 oyl e
KWARE PPV

u.»,] LY u..g[& Oy 9 d)bls ol mbl)’ U_?l> olo.:g:
Sl CoSle g (Eghan g (5l S U Cadlind 51 wio ol (5590

Mohammad Mohammadi, Moein Bannaye Zahmati, and Morteza Noferesti
An LSTM-DBSCAN Approach for Interpretable Insider Threat Detection via Behavioral
Anomaly Analysis
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Mohammadreza Safi and Mohammad Ali Hadavi
Genetic Algorithms in Action: Adversarial Attacks on Machine Learning-Based XSS
Detection Systems
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Dr. Hosein Hadipour , Ruhr University Bochum :ge s 4l i
Geometric Approach in Cryptanalysis

Akram Khalesi and Zahra Ahmadian
Integral Attack on CHILOW

Marzieh Vahid Dastjerdi, Majid Rahimi, Iman Mirzaali Mazandarani, and Sadegh Sadeghi
Evaluating CNF/SMT Encodings for SAT-Based Differential Cryptanalysis of Lightweight
Ciphers

Javad Alizadeh and Bahman Madadi
Differential and Linear Cryptanalysis of Reduced-Round GFRX-64 Using Neural
Distinguishers and SAT/SMT-Based Technique

Khalil Shahbazpour, Kh. Shah, and Mostafa Soltani
Constructing Cipher Text on B-Algebras: Standard, Fuzzy, Soft, Soft Fuzzy
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Marzieh Morshedzadeh, Rayhaneh Hajimohammadali, and Ali Jahanian
Defending CNNs Against Power Side-channel Attacks: A Residue Number System Solution

Farid Rajabzadeh and Ali Jahanian
Information Leakage Mitigation to Protect the Convolutional Neural Networks Against the
Remote Side-Channel Analysis
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Sepehr Jafari and Raziyeh Salarifard

Enhancing Kleptographic Backdoors in Hash-Based Deterministic Random Bit Generators

Vahid Soleimani Hesari, Hadi Soleimany, Ali Asghar Beigizad, and Hamed Ramzanipour
Linked Ineffective Fault Analysis on DES Cipher
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Donya Sadat Rezaeishad and Hossein Bahramgiri
Dual-Layered Quantum-Secure Concealing: Steganography over Quantum Key
Distribution

Majid Farhadi, Zohre Karimi, and Mohammad Amin Khorzani
A Secure and Verifiable Secret Sharing Scheme Using Neural Steganography and Hash
Based Authentication

Khashayar Jafarizade, Mohammad-Hassan Majidi, and Hossein Gholamalinejad
Architected Graph-Enhanced Neural Network Framework for Image Integrity and Tamper
Precision

Zahra Ghoraeian, Mohammad-Reza Sadeghi, and Samaneh Mashhadi
Time-Based Steganography in Text

Aparna R and Chithra PL
Blockchain enabled Dual Level Security Scheme (DLSS) enhanced with CAT Mapping and
Deep Learning Techniques for Covert Video Transmission
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Hamid Reza Dashtabadi and Siavash Ahmadi
Network Intrusion Detection using Federated Learning in Cyber-Physical Systems

Zahra Bastani
Evaluating DDoS Attacks Using IoT Communication Protocols Internet of Things
Distributed Denial of Service attacks Cybersecurity

Mahdi Jeyhoon and Maryam Rajabzadeh Asaar
5G Attacks: Realistic Scenarios and Simulations Using OpenSGS

Togu Novriansyah Turnip, Birger Andersen, and Cesar Vargas-Rosales
Recent Trends in Post-Quantum Cryptography Integration and Performance in the Internet
Security Stack
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Keynote Speaker: Professor Peter Schwabe

The migration to post-quantum cryptography

Keynote Speaker: Professor Bart Preneel

Cybersecurity and Al: A Symbiotic Relationship?
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Sina Fattahi Ardakani and Maedeh Mosharraf
Decentralized Copyrights Management System for Open Textual Educational Resources
based on Blockchain Technology

Seyede Marzieh Sadat Madani, Hamid Mala, and Mehrad Jaberi
An Efficient ECC-Based Multi-Server Authentication Scheme for 5G Environment without
Online Registration Server

S. Mohammad Dibaji, Taraneh Eghlidos, and Hossein Pilaram
QuMixnet: A Quantum-Safe Mixnet Protocol

Keykhosro Khosravani, Taraneh Eghlidos, and Mohammad Reza Aref
Efficient Pairing-Free Adaptable k-out-of-N Oblivious Transfer Protocols

Ahmad Khoureich Ka
Secure Pairing-Free IBE and CP-ABE from Inner-Product Functional Encryption
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Nima Atashin, Behrouz Tork Ladani, and Mohammadreza Sharbaf
Learning to Locate: GNN-Powered Vulnerability Path Discovery in Open Source Code

Arman Moradi, Mehran Alidoost Nia, and Reza Ebrahimi Atani
A Multi-Objective Reinforcement Learning Framework for Security Enhancement in
Autonomous Vehicles

Mohammad Reza Mirbagheri, Seyed Mohammad Mahdi Mirkamali, Zahra Motoshaker Arani, Ali
Javeri, Amir Mahdi Sadeghzadeh Mesgar, and Rasool Jalili
EPT Benchmark: Evaluation of Persian Trustworthiness in Large Language Models

Amirhossein Heydari, Azadeh Mansouri, and Ahmad Mahmoudi-Aznaveh
Backdoor Defense via Aggregation of Outsourced Models using Multi-Stage Knowledge
Distillation

Keyhan Mohammadi, Ehsan Kozegar, and Reza Ebrahimi Atani

HashLearner: A Secure Decentralized Learning Framework Based on HashGraph
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Sajed Yousefi Mashhour, Motahareh Dehghan, Babak Sadeghian, and Alireza Hashemi
Mission-Centric Countermeasure Selection in Cybersecurity Situation Awareness

Sajjad Rezaei and Ali Fanian
Static Malware Detection in Windows Executables Using Deep Neural Networks

Sepehr Mehregan, Mahdi Tamjidi, Amir Hossein Rahimi, Ava Razavi, Sadegh Eskandari, and
Seyed Amir Hossein Tabatabaei
GP-FACL: A Dataset of FAlse CLaim Descriptions and Functionalities of Google Play Apps

Mostafa Shabani and Tala Tafazzoli
Lateral Movement Attack Detection using Variational Autoencoders

Seyede Fateme Mazhar and Azadeh Mansouri
Feature Map Correlations in Video Face Forgery Detection
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The Division Property and Its Automation: Development and Open Research Challenges

Nabgh 0sie g (29l ol (e S5k deoxe
Bl A Ll gnS STl S dinge adyb aw 90 ol 3l Cdls g5lw o3l

Arka Debnath and Mohammad Mahzoun
Fast Exhaustive Search on AIM2
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