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Mohammadreza Safi and Mohammad Ali Hadavi
Genetic Algorithms in Action: Adversarial Attacks on Machine Learning-Based XSS
Detection Systems
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Zahra Mohammadi, Mona Hashemi, and Siamak Mohammadi
Securing Deep Learning Hardware: A Survey of Side-Channel Vulnerabilities and
Countermeasures

Marzieh Morshedzadeh, Rayhaneh Hajimohammadali, and Ali Jahanian
Defending CNNs Against Power Side-channel Attacks: A Residue Number System Solution

Farid Rajabzadeh and Ali Jahanian
Information Leakage Mitigation to Protect the Convolutional Neural Networks Against the
Remote Side-Channel Analysis
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Enhancing Kleptographic Backdoors in Hash-Based Deterministic Random Bit Generators
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Linked Ineffective Fault Analysis on DES Cipher
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Time-Based Steganography in Text

SAVERO TR P I O S 32 313
u‘\.lb.) JM} (P9E Dgramno ‘DJ‘} L;Lb ‘;LG JoZno
S dakad g (Bolai Jgaa adgi 1 el b gl o) (63 )85 Glady )3 8 dir g cngP Loy
Donya Sadat Rezaeishad and Hossein Bahramgiri
Dual-Layered Quantum-Secure Concealing: Steganography over Quantum Key
Distribution
§ Majid Farhadi, Zohre Karimi, and Mohammad Amin Khorzani o
) A Secure and Verifiable Secret Sharing Scheme Using Neural Steganography and Hash |
Al . . . Y
H2 L . Ao —QJ Based Authentication é"
7 3
3 Khashayar Jafarizade, Mohammad-Hassan Majidi, and Hossein Gholamalinejad >
% Architected Graph-Enhanced Neural Network Framework for Image Integrity and Tamper -%

http://iscisc2025.sbu.ac.ir/




y2/2mdl International ISC Conference on

INFORMATION SECURITY, & CRYPTOLOGY!

E9y

Jghmo

(Yo¥0 ,uisT) YE+£ ologgo VY dniinsy

. E94 ot’;}?

Ol

H3 o

TP Bl 5 (Gl (A5 5

EURECOM e soubis jladguw i85 tge e Ql)b’w
S 5 581 38105 Radls 510 0 3 9313 5, Ml A SunidS (5o prdtirami] 51 18 (Sl s

Hamid Reza Dashtabadi and Siavash Ahmadi
Network Intrusion Detection using Federated Learning in Cyber-Physical Systems
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Evaluating DDoS Attacks Using IoT Communication Protocols Internet of Things
Distributed Denial of Service attacks Cybersecurity
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5G Attacks: Realistic Scenarios and Simulations Using Open5GS
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Recent Trends in Post-Quantum Cryptography Integration and Performance in the Internet
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Keynote Speaker: Professor Peter Schwabe

The migration to post-quantum cryptography

Keynote Speaker: Professor Bart Preneel

Cybersecurity and Al: A Symbiotic Relationship?
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Sina Fattahi Ardakani and Maedeh Mosharraf
Decentralized Copyrights Management System for Open Textual Educational Resources
based on Blockchain Technology

Seyede Marzieh Sadat Madani, Hamid Mala, and Mehrad Jaberi
An Efficient ECC-Based Multi-Server Authentication Scheme for 5G Environment without
Online Registration Server

S. Mohammad Dibaji, Taraneh Eghlidos, and Hossein Pilaram
QuMixnet: A Quantum-Safe Mixnet Protocol

Keykhosro Khosravani, Taraneh Eghlidos, and Mohammad Reza Aref
Efficient Pairing-Free Adaptable k-out-of-N Oblivious Transfer Protocols

Ahmad Khoureich Ka
Secure Pairing-Free IBE and CP-ABE from Inner-Product Functional Encryption
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Nima Atashin, Behrouz Tork Ladani, and Mohammadreza Sharbaf
Learning to Locate: GNN-Powered Vulnerability Path Discovery in Open Source Code

Arman Moradi, Mehran Alidoost Nia, and Reza Ebrahimi Atani
A Multi-Objective Reinforcement Learning Framework for Security Enhancement in
Autonomous Vehicles
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Javeri, Amir Mahdi Sadeghzadeh Mesgar, and Rasool Jalili
EPT Benchmark: Evaluation of Persian Trustworthiness in Large Language Models

Amirhossein Heydari, Azadeh Mansouri, and Ahmad Mahmoudi-Aznaveh
Backdoor Defense via Aggregation of Outsourced Models using Multi-Stage Knowledge
Distillation

Keyhan Mohammadi, Ehsan Kozegar, and Reza Ebrahimi Atani
HashLearner: A Secure Decentralized Learning Framework Based on HashGraph
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Mostafa Shabani and Tala Tafazzoli
Lateral Movement Attack Detection using Variational Autoencoders

Seyede Fateme Mazhar and Azadeh Mansouri
Feature Map Correlations in Video Face Forgery Detection
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