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Adversarial Attacks

Figure: Clean / Vanilla Attack / Adv. trained / Smoothed - Picture
taken from [4]
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EBM as a Defense
Energy Based Model

pθ(x) = exp(−Eθ(x))∫
x exp(−Eθ(x))dx

Figure: Structure of a simple EBM
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Purification
for K steps: x̃k ← x̃k−1 − η∇xEθ(x̃k−1)
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Figure: Standard EBM training
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Figure: Small gradient vector
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Figure: Revisited CD
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Figure: Large gradient vector
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Figure: Adaptive attack to Robust Structure
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Figure: Effect of MCMC steps on Accuracy (CIFAR10)
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Figure: Purifying Adversarial Examples (FashionMNIST)

21 / 33



Introduction Adversarial Attacks/Defenses EBM as a Defense Our Method Experiments and Results Conclusions References

Experiments and Results

Figure: Clean / Attacked / Purified (FashionMNIST)
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Table: Comparison of defenses on CIFAR10 under different attacks.
(Purification on 1200 steps - Attacks on 100 steps)

Dataset Defense Method FGSM PGD APGD AutoAttack

CIFAR10

[4] 30.66% 26.76% 26.95% 28.12%
[5] 15.59% 11.28% 11.28% 10.73%
[6] 38.20% 37.60% 42.30% 42.90%

Proposed Method 41.00% 41.50% 45.10% 45.90%
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Experiments and Results

Figure: Images generated by an Adv. trained EBM (MNIST)
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Figure: Adversarial examples of the robust structure (MNIST)
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Figure: Clean / PGD attack / Adaptive attack (MNIST)
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Conclusion

State-of-the-art deep neural networks have achieved
impressive results on many image classification tasks.

These architectures have been shown to be unstable to small,
well designed, perturbations of the images.
We have proposed a defensive method utilizing adversarial
examples to train an EBM for better purification
Compared to vanilla EBM, the proposed method achieves a
12.31% improvement on MNIST, 22.87% on FashionMNIST,
and 12.3% on CIFAR10
We either attack the robust structure and assess the
correctness of the PAG feature for it
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Adversarial Attacks

Figure: Clean vs. L0 / L2 / L∞ norm Attacks

Figure: L∞ Attacks
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Contrastive Divergence

Figure: Before Update
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Contrastive Divergence

Figure: The way CD gradient affects model distribution
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Contrastive Divergence

Figure: Updated model
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Figure: Transfer Attack (CIFAR10)
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