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Table: Comparison of defenses on CIFAR10 under different attacks.
(Purification on 1200 steps - Attacks on 100 steps)

Dataset Defense Method FGSM PGD APGD | AutoAttack

[4] 30.66% | 26.76% | 26.95% | 28.12%
[5] 1559% | 11.28% | 11.28% | 10.73%
CIFARLO [6] 38.20% | 37.60% | 42.30% | 42.90%

Proposed Method | 41.00% | 41.50% | 45.10% 45.90%
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Figure: Adversarial examples of the robust structure (MNIST)
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Figure: Clean / PGD attack / Adaptive attack (MNIST)
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examples to train an EBM for better purification

m Compared to vanilla EBM, the proposed method achieves a
12.31% improvement on MNIST, 22.87% on FashionMNIST,
and 12.3% on CIFAR10

m We either attack the robust structure and assess the
correctness of the PAG feature for it
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