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Taint Tracking

e Adynamic analysis technique used to monitor the flow of sensitive data through a system.
e Tags (taints) are assigned to data at sources and tracked as they propagate through the

system.
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Taint Tracking in Today’s Systems

e Ensures that sensitive information (e.g., Pll) is not inadvertently leaked or accessed by

unauthorized entities.
e Helps in identifying and preventing data breaches and unauthorized data flows.
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The Problem: Coarse-Grained Taint Tracking
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The Problem: Coarse-Grained Taint Tracking

Treats entire communication channels as undifferentiated entities.
If any data passing through the channel is tainted, the entire channel is marked as tainted.
Challenges:

e Over-Tainting: Non-sensitive data is incorrectly flagged as tainted.
e Under-Tainting Sensitive data may go unnoticed if not properly flagged.
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[llustrating Coarse-Grained Channel Issues

Scenario:

e  Smart home network comprising temperature
sensors, motion sensors, and a security camera.

e All devices communicate via MQTT to a central
hub.
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Limitations of Coarse-Grained Taint Tracking:

e  Security camera feed is tagged as sensitive and
tainted.

e Entire MQTT channel is marked as tainted,
affecting all data passing through it.

Impact: Unnecessary
Alarms

e Unnecessary Security Alerts: Temperature and
motion sensor data are incorrectly flagged.
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Data Flow is Complicated

e Complexity of Communication Channels (Networks):

o  Vast number of devices communicating simultaneously.

o Diverse data types and protocols involved.
e Data Flow Patterns:

o Hierarchical and decentralized data flows.

o  Continuous and dynamic data exchanges between devices and central servers.
e Challenges with Coarse-Grained Taint Tracking:

o Inefficient monitoring due to broad channel-level tainting.

o Difficulty in distinguishing between sensitive and non-sensitive data.

o  Scalability issues as the network grows in size and complexity.
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Taint-aware Applications
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Taint-aware Communication Channels
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A Little Previous Work

FlowFence

° Practical data protection for loT application frameworks.

e Limitation: Requires significant changes to application code; does not facilitate taint exchange between components.

DisTA

° Distributed taint analysis framework for Android applications.
e Limitation: Relies on coarse-grained channel handling.
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Sophisticated Channel Handling Techniques

e Goals of Sophisticated Channel Handling Techniques:

o Enable Inter-Component Taint Exchange: Allowing precise tracking of sensitive data across
system boundaries.

o Track Taint at Finer Granularity: Tag individual data elements based on their sensitivity.

o Incorporate Contextual Information: Utilize metadata such as message types, specific data
fields, and communication protocols to refine taint propagation rules.

o Maintain Taint History: Keep a history of taint propagation to adapt taint rules dynamically based
on past data flow patterns and system states.
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Inter-Component Taint Tracking: A Solution

e Enable Taint Information Exchange Between Components:

o  Allows precise tracking of sensitive data across system boundaries.
e Incorporate Contextual Information:

o  Utilizes metadata such as message types, data fields, and protocols to refine taint propagation rules.
e Enhance Accuracy and Efficiency:

o  Reduces false positives by tagging only relevant data elements as tainted.
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OCPP Privacy Case Study

e Introduction to OCPP:
o  Open Charge Point Protocol for communication between EV charging stations and central management systems.
o Importance: Widely adopted in EV charging infrastructure, facilitating secure and efficient data exchange.
e Data Types Exchanged in OCPP:
o Location Data: Geographical positions of charging stations and users.
o  Charging Habits: Patterns in EV charging behavior.
o  Payment Information: Credit card details and transaction data.
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OCPP Privacy Case Study: A Practical Example
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OpenEVSE Charging Point

OpenEVSE: Open source
charging point, using
MicroOCPP and compiled for
RISC-V microcontrollers
MicroOCPP Bridge: Act as
OCPP server for real charging
point, and it has a virtual
EVSE Object

When OCPP messages
receives from real Charging
point, the EVSE status
updated, and generates same
OCPP messages.

OCPP Server IP inside
OpenEVSE: We change it to
point to our Bridge
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Bridge is the OCPP Server for Real Charging Point
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A Demo Implementation
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A Demo Implementation
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Summary

e Inter-component taint tracking significantly enhances data flow precision

e The approach is scalable and adaptable to various |loT protocols beyond OCPP

e This methodology enhances privacy protection in distributed loT systems and facilitates
compliance with regulations like GDPR by accurately tracking PII flows
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Consequences

e False Positives:
o Benign data incorrectly flagged as harmful.
o Leads to unnecessary security alerts, causing alert fatigue.
e Operational Disruptions:
o Restrictive security measures impede normal system functionalities.
o Legitimate data processing tasks may be blocked or hindered.
e Difficulty in Vulnerability Identification:
o Inability to accurately track tainted data sources.
o Challenges in implementing targeted security interventions.
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OCPP Privacy Case Study: A Practical Example

e Limitations of Coarse-Grained Taint Tracking:
o Example: Tagging payment information as tainted leads to the entire OCPP communication
channel being marked as tainted.
o Result: Non-sensitive data like charging status updates and technical diagnostics are
incorrectly flagged.
e How Our Approach Addresses These Issues:
o Enables inter-component taint tracking, ensuring only genuinely sensitive data is tagged
and protected.
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Conclusion & Discussions

Summary of Contributions:

° Addressed limitations of traditional coarse-grained taint tracking in distributed loT networks.
° Introduced an inter-component taint tracking approach enhancing privacy and security.
° Demonstrated practical implementation and effectiveness through an OCPP case study.

Key Findings:
° Inter-component taint tracking reduces false positives and enhances data flow precision.
° Incorporating contextual information and secure taint information exchange significantly improves taint tracking accuracy.

° The approach is scalable and adaptable to various loT protocols beyond OCPP.
Implications:

° Enhances privacy protection in distributed loT systems handling sensitive data.

° Provides a foundation for more robust security solutions in complex IoT environments.
Future Work:
° Expanding to Other loT Protocols: Adapt the approach to protocols beyond OCPP.
° Performance Optimization: Further reduce performance overhead and enhance scalability.
° Integration with Emerging Technologies: Explore combining taint tracking with machine learning for predictive security measures.
° Real-World Deployments: Test the approach in diverse real-world 10T environments to validate its effectiveness.
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A Demo Implementation

Taint-aware OCPP

Implementation

7action”: ”SetChargingProfile”,
" payload”: {
”connectorld”: 1,
”?csChargingProfiles”: {
7chargingProfileId”: 123,
”transactionld”: 456,
7stackLevel”: 1,
?chargingProfilePurpose”: ” ChargePointMaxProfile”,
7chargingProfileKind”: ” Absolute”,
7 chargingSchedule”: {
”duration”: 3600,
?startSchedule”: 72024-10-14T14:00:00Z” , =
”chargingRateUnit”: "W”, .
.

?chargingSchedulePeriod”:
{”startPeriod”: 0, ”limit”: 1000, "numberPhases”: 3},

{”startPeriod”: 1800, ”limit”: 500, "numberPhases”: 3}

}
b
"tainted _fields”: {
”connectorId”: false,
7 csChargingProfiles”: {
7chargingProfileId”: false ,
”transactionld”: false ,
?stackLevel”: false , >
”chargingProfilePurpose”: false , :
?chargingProfileKind”: false, .
”chargingSchedule”: { .
”?duration”: false , 4
”?startSchedule”: false , '.
?chargingRateUnit”: false , .
”chargingSchedulePeriod”: [ O
{"startPeriod”: false, ”limit”: false, ”numberPhases”: tru '
{”startPeriod”: false, ”limit”: false, "numberPhases”: fal
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A Demo Implementation

. Overview:
1. Integration of inter-component taint tracking within an OCPP-compliant electric vehicle charging system.
. Key Steps:
1. Charging Point and Central Server Setup:
] Charging Point Configuration: Utilize OpenEVSE with ESP32 firmware.
n Central Server Development: Develop using Mobility House OCPP library.
2. Modifying the OCPP Library for Taint-Aware Communication:
] Taint Information Integration: Include taint status for each field in OCPP messages.
] Serialization and Deserialization: Implement mechanisms for handling taint metadata.
3. Tainting Utility Classes and Functions:
[ Python Implementation: Manage taint information within OCPP messages.
] Code Example: (Refer to provided Python code snippet)
4. Propagating Taint Labels Using Python Scripts:
] Identifying Taint Sources: Analyze user interactions and API endpoints.
] Taint Propagation Logic: Implement logic to propagate taint labels in OCPP messages.
5. Charging Point Side Implementation:
] Using a MicroOCPP Simulator:
[ ] Simulator Selection: Utilize MicroOCPP simulator for accurate simulation.
] MicroOCPP Bridge Development: Modify simulator to act as a bridge between charging point and central server.
] Enhancing the MicroOCPP Simulator:
] Client and Server Roles: Enable dual functionality.
[ ] Integration with Taint Analysis: Define and propagate taint labels within OCPP messages.
] Serialization and Deserialization of Tainted Fields: Ensure accurate processing during message transmission and reception.

° System Workflow:
1. User Interaction: User sends data via web/mobile interface.
Central Server Processing: Identifies and marks sensitive data as taint sources.
OCPP Message Generation: Sends OCPP messages with taint information to charging points.
Charging Point Handling: Processes tainted data and propagates taint information back.
Taint Propagation: Maintains accurate tracking of sensitive data flows.
Privacy Protection Measures: Applies anonymization and encryption based on taint information.
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